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 11.  Individuals Affected by Breach:  
LOSS OF PII/BREACH INFORMATION
PERSON MAKING INITIAL REPORT
(The assigned breach number will be provided in the DON CIO email responding to the initial breach report.  Ensure this number is provided in any supplemental reports and the After Action Report)
This form is intended to provide information regarding the INITIAL REPORT of a LOSS OR SUSPECTED LOSS of PII (i.e., a breach).  As additional breach information becomes available, this form can be submitted as often as necessary as a SUPPLEMENTAL REPORT.  Select the report type from the drop down menu above.  DO NOT DELAY submission due to lack of information.   
DEPARTMENT OF THE NAVY (DON)
LOSS OR COMPROMISE OF PERSONALLY IDENTIFIABLE INFORMATION (PII)
 BREACH REPORTING FORM
14.  If SSN was compromised, is there a current signed SSN Justification Memo on file?
(i,e., required for official forms, IT systems, and other miscellaneous collections)
13.  SSN Compromised:
19.  If Breach caused by paper document, was it marked correctly?
20.  If Breach caused by e-mail:
       a.  Did Recipient(s) have need-to-know?
       b.  Did e-mail stay within .mil, .gov, or .edu domain? (Note:  .edu applies only to USNA, NWC, NPS)
DATA STORAGE/COLLECTION MEDIA TYPE INFORMATION
       c.  Was e-mail encrypted?
       d.  Was e-mail marked per SECNAVINST 5211.5 Series?
22.  If the Breach Involved a Government Credit Card, was the Issuing Bank Notified:
21.  If the Breach Involved Hardware or Equipment, was the equipment (Check All That Apply):
SENIOR OFFICIAL SIGNING NOTIFICATION LETTERS (IF APPLICABLE) (Usually the Commanding Officer)
Individual Notifications:  Based on information provided in this report, a risk analysis will be conducted by the DON CIO Privacy Office.  If this analysis leads to a high risk potential for identity theft, command will be contacted within 24 hours and provided with additional guidance regarding the requirement for notifying individuals. 
ORGANIZATION DESIGNATED OFFICIAL
25.  Date of last :
Selecting this button will forward the breach report to:   the DON CIO Privacy Office, OPNAV DNS-36, CHINFO, BUMED,  and the Defense Health Agency (DHA).
Selecting this button will forward the breach report to:  the DON CIO Privacy Office, CHINFO, the MC PA Officer (ARSF), the MC C4 CY Division, the MCNOSC Watch Officer, and the MC Public  Affairs Media (PAM) Branch. 
Selecting this button will forward the breach report to:  the DON CIO Privacy Office, OPNAV DNS-36, and CHINFO.
Selecting this button will forward the breach report to:  the  DON CIO Privacy Office, OPNAV DNS-36, CHINFO, BUMED,  and the Defense Health Agency (DHA).
Selecting this button will forward the breach report to:  the DON CIO Privacy Office, CHINFO, the MC PA Officer (ARSF), the MC C4 CY Division, the MCNOSC Watch Officer, and the MC Public  Affairs Media (PAM) Branch.   
Selecting this button will forward the breach report to:  the  DON CIO Privacy Office, OPNAV DNS-36, and CHINFO.
Selecting this button will forward the breach report to:  the DON CIO Privacy Office, OPNAV DNS-36, CHINFO and CNRFC.
Selecting this button will forward the breach report to:  the DON CIO Privacy Office, OPNAV DNS-36, CHINFO and CNRFC.
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