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Protect Yourself: Phishing

“Phishing” is the act of targeting victims via email in the hopes of spreading viruses and
gathering personal information. Cybercriminals have become quite savvy in their attempts to
lure people into clicking on links or opening phony email attachments. Online phishing attacks
can not only spread computer viruses, but they can pose a significant risk for identity theft.

1. Be Aware:

a. Only open emails, attachments, and links from people you know. Use anti-virus software
regularly and enhance email filters to block threats. Watch out for unsolicited emails that
contain misspellings or grammatical errors.

2. Don’t Believe What You See:

a. It’s easy to steal the colors, logos and header of an established organization. Scammers
can also make links look like they lead to legitimate websites, and make emails appear to come
from a different sender.

3. Avoid Sharing:

a. Don’t reveal personal or financial information in an email, and do not respond to email
solicitations for this information. This includes following links sent in email. Be wary of any
urgent instructions to take specified action such as "Click on the link or your account will be
closed.”

4. Pay Attention to a Website's URL:

a. Hover over any links to see where they lead. Malicious websites may look identical to a
legitimate site, but the URL may use a variation in spelling or a different, but similar, domain.

5. If you are Unsure Whether an Email Request is Legitimate. try to Verify it by
Contacting the Company Directly:

a. Contact the company using information provided on an account statement, not information
provided in an email. Information about known phishing attacks is available online from groups
such as the Anti-Phishing Working Group.

6. Keep a Clean Machine:

a. Having the latest operating system, software, web browsers, anti-virus protection and apps
are the best defenses against viruses, malware, and other online threats.
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