Phishing in the Age of Coronavirus

Scammers will stop at nothing to steal information, even in the midst of
a global pandemic.

Here are three samples of real phishing emails pulled from the wild.

This fake CDC email offers a phony link to click on and view a list of new COVID-19 cases

Distributed via the CDC Health Alert Netwo
anvary 31, 2020
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@ Centers for Disease Control and Preventon (CDC) continues to closely monitor an outbreak of a 2019 novel coronavirus (2019-nCoV

Wuhan City, Hubei Province, China that began in December 2019. CDC has established an Incident Management System to coordinate & domestic

Updated list of new cases around your city are available af ( hifs y.cdc gov/corongvirys/2019

You are immediately advised to go through the cases above for safety hazard

Sincere

CDC-INFO National Contact Cente
Vational Center for Health Marketin
Dwision of eHea \Va g

Source: https://us.norton.com/internetsecurity-online-scams-coronavirus-phishing-scams.html
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The suspicious "From" address and misspelling of "coronavirus" give this WHO
email away as fake

Coronavirus advisory indormation - Alert!! and Health Warning

Coronavirus advisory information - Alert!! and Health Warning. [EXTERNAL)

Toosday, February 18, 2020 # 6:50 PMm

@ World Health Organization (WHO) <noreply-whohelpdesk-yttre-7yewas-576999-cb06-0...

Show Detadls

World Health
Organization

Dear S,

Kindly go through the attached document on safety measures, online training as a
%00l, regarding the spread of corona vinus.

Cick on the bution below 1o download

Safety measures

Common signs of infoction include respiratory symploms, fever, cough, shortness of breath and
breathing afficulties. In more severe Cases, Infoction Can CAUSE PHOUMONIA, SEVOre acule
respiratory syndrome, kiiney fadure and evon death,

Regards,
Or. Tredos Acharom Ghebreyesus

G0 Tedos
Specialist muhanvrus-advisory  #COVIDNS #CoronaVivus

Source: https://www.wsj.com/articles/hackers-target-companies-with-fake-coronavirus-warnings-11583267812
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This phishing email claims to provide expert guidance from a doctor based where
the outbreak started

Singapore Specialist : Corona Virus Safety Measures

: ; = -
Tuesday, 28 January 2020 at 03:51
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Show Details

Dear Sir,

Go through the attached document on safety measures regarding the spreading of corona virus.
This little measure can save you.

Use the link below to download

Safety Measures.pdf

Symptoms Common symptoms include fever, cough, shortness of breath, and breathing difficulties. |

Regards

Dr sl

Specialist wuhan-virus-advisory
[ sl
B
(= — B N

BB I

N . e .

Source: https://us.norton.com/internetsecurity-online-scams-coronavirus-phishing-scams.html



https://us.norton.com/internetsecurity-online-scams-coronavirus-phishing-scams.html

