
PRIVACY IMPACT ASSESSMENT (PIA)

For the

Global Combat Support System - Marine Corps (GCSS-MC)

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD)lnfonnatlon system or electronic collection of
information (referred to as an "electronic collection" for the purpose of this form) collect,
maintain. U$8, andlor disseminate PII about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities Internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

o (1) Yes, from members oflhe general public.

181 (2) Yes, from Federal personnel' and/or Federal contractors.

o (3) Yes, from both members of the general publio and Federal personnel and/or Federal contractors.

o (4) No

, ·F.d.ra1 p.",onn.l' are referred to In !h. 000 IT Portfolio R.pe_llory (DITPR) as 'F.d.ra1 employ•••••

b. If "No," ensure that DITPR or the authoritative database that updates D1TPR Is annotated
for the reason(s) why a PIA Is not required. If the 000 Infonnation system or electronic
collection Is not In DITPR, ensure that the reason(s) are recorded In appropriate
documentation.

c. if "Yes," then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why Is this PIA being created or updated? Choose one:

fgJ New 000 Information System 0 New Electronic Collection

o EXisting DoD Information System 0 EXisting Electronic Collection

o Significantly Modified DoD Information
System

b. Is this DoD Infonnation system registered In the DITPR or the 000 Secret Internet Protocol
Router Network (SIPRNET) IT Registry?

fgJ Yes,DITPR Enter DITPR System Identification Number 303
1

0 Yes, SIPRNET Enler SIPRNET IdenlificaUon Number I
0 No

c. Does this 000 Information system have an IT Investment Unique Project Identifier (UPI), required
by section 53 of Office ofManagement and Budget (OMB) Circular A·11?

fgJ Yes o No

If "Yes," enter UPI IOO7-17-l16-64-o1-<llS5-00

If unsure, conauillhe ComponenllT Budget Poinlof Contact to obtain lha UPI.

d. Does this 000 Information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Pri'lacy Am SORN Is required Ifthe Inrormatlon system or electronic collection contaIns lnlcrmallcn about U.S. citizens
or lawful permanent U.S. residents that Is relriam by name or olher unique ldentlner. PIA and Privacy Act SORN
Informallcn should be consistent.

o Yes I8l No

If "Yes," enter Privacy Act SORN Identifier ILN_fA _

DoD Componenl-asslgned designator, noltha Federal Register number.
ConsUlt the COmponent Privacy Office for additionallnformalion or
access DoD Privacy Act SORNs at: htip:llwww.delensellnk.mlilpri.lacyfnolicesi

or

Date ofsubmission for approval to Defense Privacy OffIce
Consult the Component Privacy Office for this date.
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e. Does this 000 Information system or eleotronlo collection have an OMB Control Number?
Contact the COmponent Information Menagement COntrol Officer or 000 Clearance Officer for thIs Information,

ThIs number indicates OMB approval to coDeet data from 10 ormore membera ofthe public in a 12·month period
regardless of form or format.

DYes

Enter OMB Control Number

Enter Expiration Date

181 No

f. Authority to collect Information. A Federal law, Executive Order of the President (EO), or 000
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities In this PIA and the existing Privacy Act
SORN shOUld be the same.

(2) Clte the authority for this 000 informatIon l;YStem or electronic collectIon to collec~ use, maintain
and/or disseminate PII. (Ifmultiple authorIties are cited, provide all that apply.)

(a) Whenever possible. cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b) Ifa specific statute or EO does not exist, determine Ifan indirect statutory authority can
be cited. An Indirect authority may be cited If the authority requires the operation or administration of
a program, the execution ofwhich will require the collection and maintenance of a system of records.

(e) 000 Components can use their general statutory grants ofauthority ("internal
housekeeping") as the primary authority. The requirement, directive, or Instruction implementing the
statute withIn the 000 Component should be identified.

• Title 10 US Code 5013, Secretary of the Navy
• TlUe 10 US Code 5041, Headquarters. Marine Corps
- Deputy Secretary of Defense, "Department of Defense Raform Initiative Directive #54 - Logistics
Transformation Plens", 23 March 2000
- ALMAR 006104, "Marine Corps Logistics MOdernization," 2 February 2004
• GCSS·MC, ·Cepablllty Development Document," 22 December 2005, Requirements 1004.2, 1004.4,
1004.5, and 1004.6
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g. Summary of 000 Information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of Information to the public.

(1) Describe the purpose of this 000 Informallon system or electronic collection and briefly
describe the types of personal Information about Individuals collected In the system.

GCSS-MC Is the enterprise-wide porlfollo of Merlne Corps logisllcs and Combat Service Support (CSS) iT
capabllllles designed to support both Improved and enhanced Marine Air Ground Task Force (MAGTF) CSS
funcllons, MAGTF Commander and Combatant Commander/Joint Task Force (CC/JTF) combat support
Information reqUirements, and eliminate ·stoveplped" development of logistics IT systems. GCSS·MC
Enterprise Non-Secure Internet Protocol Router Network (NIPRNET) is the primary Hypertext Transfer
Protocol over Secure Socket Layer (HTTPS)web accessible, controlled unclassified, logistics portal and
processing area for GCSS-MC. It Is comprised of those busIness process cepabilities necessary to achieve
the requirements outlined In the GCSS-MClLoglstics Chain Management (LeM) Block 1 Capability
Development Document (COO), Including Demand Management, Maintenance Management, Inventory
Management, Distribution Menagement, Order Management, Request Management, Warehouse
Management, Procurement Management, Asset Management, Task Organizallon, Customer Management,
and Sourcing Management. .

The personal Information collected aboutlndMduals within GCSS-MC enterprIse NIPRNET relates solely to
Identification and Authentication of users accessing the system. This Information Includes Names, Oates of
Birth and Social Security Numbers (SSN) for the purpose ofvalldaflng the need·tc-know of Indlvlduals
requesflng access to GCSS-MC components during the Self-Reglslralion (provisioning) process and the
Identification and Authenticaflon of existing users. ThIs Personally Identlflable Informaflon (PII) Is not
retrievable In anyway by users and there Is no designed functionality for retrieving user informallon based on
a unique ldentlfler. Employmentlnfotmation (MOS, unit, etc.) Is also collected and stored via a system
interface with the Marine Corps Total Force System (MCTFS), the United Stales Marine Corps (USMC)
authoritative source. This employment data received from MCTFS Is refreshed every six months.

(2) Briefly describe the privacy risks assocIated with the PII collected and how these risks are
addressed to safeguard privaoy.

Privacy risks considered were: (1) unauthorized access to the server and assoclated databaseand (2) disclosureofan
Individual'ssensltlve information to Individuals withoutavalid need-to-know.

I)The risk ofunauthorized ateess to the server and associated database Isaddressed to safeguard privacyin
multlple layers and reduce the possibilityofunauthorized access and reduce the Impact Ifcompromised byan
atlacker. Physical access to GC5S-MC selVers and associated databasesIs controlled via aDefense Information
System Agency (OISA) Defense Enterprise Computing Center (DECC) hosting environment.The Department of
Defense (DoD) Information Assurance Certlftcatlon and Accreditation Process (DIACAP) controls which are
negotiatedwfth or Inherited from the hosting enclave are enumerated In the GCSS-MC SystemSecurity
Authorization Agreement (SSM), Appendix F. Logical access to GCSS·MC Personally Identifiable Information 0'11) Is
notavatlable to the system administrators at the DISA DECC.
System Administrative access to GCSS-MC applicationsexists for Securityand Administrative users from security
hardened machines located In the GCSS-MC Operations Center (GOC). Physical access to the GOC Iscontrolled via'
Proximitycard at bulldlng access and two separatelycontrolled cipher lockdoors.Username and passwords
needed to boot machines are held andcontrolled by GCSS-MC Informatlon Assurance (fA) staff. User name and
passwordsneeded for GOC machine operating system logon Isclosely controlled and Is given to those with a
minimum Interim Secret security clearance onaneed-to-knowbasis. once booted and logged on, aGoe userwlll
connect with the out ofhand network usingahosting enclave provided user name and password.ThIs isall
controlled via the System Authorization Access Request (SAAR) process for system access.
Front-end userswill access the system from the NIPRNETvla aDoD-approved web browsercapable ofsecure
Socket Layer (SSl) v3 orTransport layerSecurity(TI.S) Vl. Front end users will have minimal access to PII consisting
onlyofemployment data restricted In scope toonly users In their hierarchy, as outlined In GCS5-MC SR.t 10, "Design
Security Promes".

2) The riskofdisclosure ofan Individual's sensltlve information to Individualswithoutaneed-ta-knowIs addressed
to safeguard pIlvacybyensuring thatsensitive Information Is onlydisclosed to Individuals with aneed·ta-know.
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s saccomp 5 yensur 09 . sens en orma on s m e egr e en pos e any ron-
end usersofthe application, Most PII (SSN, Dateof Birth,ete)ln the GCS5-MC Is used exclUsively for Identification
and Authentication.Other PII (employmentdata) Is used In alimited scope for manpowerand utilization purposes.
Database Administrators (DBAsl may have the ability to gain access to all Pliin the databaseduring useraccount
maintenance, however DBA access Is gained In acontrolled environment (GOQ and Is controlled by the Information
Assurance Manager to those with: (l) avalid need-to-know, (2) aminimum ofan Interim Secret security dearance,
and (ll) documented, detailed plans ofsystem workto be performed. Again, employmentdata maybe accessed by
ause~s administrative hierarchywithin GCS5-MC for determining allocation of resources In accordance with the
GCSS-MC Role-Based AccessControl (RBAq mechanisms.

h. With whom will the PII be shared through data exchange, both within your 000 Component and
outside your Component (e.g., other 000 Components, Federal Agencies)? Indicate all that apply.

181 Within the 000 Component.

Specify. MCTFS/OperatJonal Data Store Enterprise (ODSE), Total Force Structure
Management System (TFSMS)

181 Other 000 Components.

Specify. 'Defense Enrollment Eligibility Reporting System (DEERS)

o Other Federal Agencies,

Specify.

o Stale and Local Agencies.

Specify.

o Contractor (Enter name and describe the language in the contrac:l that safeguards PII.)

Specify.

o Other (e.g., commercial providers, colleges).

Specify.

i. Do Individuals have the opportunity to object to the collection ofthelr PII?

181 Ves o No

(1) If ''Yes,· describe method by which Individuals can object to the collection of PI\.

During the User Self·Registration process, individuals will be provided wilh a Privacy Act Stalement which
stales the purpose of privacy acllnfomlallon collection. Ifa user objects 10 the collection cf Ihelr PII, they
may dlsegree with the Privacy Ac:l Statement prior toenlerlng any Information by clicking the 'Dlsegree'
bullon on the Privacy Act Slalement page. They will then be directed oul of Ihe Self-Reglstralion process and
to Ihe Marines.com web slle. Disegreelng wilh Ihe PrivacyAc:l Statement will resullin the user not
completing the Self-Registration process.

(2) If "No,' Slale the reason why individuals cannot object.

NOl Applicable
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J. Do individuals have the opportunity to consent to the specific uses oftheir PII?

I8l Yes o No

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

Ourlng User Self-Registration, Individuals will be provided with the PrIvacyAct Statement prior to entering
eny user Information. At this time, Individuals can glva or withhold their consent by clicking on either the 'I
agree' or 'I disagree' buttons on the Privacy Act Statement page.

(2) If "No," state the reason why Individuals cannot give or withhold their consent.

Not Applicable

k. What Information Is provided to an Individual when asked to provide PII data? Indicate all that
apply.

I8l Privacy Aot Statement o Privacy Advisory

o Other o None

Deseribe The Privacy Act Statement is provided to ell users who Self-Register to use the system. In order for
each user to Self-Register they must agree to the Privacy Act Statement, olherwlse they will not be granted
applicable access. Below is the dralt GCSS-Me Privacy Act Statement If the production varslon of the PAS
format. changes from the message below, this PIA will be Updated accordingly:

• Aulhorlly: Tille 10 US Code 6013, Secretery ofthe Navy; TItle 10 US Code 5041, Headquarters,
Marine Corps; Deputy Secretary ofDefense, "Oeparlment of Defense Reform Initiative Directive #64
Logistlcs Transformallon Plans', 23 March 2000; ALMAR 006/04, "Marine Corps Logistics
Modernization," 2 February 2004; GCSS-MC, "Capability Development Oocument," 22 December
2005, Requirements 1004.2. 1004.4, 1004.5, and 1004.6.

• Principal Purpose: This information wlli be used to verify the identity of eligible users of the Global
Combat Support System-Merine CorpsiLogistlcs Chain Management8loc!< 1 (GCSS-MC/LCM Block
1) system.

• Routine Uses: None.
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• Disclosure: VolunlafY. However, failure to provide the requested information will result In denial of
access to the GCSS·MCIlCM Block 1 system.

NOTE:

Sections 1 and 2 above are to be posted to the Component's Web site. Posting ofthese
Sections Indicates that the PIA has been reviewed to ensure that appropriate safeguards are In
place to protect privacy.

A Component may restrict the pUblication of Sections 1 and/or 2 If they contain information that
would reveal sensitive Information or raise security concerns.
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