PRIVACY IMPACT ASSESSMENT (PIA)
For the

Navy Reserve Homeport 2010 (NRH2010)

Department of the Navy - NAVRESFOR

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic collection" for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

[7] (1) Yes, from members of the general public.
(2) Yes, from Federal personnel* and/or Federal contractors.

[1 () Yes, from both members of the general public and Federal personnel and/or Federal contractors.
[] (4) No

* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees.”

b. If "No," ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If "Yes," then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

[[1 New DoD Information System ] New Electronic Collection
X Existing DoD Information System [ Existing Electronic Collection
M Significantly Modified DoD Information

System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol
Router Network (SIPRNET) IT Registry?

Yes, DITPR Enter DITPR System Identification Number [DITPRID: 4935 (DITPR DON ID: 20932)

] Yes, SIPRNET Enter SIPRNET Identification Number

| No

¢. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required
by section 53 of Office of Management and Budget (OMB) Circular A-117?

Yes Il No

if "Yes," enter UPI 007-000002810

If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that is retrieved by name or other unique identifier. PIA and Privacy Act SORN
information should be consistent.

X Yes [T No

If "Yes," enter Privacy Act SORN ldentifier N01080-3

DoD Component-assighed designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or
access DoD Privacy Act SORNs at:  http://iwww.defenselink.mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date.
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

M Yes

Enter OMB Control Number !

Enter Expiration Date

X No

f. Authority to collect information. A Federal law, Executive Order of the President (EO), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same. .

(2) Cite the authority for this DoD information system or electronic collection to collect, 'use, maintain
and/or disseminate PIl. (If multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b) If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“internal

housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

SORN authorities:

5 U.S.C. 301, Department Regulations
E.O. 9397 (SSN), as amended

Other authorities:

10 U.S.C. 5013, Department of the Navy

10 U.S.C. Subtitle E - Reserve Components

1007, Administration of Reserve Components

BUPERS INSTRUCTION 1001.39F, Administrative Procedures for Navy Reservist
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d. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

Navy Reserve Homeport 2010 (NRH2010) is a centralized web publishing system for the Navy Reserve
which allows subordinate commands from across the country to post and update information to their web
pages. The system is comprised of a publicly available site for the PAO and a CAC enabled private site for
FOUO subject matter. Pll such as Social Security Numbers (SSN) are not collected/stored/posted on the
public side. Access to the private side is restricted to DoD members with a valid CAC and permissions are
managed by NAVRESFORCOM Administrators. Pli is used for internal government operations. Most of the
Pil in the private NRH is stored information from other authoritative, legacy systems. This data includes:
name; partial and truncated SSN; DoD ID number; citizenship; gender; birth date; mailing address; security
clearance; marital status; and educational information. Selected Reserve personnel may also voluntarily
provide their personal phone (home and cell) and personal e-mail address, due to their unique status. This
PIl data is protected and not accessible to NRH users but used in internal administrative work flows and
programs.

(2) Briefly describe the privacy risks associated with the PII collected and how these risks are
addressed to safeguard privacy.

The risks of Pl spillage and unauthorized access are mitigated via training, policies, and technical access
controls. Access to the these sensitive databases is limited to trained and specifically authorized system
administrators and site collection administrators with the appropriate security clearance.

Active Directory (AD) and Forefront Identity Management (FIM) assist our administrators in managing access
for all users.

Existing Pl data from the Navy Reserve Data Warehouse is also referenced by the system to filter and route
requests for internal processes. This data is not stored or accessible by users.

h. With whom will the PII be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

X

L]

]

Within the DoD Component.

Specify. , Navy Reserve Force business processes. |

Other DoD Components.

Specify. [ '

Other Federal Agencies.

Specify. l '

State and Local Agencies.

Specify. l I

Contractor (Enter name and describe the language in the contract that safeguards PII.)

Specify. I l

Other (e.g., commercial providers, colleges).
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Specify.

i. Do individuals have the opportunity to object to the collection of their PII?
7 Yes }XI  No

(1) If"Yes," describe method by which individuals can object to the collection of PlI.

(2) If"No," state the reason why individuals cannot object.

The individual isn't the source of the PI! collected (except in special cases as noted above for Selected
Reservists).

j- Do individuals have the opportunity to consent to the specific uses of their PII?

[T Yes X No

(1) If"Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

The individual isn't the source of the Pll collected (except in special cases as noted above for Selected
Reservists).
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l |
k. What information is provided to an individual when asked to provide Pl data? Indicate all that
apply.

[] Privacy Act Statement 1 Privacy Advisory
Other 7 None

Describe |For the private site: None. The individual isn't the source of the PlI collected.
each
applicable |For the public side:
format.
Privacy Act Statement/Security Statement

1. Navy Reserve Force World Wide Web site is provided as a public service by the Commander,
Navy Reserve Force Public Affairs Officer.

2. Information presented is considered public information and may be distributed or copied. Use of
appropriate byline/photo/image credits is requested.

3. For site management, information is collected for statistical purposes. This government computer
system uses software programs to create summary statistics, which are used for such purposes as
assessing what information is of most and least interest, determining technical design specifications,
and identifying system performance or problem areas.

4. For site security purposes and to ensure that this service remains available to all users, this
government computer system employs software programs to monitor network traffic to identify
unauthorized attempts to upload or change information, or otherwise cause damage.

5. Except for authorized law enforcement investigations, no other attempts are made to identify
individual users or their usage habits. Raw data logs are used for no other purposes and are
scheduled for regular destruction in accordance with National Archives and Records Administration
Guidelines.

8. Unauthorized attempts to upload information or change information on this service are strictly
prohibited and may be punishable under the Computer Fraud and Abuse Act of 1987 and the
National Information Infrastructure Protection Act.

Privacy Advisory

We will not obtain personally identifying information about you when you visit our site unless you
choose to provide such information to us. If you choose to send email to the site webmaster or submit
an online feedback form, any contact information that you provide will be solely used to respond to
your request and not stored.

NOTE:

Sections 1 and 2 above are to be posted to the Component's Web site. Posting of these
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in
place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they contain information that
would reveal sensitive information or raise security concerns.
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