PRIVACY IMPACT ASSESSMENT (PIA)
For the

Warehouse Analytical Reporting System (WARS).
NAVAIR - Naval Air Warfare Center Aircraft Division

SECTION 1:_[S A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic coflection of
Information (referred to as an “electronic collection” for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. {Choose (3) for foreign nationals).

1 (1) Yes, from members of the general public.
(2) Yes, from Federal personnel* and/or Federal contractors.

1 (3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.
Ol @) No '

* "Federal personnel” are referred to in the DoD IT Portfollo Repository (DITPR) as "Federal employees.”

b. If "No,” ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If"Yes,"thenaPlAis requiréd. Proceed to Sectlon 2.
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CT :_PIA SUMMARY [NFORMATION

a. Why is this PIA being created or updated? Choose one:

[ New DoD information System [ New Electronic Collection

(x] Existing DoD Information System || Existing Electronic Collection

3 Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol
Router Network (SIPRNET) IT Registry?

B Yes, DITPR Enter DITPR System Identification Number  [4503

O Yes, SIPRNET Enter SIPRNET ldentification Number

|} No

¢. Does this DoD Information system have an IT investment Unique Project Identifier (UPI), required
by section 53 of Office of Management and Buciget (OMB) Circular A-11?

X Yes [ No

I "Yes,” enter UPI 007-17-01-03-02-2428-00

if unsure, consult the Component IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or alectronic collection require a Privacy Act System of .
Records Notice (SORN)?

A Privacy Act SORN Is required if the information system or electronic colisction contains information about U.S. citizens

or lawful permanent U.S. residents that is retrieved by name or other unique identifier. PIA and Privacy Act SORN
information should be consistent.

< Yes [0 No
if “Yes,” enter Privacy Act SORN [dentifier NMO5000-2

DoD Component-assigned designator, not the Fedaral Register number,
Consuit the Component Privacy Office for additional information or
access DoD Privacy Act SORNSs at:  http://mavw.defenselink.miliprivacy/notices/

or

Date of submission for approval to Defanse Privacy Office
Consult the Component Privacy Office for this date,
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Conitact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or forrnat.

[ Yes

Enter OMB Control Number A

Enter Expiration Date

< No

f. Authority to collect information. A Federal law, Executive Order of the Prasident (EQ), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) if this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or slectronic collection to collect, use, maintain
and/or disseminate Pll. (If multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute andfor EO that authorizes
the operation of the system and the collection of PIl.

(b) if a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited If the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of 2 system of records.

(¢) DoD Components can use their general statutory grants of authority (“internal

housekeeping”) as the primary authorify. The requirement, directive, or mstructlon implementing the
statute within the DoD Component should be identified.

5 U.S.C. Section 301 - Governmernt Organization and Employees Departmental regutations; 10 U.8.C.
5013, - Ammned Forces, Office of the Chief of Naval Operations: function; composition; 10 U.8.C. 5041 -
Armed Forces, Headquarters, Marine Corps: function; composition; 5 U.S.C. 7201 - Government
|Organization and Employees, Antidiscrimination poficy; 10 L.8.C. 136 - Amed Forces, Under Secretary
of Defense for Personnel and Readiness; Executive Order 9387 - Numbering System for Federal
Accounts Relating to Individual Persons; Executive Order9830 - Amending the Civil Service Rules and
Providing for Federai Personnel Administration; 28 CFR 1614.601 - EEO Group Statistics; EEQOC
rManagement Diractive 714 - Instructions for the Development and Submission of Federal Affirmative
Employment Multi-Year Program Plans, Annual Accomplishment Reports, and Annual Plan Updates.

Office of Personnel Management: OPM/GOVT-1 - 71 FR 35356 - General Perscnnel Records; OPM/
GOVT-2 - 65 FR 24732 - Employee Petformance File System Records; OPM/GOVT-3 - 65 FR 24732 -
Records of Adverse Actions, Performance Based Reduction in Grade and Rermaoval Actions, and
Termination of Probationers; OPM/GOVT-5 - 71 FR 35351 - Reciuiting, Examining, and Placement
Records; OPM/GOVT-6 - 71 FR 35354 - Personnel Research and Test Validation Records; OPM/
GOVT-7 - 71 FR 35356 - Applicant Race, Sex, National Origin and Disability Status Records; OPM/
GOVT-9 - 71 FR 35358 - File on Position Classification Appeals, Job Grading Appeals, and Retained
Grade or Pay Appeals, and Fair Labor Standard Act (FLSA) Claims and Complaints
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g. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guideiines for release of information to the public.

{1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

WARS does not collect any personal informatien directly from individuals. WARS provides restructuring,
integration and capturing of summary level management information from a multitude of diverse transactional
systems across functional business areas including the use of personnel data obtained from official source
jsystems. This system allows managers {o obtain data to develop corporate decisions and strategy based on
the current environment as well as historical trends. It allows the organization to exploit information already

captured and use the data for forecasting; trend analysis, dashboards and analytical reporting. WARS is
currently in a maintenance lifecycle phase.

Data is obtalned from official source systems including Navy ERP and the Defense Civilian Personnel Data
Systern (DCPDS). Individuals seeking access to their information coniainad in DCPDS, which they cannot
view through the DCPDS HR Self Service, should address written requests to: Civilian Personnel
rManagement Service, 1400 Key Boulevard, Suite B200, Arlington VA 22209-5144. The OSD rules for
accessihg records, for contesting contents and appealing initial agency determinations are contained in OSD
Administrative Instruction 81; 32 CFR part 311; or may be obtained from the system manager.

The types of personal information collected in this systém are awards, budget, travel, labor costing, grades,
personnel actions, on board information, minority information, retirement and demographic data and similar

types of data used for administrative and management of parsannel. This information is used only by federal
personnel.

P

{(2) Briefly describe the privacy risks associated with the Pll collected and how these risks are
addressed to safeguard privacy.

The perceived threats of the data stored and used are primarily computer hackers, disgruntled employees, state
sponsored information warfare, and acts of nature [e.g.. fire, flood, etc.). Al systems are at risk because they may be
vulnerable to unauthorized intrusion and hacking. There are risks that WARS, with its extensive collection-of Pll,
cotild be compromised. Because of this possibliity, appropriate security and access controls {isted in this PIA are in
place. Since WARS operates on the NMCI Network, there is a risk that security controls could be disabled for
maintenance and other purposes. The risk would be that the security controls would not be reset, All systems are
vulnerable to “insider threats”. WARS managers are vigilant to this threat by limiting system access to those
individuals who have a defined need to access the information. There are defined criteria to identify who should

have access to WARS. These individuals have gone through extensive training; extenslve background and
employment investigations,

h.. With whom will the Pl be shared through data exchange, both within your DoD Component and
outside your Component (e.9., other DoD Components, Federa! Agencies)? Indicate all that apply.

X Within the DoD Component.

Specify. Naval Air Systems Command (NAVAIR), NAVAIR Total Force Office, NAVAIR

Competency Management, NAVAIR Compfroller and Business Financial
Managers '

[T} Other DoD Components.

!L
Specify. [ - _ ‘_l _
[J Other Federal Agencies.
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Specify. | |
[} Stato and Local Agencies, '

Specify. r I
[] Contractor (Enter name and describe the language in the contract that safeguards Pil.)

Specify. | , , ) : J
{1 Other (e.g., commercial providers, colleges).

Specify. | ' ' \ |

i. Do individuals have the opportunity to object to the collection of their Pli?

7 Yes Xi No

(1) ¥ "Yes," describe method by which individuals can object to the collection of Pl

(2) if "No," state the reason why individuals cannot object.

WARS does not collect PIi directly from individuals. Individuals object to uses of their Pll data when data is
collected for the official source system.

j. Do individuals have the opportunity to consent to the specific uses of their Pil?

i1 Yes B Ne

(1) If "Yes,” describe the method by which individuals can give or withhold their consent.
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(2) if "No," state the reason why individuals cannot give or withhold their consent,

Consent is obtained at the official source systems. Individuals consent to uses of their PlI data when data is
collected for the official source system,

k. What information Is provided to an individual when asked to provide Pll data? Indicate all that

apply. _
[C} Privacy Act Statement | Privacy Advisory
O Cther 53 None
Describe |WARS does not collect Pll from individuals. Data in WARS is obtained from‘ official source systems.
::gil:cable
format.
NOTE:

Sections 1 and 2 above are to be posted to the Component's Web site. Posting of these

Sections indicates that the PIA has been reviewed t6 ensure that appropriate safeguards are in
place to protect privacy.

A Component may restrict the publication of Sectlons 1 and/or 2 if they contaln information that
would reveal sensitive information or raise securlty concerns.
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