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INTRODUCTION 

Privacy Impact Aa .... ment (PIAa) are conducted on IT systems (including In development, 
purchased, operational, and significantly modified), electronic collections, and IT projects in 
order to: 

(1) Ensure personally Identifiable information (PU) handling confonns to applicable legal, 
regulatory, and policy requirements regarding privacy; 

(2) Determine the need, privacy risks, and effects of collecting, maintaining, using, and 
disseminating PII in electronic form; and 

(3) Examine and evaluate protections and alternative processes to mitigate potential 
privacy risks. 

In addition to the OMS requirement of performing PIAs for PII about members of the public 
(Reference (b», the Department of Defense requires that PIAs be performed when PII about 
Federal personnel, DoD contractors and, in some cases, foreign nationals (e.g., foreign 
nationals employed at U.S. military facilities internationally) Is collected, maintained, used, or 
disseminated In electronic form. 

IMPORTANT: ALL fields .re required unl ... otherwl .. stilted. For acldltlolflll aNlstllnce 
see your PriwJcy OffIcer. 

PIAs consist of four sections: 

SectIon 1: Is a PIA Required? 

SectIon 2: PIA Summary Information 

Section 3: PIA Questionnaire 

Section 4: Review and Approval Signatures 

PUBUSHING: 

a. Each DoD Component will maintain a central repository of its PIAs on the Componenfs 
public Web site until PII is no longer maintained in the system or the system Is not In operation. 

b. If the PIA document or BLmm&ry contains information that would raise securtty concerns, 
reveal dassified information O.e., national security) or sensitive information (e.g., potentially 
damaging to a national interest, law enforcement effort, or competitive business interest). the 
DoD Component can restrict the publication of the assessment. Such information shall be 
protected and handled consistent with section 552 of Reference (g). 

SUBMISSION: 

DoD Components will submit an electronic copy of each approved PIA to the DoD CIO at 
pla@osd.mil. The DoD CIO PIA Web SIte will be the central link to the Component PIA Web 
sites. 
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SECTION 1: IS A PIA REQUIRED? 

8. Will this IT 8YStem, electronic collection, or IT project collect, maintain, use, and/or 
disseminate Pli about members of the public, Federal employees (personnel), DoD 
contractors and, in 8Om8 cuea, fontIgn nationals? Choose one option from the choices 
below. (Chooae (3) for foreign nationals. 

o (1) Yes, from members of the general public. 

~ (2) Yes, from Federal employees and/or Federal contractors. 

D (3) Yes, from both members of the general public, Federal employees andIor Federal contractors. 

D (4) No. 

b. If "No," .ns ... the authoritative databa.e that updates DoD IT Portfolio Repository 
(DlTPR) Ie annotated for the reasons why 8 PIA Is not required. If the IT system, 
electronic collection, or IT project Is not In the DlTPR. ensur. that the reasons are 
recorded In appropriate documentation. 

c. If "Yes," then a PIA Is required. Proceed to Section 2. 

SECTION 2: PIA SUMMARY INFORMAnON 

8. Name of IT system, electronic collection, or IT project. Electronic Military Personnel 
Records System (EMPRS) 

b. Why is this PIA being created. Choo&e one: 

o New IT System 

D New Electronic Collection 

o New IT Project 

~ Existing IT System 

o ExIsting Bectronlc Collection 

o Existing IT Project 

D Significantly Modified IT System 

D Significantly Modified Electronic Collection 

o Significantly Modified IT Project 

o Other 
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c. DoD Component cmo.. one: 

OAFIS DOff DOTRMe OUSAFRICOM 

o ARMY ODHRA DORSA DUSCENTCOM 

o ASD(HA) OOIA DGC DUSD(AT&L) 

.DASO(HR) DOISA DJADB o USD(C) 

DASO(ISA) DDLA o JOINT STAFF o USO(I) 

o ASO(ISP} DoLSA OMOA o USO(P} 

o ASO(LA) ODMA l8J NAVY o USO(P&R} 

o ASD(NII) DOMDC o NCBDP DUSEUCOM 

o AS 0 (PA) DONA ONDU DUSJFCOM 

DASD(RA} DOOOEA DNG o USMC 

.D ASO(SOIUC) OOOOFP o NORAO DUSNATO 

.DBTA DOOOIF ONRO o USNORTHCOM 

DCIFA DOOT&E OOEA DUSPACOM 

DDA&M DOPA&E DOSO(CIO) DUSSOCOM 

o DARPA DOPMO OPFPA o USSOUTHCOM 

..DOCAA DOSCA DSECOEF o USSTRATCOM 

DocMA Doss DSEcNAv o USTAANSCOM 

DOECA DOTIC DTMA DWHS 

DDFAS DOTRA o USAF DOTHER 

d. DITPR System ldenttflcatlon Numbar(s), as applicable. 0109 

8. Budget System Identification Number (Select and Native Pragranvnlng Data Input System 
-Information Technology (SNAP-IT) Initiative Number), as applicable. 

0737 

f. IT Invealment Unique Project identifier, as requintd byaection 53 of olla Circular A--11, 88 

applicable. 007-17-01·20-01-0737-00-201-067 

g. Don the IT system, electronic collection, or IT ~ require. PrIvacy Act SORN 
identifier? 

~ Yes 

o No 
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(1) If "Yea," enter the PrIvacy Act SOAN Identifier (thla lathe DoD Component-aaaigned 
deelgnator and not the Federal Register number). N0107o-3 

(2) If the Privacy Act SORN Is not yet published, when will It be pubUahed? 

Enter date or "unknown": NlA 

h. OMB Control Number, as applicable. NlA 

I. OMB Control Number expiration date, as applicable. NlA 

J. Authority to collect Information. A Federal law. Executive Order of the P ........ t (EO), or 
requirement muat authorize 1he collection and rnalnlltn8nce of a 8yMem of records. 

(1) If this system has a Privacy Act SORN, the authorities In this PIA and the existing 
Privacy Act SORN should be the same. If new authorities are identified In this PIA, the Privacy 
Act SOAN must be altered. 

(2) Describe the authority for this IT system, electronic collection, or IT project to collect, 
use, maintain andfor disseminate PII. (If mUltiple authorities are cited, describe each.) 

(a) Whenever possible cite the specific provisions of the statue andIor Executive Order 
(EO) that authorizes the operation of the system and the collection of PII. 

(b) If a specific statute and/or EO does not exist. determine if an indfrect statutory 
authority can be cited. An indirect authority may be cited If the authority requires the operation 
or administration of a program, the execution of which will require the collection and 
maintenance of a system of records. 

(c) DoD Components can use their general statutory grants of authority statute 
("Intemal housekeeping") as the primary authority. The requirement, directive or instruction 
Implementing the statue within the DoD Component should be identified. 

The Information contained within EMPRS /s protected by the Privacy Act of 1974, which 
provides for limiting the disclosure of personal information: requires accurate, timely, relevant. 
and complete records; and requires safeguards that ensure the confidentiality and security of 
records. 

10 U.S.C. 5013, Secretary of the Navy; 42 U.S.C. 10606 as implemented by DoD Instruction 
1030.1, Victim and Witness Assistance Procedures; and E.O. 9397 (SSN). 

BUPERS Instruction 5239.1 B. Bureau of Naval Personnel (BUPERS) Information Systems 
Security (INFOSEC) Program, AprilS, 2001 

CJCSI 6510.01, Chainnan of the Joint Chiefs of Staff Instruction, Defense in Depth: Information 
Assurance (IA) and Computer Network Defense (CND), March 18, 2005 

DoDI 8510.01, Department of Defense, Infonnation Assurance Certification and Accreditation 
Process (DIACAP) Instruction, 28 NOV 2007 
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DoN IA Publication 5239-13 Volume I, Introduction to Certification and Accreditation, December 
2000 

DoN IA Publication 5239-13 Volume II, Site, Installed Program of Record, and Locally Acquired 
Systems, December 2000 

DoN IA Publication 5239-13 Volume III, Program of RecordlDeployable Information Systems, 
October 2003 

BUPERSINST 5211.6, Bureau of Naval Personnel Instruction. Compliance with the Privacy Act 
and Protection of Personally Identifiable Information (PII), 14 AprIl 2008 

k. How will the information be coUected? (Indicate all that apply.) 

181 Paper Form 181 Face-ta-Face Contact 0 Telephone Interview D Fax 

DE-mail o Web site 181 Information Sharing from System to System 

o Other 

If "Other", provide explanation: 

I. Summary of IT aystem, electronic collection, or IT project. 

(1) What ia the purpose and general activity of this IT system, electronic collection, or IT 
prolect? 

EMPRS maintains the single authoritative, official personnel record Images for Navy mfBtary 
members. Doctmems are received either via regular mail or electroniCaRy for Input Into the system. 
These digital images are provided to authorized users to support Casually Management, 
MobIlization, career Management, Distribution, and other personnel and manpower management 
functions. EMPAS will allow on-line. authenticated access capability via the SUPERS OnUne (SOL) 
IT system. 

(2) For new IT systems (including in development or purchued) describe the reasons for 
the tlnallT design choice or business process. 

NlA 
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