
 
 

 

 

 

 
 

 

BoB just figured out 
that it’s not just the 
value of the laptop 
he should Be worried 
aBout -- it’s the privacy 
data that may Be 
used to commit 
identity fraud. 

Safeguard PII 
and SenSItIve data 
•	 encrypt data with dOn 

approved data-at-rest solution. 
•	 never store PII on 

personal laptops. 
•	 always use up-to-date 

antivirus software. 
•	 update software patches. 
•	 utilize the “time-out” feature. 
•	 See dOn CIO message dtg: 

221633Z aug 10 for hard 
drive disposal guidance. 

Prevent theft and/Or 
LOSS Of YOur LaPtOP 
•	 never leave it unattended. 
•	 Keep it in a government 

controlled space or 
secured under lock and 
key when not in use. 
•	 a locked car is not secure! 

always take it with you. 
•	 Checked airline baggage is not 

secure! take it as your carry-on. 
•	 Immediately report the loss, or 

suspected loss, of your laptop 
to your chain of command. for more information consult your local 

Information assurance Manager or Privacy 
Official and visit www.doncio.navy.mil or 
https://hqmc.usmc.mil 

http:https://hqmc.usmc.mil
http:www.doncio.navy.mil

