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,NTRooucnON 

PrIvacy Impact ~ (PlAIa) are conducted on IT systems (Including In development, 
purchased. operatianal, and signiftcantJy modlliad), eJectrontc collections, and rr projects In 
order to; 

(1) Ensure personally IdentIftabIe information (PII) handing conforms to appIicablelegeJ, 
regulatory, and policy requirements regarding privacy; 

(2) De1ennine the need. privacy risks. and effects of collecting, maintaining, using, and 
disseminating PII in electronic form: and 

(3) Examine and 8Y8Iuate protections and altemalive processes to millga18 potential 
privacy risks. 

In addition to the OMS requirement of perfonning PIAs for Pli about: members of the public 
(Reference (b). the Deparbnent of Oefenaa requires that PIAs be perfonned when PU about 
Federal penIDI1ne1, DoD contractorB and, in some cases. foreign nationals (e.g., foreign 
nationals employed at U.S. military facilities Internationally) Is collected, maintained, used, or 
disseminated In electronic form. 

IllP011TANT: ALL fields ",.ntquIted unIeN othenNI_",.,.". For IJfIdIfIonltI ~ 
He your PrIwIt;y 0IIIcer. 

PIAs consist of four sections: 

SectIon 1: ...PIA RequIted? 

SectIon 2: PIA Summary Information 

SectIon 3: PIA QuestIonnaire 

SectIon 4: RevIew and Approval SIgnatures 

PUBUSHING: 

8. Each DoD Component will maintain a central repository of its PIAs on the Components 
public Web site until Pli is no longer malnlalned In the system or the system Is not In operation. 

b. If the PIA document or ...-nmary contains information that would raise security concerns. 
reveal classified information (i.e., national security) or sensitive information (e.g., potentially 
damaging to a national inteI'est law enforcement effort, or competitive busin888 interest), the 
DoD Component can restrict the publication of the assessment Such Information shall be 
protected and handled consistent with section 552 of Reference (g). 

SUBMISSION: 

DoD Components will submit an electronic coPY of each approved PIA to the DoD CIO at 
plaOoed.mll. The DoD CIO PIA Web SHe wlH be the central link 10 the Component PIA Web 
sites. 
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SECDON 1: IS A PIA REQUIRED? 

e. WIII,,1s rr .,..... electronic collection, or rr proJaDI col"" maintain, usa, andfor 
dIatNNI*Iate Pli about ......... of...public, Federal.......,... (penIonneI). DaD 
COItblletOla and, In...CUM, foreign natfonIIIa? ~ one option from Ihe choices 
below. (Choo8e (3) for foreign nationals. 

0(1) Yes. from members of1he general public. 

rgJ (2) Yes, from Federal employees and/or Federal cOllbactors. 

o (3) Yes. from both members of the general pWlic. Federal employee8 and/or Federal contraotiOnll. 

0(4) No. 

b. If "No." ....... the authorIbdIve d...... 1hat updates DoD rr PortfoDo Repoeltory 
(0I1PR) Is annobdIId far the .......why. PIA Ie not nquiNd. If the IT ayetem. 
el, cbonlc collection, 01 IT project Ie not In the DITPR, ....... that the reuone.. 
recorded In approprIaIa documentation. 

c. If "y..." then • PIA Ie raquJred. Procreed to SectIon 2. 

SECDQN 2: PIA suMMARY INFORMAnON 

8. Name of rr ayetam, I'e,bonle coIIecI:Ion. 01 rr prujec:t. EleCtronic Miltrary Personnel 
Records System (EMPRS) 

b. Why Is this PIA being creatad. Chooee one: 

o New IT System 

o New electronic Colteclion 

o New IT project 

~ Existing IT System 

o ExIstIng EJactronIc Collection 

o ExIsting IT project 

o Significantly Mocified IT System 

o Significantly Mocified Bectronic Collection 

o Significantly Modified IT Project 

o OIher 
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c. DoD Component. a.oo.. one: 

DAFJS DOff DOTRMO nUSAFRICOM 

o ARMY DOHRA DORSA DUSCENTCOM 
DASD(HA) DOIA Doo Ouso(AT&l) 

OASO(HR} DOISA DrACB OUSO(C) 

DASO(lSA) DOLA _0 JOINT STAFF DUSOQ) 

DASO(lSP) ! OOlSA DUDA DUSOlPj 

DASD(LA} nOMA f8JNAVY DUSO(P4R} 

o ASOlNIl) OOMOC DNC80P DUSEUCOM 

DASo(PAl DONA DNDU ! DUSJFCOM 

DASDfRA) DDOOEA DNG iDUSMC 

n ASOlSOlUCl DoooFP o NORAO OUSNATO 
~",--.-

DSTA OOOOIF ONRO • 0 USNORTHCOM 
DCfFA DOEA OUSPACOM 

DONcM DDPA&E DOSDfClO) DUSSOCOM 

DOARPA OOPMO DpFPA n USSOUTHCOU 

.ODCAA OOSCA DSECDEF o USSTRATCOM 

DOCMA DosS DSECNA.v o USTRANSOOM 

DOECA DoriC OTMA OWHS 

ODFAS DDTRA o USAF DOTHER 

d. DITPR SyeIem IdentIfk:aIIon Numbar(a), ..applicable. 0109 

.. 8udget SyaIIIm ldanllftcatlon Number (Setect ...ct N...... Programming Data Input SysIem 
-~ Technologr (SNAP-IT) InftIaIiw Number). _ applicable. 

f1131 

f. IT Im••bl.m u.nIque Project ldeiltlller, .. raquhd by eectlon 63 of 0118 Clrcu .... A-11, .. 
applicable. 007-17-01-2Q.01-0737..QO..201-0Ei7 

8. no. the IT aystIHn, electronic collection. or rr proJect raqu..... Prtvacy Act SORN 
identifier? 

~ Yes 

ONo 
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(1) It ..V..." ........ PrIvacy Act SOAN ldeilliller(thle Ie the DoD ~ 
deelgnaIor and not the FedenII Reg...... num...). N01070-3 

(2) If the Privacy Act SOAN Is not yet pubIiahed, when will It be publi8hed? 

Enter date or "unknown-: NlA 

h. OIIB Control Number, ..appIIabIe. NlA 

I. OMB Control Number expiration .....,.. applicable. NlA 

J. AuthorIty to coIlecllnfonnaIIon. A Fecferallaw. Enculive Order 01..Pr..1dent (EO), or 
requirement ft'IIUIt authD1'lze the collection and melnlllMnce of • .,....., 01 records. 

(1) Hthis system has a PriVacy Act SOAN. the authorittealn this PIA and tha existing 
Privacy Act SOAN shoUld be the same. If new aUlh0ritie8 818ldentifl8d In this PIA., the PrIvacy 
Act SOAN must be altered. 

(2) Dascrlbe the authority for this rr system. electronic coIecdon, or rr project to collect, 
use, majn1Bin and/or disseminate PII. (If multJple aulhorilies are cited. describe each.) 

(8) Whenever possible cite the specific provisions of the statue anelIor Executive Order 
(EO) that authorizes the operation of the system and the collection of PII. 

(b) H8 specific statute and/or EO does not exJst. determine if an indirect statutory 
authority can be cHad. An indirect authority may be cited If the authority requires the operation 
or administration of a program, the execution of which wiD require the collection and 
maintenance of 8 system of racords. 

(c) DoD Compol1enfS can use their genaraJ statutory grants of authority statute 
("intemal housekeeping, as the primary authority. The requlranent. direcUve or instruction 
Implementing tM status within the DoD Component should be identified. 

The information contained within EMPRS'8 protected by the Privacy Ad of 1974. wtdc:h 
provides for limiting the disclosure of personal information; requires accurate. timely, relevant. 
and complete recon:ts; and requires safeguards that enaure the confidentiality and security of 
records. 

10 U.S.C. 5013, Secretary of the Navy; 42 U.S.C. 10606 as implemented by DoD Instruction 
1030.1, VIctim and Witness Assistance Pmceduras; and E.O. 9397 (SSN). 

BUPERS Instruction 5239.1 B, Bureau of Naval Personnel (SUPERS) Infonnation Systems 
Security (INFOSEC) Program, April 5. 2001 

CJCSI 6510.01, Chainnan d the Joint ChIefs of Staff Instruction, Defense in Depth: Information 
Assurance (IA) and Computer Network Defense (eND). March 18.2005 

DoDI 6510.01, Department c:I Detense, Information Assurance Certtficatlon and AcaadItatIon 
Process (DJACAP) Instruction, 28 NOV 2007 
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2000 
DoN fA Publication 5239-13 Volume I. Introduction to Cardficallon and Accreditation, Oscembsr 

DoN IA Publication 5239-13 Volume II, Sits. Installed Program fA Record, and Locally Acquired 
Systems. Dscsmber 2000 

DoN IA Publication 5239-13 Volume III. Program of RecordlDeployabie InformaUon Systems, 
October 2003 

BUPEASINST 5211.8, Bureau of Naval Personnel Instruction. Compliance with the Prfvacy Ad. 
and Protscllon of Personally Identifiable Information (PlI), 14 April 2008 

k. How will .... tnfonnatIon be coOect.ed1 (lndtctd8 ... that IIPPIJ.) 

181 Paper Form fgJ Face-to-Face Contact 0 Telephone Interview 0 Fax 

o E·mail 0 Web site ~ Information Sharing from System to System 

o Other 

If "Other"'. provide explanation: 

I. SUmmery or IT ........ electlontc collection. or IT project. 


(1) What ia..purpoae and ....... activity of this IT ~ elecbonlc coIlecIIan, or IT 
project? 

EMPRS maintains 1he single au1horitative, officIaJ per.gonnel record Images for Navy mlltlary 
members. Doct.menIs are racalwad either via regular mail or etecbonlcaly for Input InIo the sy&Iem. 
These digital Images are provided to authorized use.. to support CaII.1y MarIagern«et, 
MobIlization, Ciwer Management. OISiribullon. and other personnel and manpower management 
functions. EMPRS wit aJJow on-line. authenticated access capability via the BUPERS OnUne (BOL) 
ITsystam. 

(2) For new rr.... (Including In development or puI"CM8ed) dascrtbe the I'8UOI'IS for 
the final rr design choice or buaI.... procee&. 

NlA 
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§ECDON 3: PIA QUSSTlOfWAlB,g 

.. For..quadone In eubpllragFllPha 4.8.(1) through 4.&(4), indlcMt whit PI 'a .. 

......rat 810ne or In combination tt.t can uniquely IdMtIfy 8n indlvldu.t) ... bit coIleaIed and 
dIIIIcrtbe the source. purpotIe, and Intended u..of the PI. 

(t) What Pllwlil bit collected? Indicate all that apply. 

Number 

rtONumber 

Numbem 

Grade· 

• Military Rank and Civilian Grade are typically lr8ated as -For OffIcial Use OnIy.w As such, 
release of either to a member of the public must be ooon:llnated through Component 
Freedom of Information OffIce. 

If 1I()ther", spadfy: 

(2) What ... natura ar source for each Pli coIIIIcted ( ..... individual, _lilting DoD IT 
system, ott.. FedawI dBIab•••, COJIU'II8I'CIal .,....)? 

De$cribe: lndividualsl8erv1c8 members and rodsiting Navy rr Corporate Syatems (Naval 
Personnel Evaluation System (NPES). Naval Personnel Database (NPDB), Navy Enlisted 
Personnel System (NES), Officer Personnallnforma1Jon System (OPINS). Inactive Manpower 
and Personnel Management Information System (IMAPMIS) 

(3) Why are you collecting ..PII_1ICted (e.g., V'8IiIbdIon, identification, 
autbenIicaIion. data IMb:hlng)? 

Describe: Verlflcattan. Identification, authentication and data matching to enable record 
management capabirities assodatad with building the 0IfIcIaJ MOtaI)' Personnel Ala (OMPF). 
EMPRS is a primary input point for forma and data utilized to build the OMPF and 10 facilitate 
the promotionfaelection prooess for career progresslon. 
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(4) What lathe Intended .... oftha PO collected (e.g., ......1on-reIII8d ...., IIdmln""""" 
uaa)? 

Describe: To assist officials and employees d the Navy In the managernent. supervision and 
actnlnlstratJon d Navy personnel (officer and enlisted) and the operatIona of related personnel 
affairs and functions. EMPRS Pills a crucial element In the development and mainI8nance of the 
OMPF and is especially vIIaI durtng all aspects of Ihe promotion/selection process. AddtionaIIy, 
other government and law enforcement agencies uee this data to vaHda18 ~ hi8lory. 
security background information, next of kin, etc. Active and former sarvtce manberB can raquest 
copies of OMPF recon:f& via paper and etectronic media (EncrypIad CD-ROM). 

b. With whom will the PI be 1IhIIred. boIh within ..... DoD ComponIInt ..d oubIkIe It. 
Component (e.g., other DoD Compananta, Federal agencies)? indicate all lIMIt appJr. 

181 Within the DoD Component. SpecIfy: IndMdualslsetvice members, Command 
representatives. NClS and Selection Boards 

181 Other DoD Components. Specify. DCIS, 10. Defense Personnel Record Infonnatlon 
System {OPRIS} 

181 Other Federal Agencies. Specify: VA. DHS. DOL. FBI, CIA and other law enforeement 
agencies 

~ State and lDcaI Agencies. Specify: law enforcement agencies 

o Contractor. Specify (State conttador's name and. describe the language in the oontract that 
safeguards PII.): 

o Other (e.g•• commercIaJ provider, colleges). Specify: 

c. Do indivlduala have the opporkmlty to obJect to the coflecllon of Pli about 
themeeIvea? 

~ Yes 

ONo 

(1) H-Ves.· describe the method by which Individuals can obiect to the collection of Pit 

SecretaJy of the Navy (SECNAV) Instruction 5211.5; 32 CFR part 701 

(2) H "No,· state the reason why individuals cannot object. 

d. Do Individuals have the opportunity to COI'IMnt to the apecIfIo u.. of their PlI? 

181 Yes 

o No 
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(1) H 'Yes,- desaibe the method by which individuals can give or withhold their consent 

SecretaJy of the Navy (SECNAV) Instruction 5211.5; 32 CFR part 701 

(2) H"No,- state the reasan why Individuals cannot give or withhold their consent. 

e. Does trpIem create or derive new Pllabout Individuals through ... aggregation? 

DYes 

l8lNo 

H'Yes,- explain what risks are Introduced by IhIa data aggregation and how this risk is 
mitigated. 

f. What Information Is provided to an iftClivldual? (lndIcIIte aI' that apply.) 

181 Privacy Act Statement 181 Privacy AdvIsory 0 Other 0 None 

DescrIbe each applicable format. 

Required FOUO and Privacy .Act disclaJmera are dsplayed lhroughout the site. The DoD 
required Privacy and Monitoring Advisory is available on login. 

g. Who will have or ... acceea to Pli 01\ the.,.....? (Indicate ...... ..,cy.) 

1'&1 Users 181 Developers 

o Other, specify: 

h. Haw wmlhe Pit be secured? 

(1) Phyalcal Controls. (lndIcata al that appIv) 

181 Security Guards, 181 Cipher Locks 181 JdentiflCBlion Badges 

o Biometrics 0 Key cards I&1CIosed Circuit Television 

181 Common.Access Cards 0 Other, describe: 

(2) Technical Control&. (lndlcate.n that apply) 

181 User Identiflcatjon 0 Biometrics 181 Instruction Detection System 

181 ArewaJl 181 Password 181 Virtual Prtvate Network 

181 Encryption 1'&1 DoD Public Key Infrastructure Certtflcates 
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o External Cettiflcate Authority Certificate 

o Other, describe: 

(3) AdmInIatndive Controls. (Indicate all that apply) 

181 Perform Periodic Security Audits 

Frequency: Monthly 

I8J Regular Monitoring of Uaere' Security Practices 

181 Limited Access of Users to equipment and Information 

o Encryption of Backups When They ContaIn Sen8I1ive Data 

o Keep Extra Backups Off-8ite in a locked Fireproof Location 

I8J Methods in Place to Ensure Only AuIhoIIzed Personnel Have Accaaa to PI! 

o OIher, describe: 

(4) Additional Controla. Describe any additional controls not listed above, or comment on 
any of the responses above indicating how PII wil be secured. 

The Nationa~ DoD, and Service security reqUremants are derived from the foUowing National. 
Department of Defense (DoD). and Service specific directives and Inslructions and are 
applicable to EMPRS. 
a. Executive Order 12958 
b. Public Law 100-235 
C. OMB Circular A-130 
d. DoDO 8500.1 
e. 0001 8500. 
f. OPNAVlNST5239.1B 
g. SECNAVINST 5239.3A 
h. SECNAV Instruction 5510.30A 
i. SECNAV Instruction 5510.36 
j. SUPERS Instruction 5239.1 B 
Ie. Navy-Marlne Corps Unclassified Trusted Netwolk Protection (UTNProIaCl) Policy 

Customary Personnel and Technical Security Controls mandated tor aI Department of 1ha Navy 
systems (I.e.• IdentIftcation and Aulhentlcalion. Audit, FIle AcceIa Control, etc.) have been 
incorporated at the operating system level and evaluated in the EMPRS System Security 
Authorization Agreement (SSM). 
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L H .. your rr .,..... undergone-a carUftcation and 8CC1'11d1tatlon procea? 

~Yes 

o No 

o Not Required 

(1) If -Ves,- what Is the current status? 

181 Authorization to Operate 

o Interim Authorization to Operate 

o Interim Authorization to Test 

o Denial of Authorization to Operate 

o None-Not Yet Acaedted 

(2) On what date was the current certification and accreditation status granted? 09 Jul 2008 

I- Con8IcIerii1g the ..information life cycle" (I.... coIlecIIon,lIM, .....dIon. procell.g,
dllleloevre. and dnIrucIIon). ........nd deacrlbe how llllfallMIJon h8ndIIng pnIIDIIcea at 
each ..... may IIIfeGIlndlvldu8' privacy. 

PI( data from Ind~1s and ut.wnaI COiPOIate rr ..,.aemaenables verification, 
auIhentIcIII:Io IdenIIfIc:don and... matching nace • ..,for NCOI'Cf8 man............ and 
Kel•• control. OII'IcIallnfonnatlon ....Ived for JncIuaIon In the _PAS record Ia ecenned 
(digllllMl) Into the core NCaI'd and the original paper docurnanta..1IIII1KIded Once in the 
.,....... accee. ia Ilmlled 10 Individuals and ~with documenllld nl'd-ID-fcnow..d 
~ auIhanIk:don. DlgIII28d docwnanIa wHl be retained per Fedllr811aw for 80 
,..... (minimuln). For the Saleetlon 80erd Praceaa (a cI~ .......1syateJn with 
high" I'88bfc:Iad accaea). PlI ..... captured fram corpond8 mainframe.,... through • 
aecu.. aerver-tcHIeI'V connaction, via the TEC1lA SecuN Fila Tranafer Protocol. Upon 
VIIIIdaIad ""I...... authoIlzed .....,..,... will be provided copIM 0I1ndIvlduaI recorda via .. 
eftcrvpl8d CD-Rom coupled with ....-onI MCUtiIy meIhocI. 

k. Jdantify the privacy .... b to the individual ••aocleted with data collection and data flow. 

a) Intrualan Into EIIPRS by unllUlhorlad peraorii18I; mlUgatad ttuauah the u..of PKI. 
FlrewaU, rwtrIcted accasa 10 fir.. baaed on UMr pennlaalone. 

b) Copy of OMPF CD-ROM failing Into unautflort.Dc:l pereon'. poe••••Ion; millgadad through 
the uee of. AES 128 bft encryption 01...CD-ROM fi.... coupIad with paaword activation 
method. 
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I. Deacribe the apprvprIIde .......... tD mitigate the identified privacy rlab. 

Mlllgallon dlllcu •••d In pr8VIoua plll'llgraph K. 
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