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SUBJECT: Protection of Sensitive Department of Defense (DoD) Data at Rest 
On Portable Computing Devices 

The proliferation of portable computing devices across the DoD requires a fresh 
look at current policies governing the protection of sensitive data at rest. Recent 
advances in computing technology have resulted in greatly increased computing power 
and storage capacity for portable computing devices. These advances have enhanced 
both effectiveness and efficiency by allowing DoD personnel to perform their duties at 
home or while on official travel, but they are not without costs. Along with the increased 
computing capability and portability there are also more and greater threats to the 
unclassified sensitive DoD information that is likely to be resident on the hard drives of 
the devices. Portable computing devices are much more likely to be lost, stolen, or 
exploited while unattended than are those that permanently remain in office spaces. 

This memorandum provides suggestions on technical means to protect unclassified 
sensitive information on portable computing devices used within DoD. The measures are 
in addition to the normal physical security required for such devices so that, if they fall 
into the wrong hands for any reason, access to the sensitive DoD information they 






