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EXECUTIVE SUMMARY 


Information technology (IT) has significantly improved the Department of the Navy's (DON) 
operational efficiency, but the challenge of providing naval forces with secure methods of 
communication and information continues to grow. The Navy and the Marine Corps must be 
able to defend against increased threats fiom more sophisticated network intruders and cyber 
terrorists. The E-Government Act of 2002 addresses information assurance (IA) with its 
inclusive Federal Information Security Management Act (FISMA). FISMA is only a tool in a 
framework to gain and sustain information security while affording operational effectiveness. 
The purpose of this document is to provide guidance to DON commands as we all continue to 
improve the DON'S IA posture as well as implement effective information security through 
FISMA compliance. The overall goal is to be proactive rather than reactive toward information 
and information system security. 

This guidance document outlines four goals that the DON Chief Information Officer (CIO) uses 
to measure the degree to which the Department achieves its information security requirements. 
The DON FISMA Guidance applies a methodology that assesses current progress, establishes 
objectives, identifies required actions, and formulates performance metrics, to evaluate progress 
made toward each goal's objectives. 

Maintain information assurance and submit annual FISMA Report. Ensure 
compliance with Federal, Department of Defense @OD), aud DON 
policies and procedures. Ensure risk is analyzed and managed by using 
Certification and Accreditation ( C U )  processes for systems and 
networks. Maiatnrin current C&A status in the DoD Information 
Technology Portfolio RegisQ - DON (DITPR-DON) for systems, and in 
the DISA Connection Approval Process (CAP) database for networks. 
Achievc 100% C&A rate within the W N  for full or interim accreditation. 
and nt least 90% full accreditation. 

Ensure efffective pmdures  are in place for preventing, mitigating, and 
reporting security threats and incidents. 

Ensure adequate LA awareness and training for the DON personnel and 
provide appropriate training to individuals with established IA roles. 

Ensure that IA plays a prominent role in the capital planning cycle and that 
newly acquired products and systems meet the DON guidance. 
Acquisition ptanning contains IA as a keystone to success. 

In achieving these goals, a system of metrics to provide a measure of success has been developed 
and will be enhanced as opportunities and experience dictate. These quantifiable IA metrics are 
based on IT security performance goals and objectives, feasible to measure, repeatable, useful for 
tracking performance and directing resources, and able to identifl relevant performance trends 
over time. Metrics analysis is used to apply lessons learned, improve the effectiveness of 
existing security controls, and plan future cmtrols to meet new security requirements as they 
occur. An initial set of metrics is included within this document. The process will take time to 



evolve before becoming fully mature. Results produced by the initial metria processwill opcn 
the door to further improvements in metrics identification and collection. 

The DON FISMA Annual Report, submitted to the DoD CIO, provides a summary of the state of 
information assurance to the DON leadership and the Office of the Secretary of Defense (OSD). 
From each of the defense agencies' reports, the DoD CIO submits a composite DoD FISMA 
Report to the Ofice of Management and Budget (OMB) and to Congress. The FISMA report 
contains three major sections: Information Assurance, Privacy, and the DoD Inspector General 
assessment. The report summarizes information security parameters, taken fiom the DITPR- 
DON and from the reports submitted by the defense agencies, including the Military 
Departments (MILDEPs). Besides being a major report on the state of information assurance 
and privacy within the agency or MILDEP, Congress and OMB may make major funding 
decisions based on the results. The ability to spend funds on programs may very well be 
dependent upon achieving full accreditation of program systems. 

Hence the importance of adherence to FISMA requirements and of the FISMA Report cannot be 
overemphasized. 
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Date Initiated: October 1,  2006 POC Name: John Smith OMB Project ID:* 
Date Last Updated: January 10, 2007 
Component Name: DON POC Phone: 703-555-5555 009-222334-55874 
System/Project Name: DON Network POC w.t.door@navy.mil Security Costs: $62500 

 E-mail: 
DoD IT Registration No.: 

Weakness CAT Security POC Resources Complete Milestones with Milestone Source Identifying Status Comments 
Control Required By Completion Dates Changes Weakness 

An account management process I** IAAC-1 IAO $50,000 5/30/2005 Develop an account Implementing and 8500.2 Controls Test Ongoing Funding will be 
has not been implemented to ensure Impact High Management Process ­ Testing the account Conducted 5/15/2005 available in 
that only authorized users can gain 1/15/2005; Management management FY 2006 
access to the DoD network and that Review of account process delayed till 
individual accounts designated as management process 10/15/2005 due to 
inactive, suspended, or terminated 3/15/2005;        inadequate funding. 
are promptly deactivated. Implement/Test account 

management process 
4/15/2005        

Security plan is out of date, more II DCSD-1 IAO $5,000 11/30/2005 Update plan and obtain 8500.2 Controls Test Ongoing 
than one year since last update Impact High independent review Conducted 5/15/2005 
despite new interconnections 11/30/2005 

Lack of accurate system hardware II DCHW­ IAO $0 8/31/2005 Establish baseline inventory Security Test and Completed 
and software baseline hampers 1/DCSW-1 of the hardware and software Evaluation - 10/30/2005 
implementation of Configuration 
Management processes. 

Impact High and utilize revision control 
system –6/15/2005. 

4/15/2005 

Implement a software 
revision control program. – 
8/31/2005. 

Encryption is not certified FIPS III DCNR-1 IAO $5,000 10/21/2005 Upgrade encryption software IG Audit  3/21/2005 Ongoing May slip due to 
140-2 compliant. Impact to FIPS 140-2 certified delay in 

Medium version  10/21/2005 funding 

Audit application does not record 
certain actions. 

II ECAR-2 
Impact 

Medium 

IAO $2,500  9/30/2005 (1) Prohibit simultaneous log­
on of SAs and ISSOs, (2) 
Ensure physical logs are 
maintained, 6/15/2005(3) 
Provide instructions for 

8500.2 Controls Test 
Conducted 5/15/2006 

Completed 

configuring additional 
required audits, 7/15/2005and 
(4) Require periodic review 
of the local authorized users 
list to ensure its accuracy and 
currency.9/15/2005 

Table 2 
System Level POA&M 

*Cite unique project ID and name shown on Exhibit 300 and security costs from Exhibit 53, if applicable 
** Classify as appropriate. Actual CAT-I is minimally CONFIDENTIAL. 
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Table 3 
DON-Level Significant Deficiency POA&M 
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APPENDIX C   

 
Acronyms     

 
 

Definitions are found in DoDD 8500.1, DoDI 8500.2, and CNSS Instruction 4009 of May 2003. 
 
ASN Assistant Secretary of the Navy 
C&A Certification and Accreditation 
CAP Connection Approval Process 
CERT Computer Security Emergency Response Team 
CIO Chief Information Officer 
CJCSM Commander Joint Chief of Staff Manual 
CMC Commandant of the Marine Corps 
CNO Chief of Naval Operations 
CNSS Committee on National Security Systems (formerly the 

Committee on National Security Telecommunications 
and Information Systems Security) 

COTS Commercial-Off-the-shelf 
DAA Designated Approving Authority 
DADMS DON Application and Database Management System 
DCID Director Central Intelligence Directive 
DII Defense Information Infrastructure 
DISA Defense Information Systems Agency 
DIACAP DoD Information Assurance Controls Verification and 

Authorization Process 
DITPR DoD Information Technology Portfolio Repository 
DITPR-DON DITPR (Department of the Navy)  
DITSCAP DoD Information Technology Security Certification and 

Accreditation Process 
DoD Department of Defense 
DoD-IG DoD Inspector General 
DoDD Department of Defense Directive 
DoDI Department of Defense Instruction 
DON Department of the Navy 
FISMA Federal Information Security Management Act 
FM&C Financial Management and Comptroller 
GOTS Government-off-the-shelf 
IA Information Assurance 
IAM Information Assurance Manager 
IAO Information Assurance Officer 
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IATC Interim Approval to Connect 
IATO Interim Approval to Operate 
IAVA Information Assurance Vulnerability Alert 
IAVM Information Assurance Vulnerability Management 
IA Information Assurance 
IT Information Technology 
JCD Joint CERT Database 
JTID Joint Threat Intelligence Database 
JTF-GNO  Joint Task Force-Global Network Operations 
MAIS Major Automated Information System 
MARCERT Marine Corps Computer Security Emergency Response 

Team 
MCD Marine Corps CERT Database 
MCNOSC  Marine Corps Network Operations and Security 

Command 
MDAP Major Defense Acquisition Program 
MILDEP Military Department 
NCDOC                Navy Cyber Defense Operations Command 
NCTF-CND Navy Component Task Force-Computer Network 

Defense 
NIAP National Information Assurance Partnership 
NIC Network Information Center  
NIOC Navy Information Operations Command 
NIPRNET Non-classified Internet Protocol Router Network 
NIST National Institute of Science and Technology 
NMCI Navy Marine Corps Intranet 
NSA National Security Agency 
NSS National Security Systems 
NSTISSP National Security Telecommunications and Information 

Systems Security Policy 
OMB Office of Management and Budget 
ONI Office of Naval Intelligence 
OSD Office of the Secretary of Defense 
POA&M Plan of Actions and Milestones 
RNOSC Regional Network Operations and Security Center 
SCI Sensitive Compartmented Information 
SECNAVINST Secretary of the Navy Instruction 
SIPRNET Secret Internet Protocol Router Network 
SLA  Service Level Agreement 
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