UNCLASSIFIED//

PRECEDENCE TO: ROUTINE DTG: 2319197 NOV 09
PRECEDENCE CC: ROUTINE

TYPE: DMS SIGNED/ENCRYPTED

FROM PLA: DON CIO WASHINGTON DC

ORIGINAL TO RECIPIENTS:

TO CNO N2/N6

CMC C4

COMUSFLTFORCOM NORFOLK VA/Z/
COMUSNAVEUR NAPLES 1T//
COMPACFLT PEARL HARBOR HI1//
USNA ANNAPOLIS MD//
COMUSNAVCENT BAHRAIN//
COMNAVRESFORCOM NEW ORLEANS LA//
COMNAVAIRSYSCOM PATUXENT RIVER MD///
BUMED WASHINGTON DC//

NETC PENSACOLA FL//
COMNAVSEASYSCOM WASHINGTON DC//
FLDSUPPACT WASHINGTON DC//
COMNAVSUPSYSCOM MECHANICSBURG PA//
DIRSSP WASHINGTON DC//

CNIC WASHINGTON DC//
COMNAVLEGSVCCOM WASHINGTON DC//
NAVPGSCOL MONTEREY CA//
COMNAVFACENGCOM WASHINGTON DC//
COMNAVSAFECEN NORFOLK VA//
BUPERS MILLINGTON TN//
NAVWARCOL NEWPORT RI1//

ON1 WASHINGTON DC//
COMNAVSPECWARCOM CORONDAO CA//
COMSPAWARSYSCOM SAN DIEGO CA//
COMNAVDIST WASHINGTON DC//
NAVHISTHERITAGECOM
COMMARCORSYSCOM QUANTICO VA//
COMMARFOREUR//

COMMARFORLANT//

COMMARFORPAC//

COMMARFORRES//

COMMARFORSOUTH//

COMMARSOC//

CG MCCDC QUANTICO VA//

CG MCRC//

CG TECOM//

COMNAVNETWARCOM NORFOLK VAZ/

ORIGINAL CC RECIPIENTS:
DON CIO WASHINGTON DC//
COMOPTEVFOR NORFOLK VA
DRPM NMCI1 ARLINGTON VA
UNCLASSIFIED//

MSGID/GENADMIN/DON CIO WASHINGTON DC//



SUBJ/MODIFICATION TO PERSONAL ELECTRONIC DEVICE (PED) SMART CARD READER
COMPLIANCE MANDATE//

REF/A/MSG/DON CIO WASHINGTON DC/032009Z0CT2008// REF/B MSG/DON CI0O
WASHINGTON DC /2819197ZJAN2009//

NARR/ REF A 1S DON CIO MESSAGE, DON POLICY UPDATES FOR PERSONAL
ELECTRONIC DEVICES (PED) SECURITY AND APPLICATION OF EMAIL SIGNATURE
AND ENCRYPTION. REF B 1S DON CI0 MESSAGE SUBJECT AMPLIFICATION GUIDANCE
FOR PURCHASE AND INSTALLATION OF PERSONAL ELECTRONIC DEVICE SMART CARD
READERS. BOTH REFS ARE AVAILABLE ON THE DON CIO WEBSITE.//

POC/SONYA SMITH/CIVPERS/DON CIO/LOC: WASHINGTON DC/TEL:703-602-4412/
EMAIL: SONYA_R.SMITH1@NAVY_MIL//

POC/ JAMES MAUCK/CTR/DON C10//LOC: WASHINGTON DC/TEL:703-601-
0120/EMAIL - JAMES _MAUCK .CTR@NAVY _MIL//

PASSING INSTRUCTIONS:
CNO: PLEASE PASS TO N2/N6//

NAVY ECHELON 11 COMMANDS: PLEASE PASS TO COMMAND INFORMATION OFFICER
(10), N6 AND OTHERS DEEMED APPROPRIATE//

USMC MAJOR SUBORDINATE COMMANDS: PLEASE PASS TO COMMAND INFORMATION
OFFICER (10), G1, G6 AND OTHERS DEEMED APPROPRIATE//

RMKS/1. BACKGROUND. REF A ESTABLISHED THE 31 DECEMBER 2009 DEADLINE
FOR PURCHASE AND INSTALLATION OF PED SMART CARD READERS. REF B
ESTABLISHED SERVICE QUARTERLY REPORTING REQUIREMENTS VIA THE DEPARTMENT
OF THE NAVY (DON) DEPUTY CHIEF INFORMATION OFFICERS (C10)S (NAVY AND
MARINE CORPS). REF B ALSO PROVIDED OPTIONS FOR PROCURING APPROVED
HARDWARE, SOFTWARE, AND SUPPORT SERVICES.//

2. UPDATE. THIS MESSAGE MODIFIES THE 31 DECEMBER 09 COMPLIANCE
REQUIREMENT ESTABLISHED IN REF A, AS A RESULT OF SHORTAGES AND
UNAVAILABILITY OF THE REQUIRED HARDWARE AT THE MANUFACTURER LEVEL. BY
31 DECEMBER 09, ALL DON PEDS SHALL:

A. HAVE THE REQUIRED HARDWARE AND SOFTWARE INSTALLED, OR

B. HAVE A VERIFIABLE ORDER FOR THE REQUIRED HARDWARE AND
SOFTWARE WHICH WILL BE FULFILLED AND INSTALLED ONCE AVAILABLE.//

3. ACTION. DON DEPUTY CIOS (NAVY AND MARINE CORPS) SHALL CONTINUE TO
MONITOR IMPLEMENTATION STATUS AND IDENTIFY ALL NON-COMPLIANT USERS (VIA
THE STANDARD IN PARA 2) ON 31 DECEMBER 09 FOR DISCONNECTION UNTIL
COMPLIANCE 1S ACHIEVED.//

4_ RELEASED BY ROBERT J. CAREY, DEPARTMENT OF THE NAVY CHIEF
INFORMATION OFFICER.//



