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SUBJECT: DoD-wide Digital Signature Interoperability 

Over the last several years, the Department has made significant progress in 
improving the manner in which users are authenticated to web applications and networks 
using the capabilities supported by the DoD Public Key Infrastructure (PKI). PKI-based 
digital signature capabilities are the cornerstone for transforming authenticated forms, 
documents and web transactions to a paperless environment. 

Although current industry methods (e.g. Cryptographic Message Syntax (CMS) 
and Extensible Markup Language (XML)) for digital signatures are standards-based, 
multiple interpretations of implementing those standards by vendors mitigate against 
achieving true interoperability. Use of digital signature implementation profiles will 
minimize varying interpretations of the standards and maximize digital signature 
technical interoperability. This policy memorandum provides direction to incorporate the 
enclosed digital signature implementation profiles into all applications, systems or 
processes that use digital signatures. The primary targets for digital signature use are the 
applications and systems that require or include an authorizing or verifying signature, 
have auditable electronic transactions, or need to provide responsibility and traceability. 
Incorporating digital signature implementation profiles will improve the interoperability 
between digital signatures that are created and applied by disparate applications, systems 
and processes. 






