DON CIO MESSAGE
UNCLASSIFIED//

PRECEDENCE TO: ROUTINE DTG: 281919Z JAN 09

PRECEDENCE CC: ROUTINE

TYPE: DMS SIGNED/ENCRYPTED

FROM PLA: DON CIO WASHINGTON DC

FROM D/N: C:US,0:U.S. Government,OU:DoD,0U:NAVY,OU:ORGANIZATIONS(uC),
L:DISTRICT OF COLUMBIA,L:WASHINGTON,OU:DON CIO
WASHINGTON DC(uc)

SUBJECT: AMPLIFICATION GUIDANCE FOR PURCHASE AND INSTALLATION OF

PERSONAL ELECTRONIC DEVICE SMART CARD READERS

TEXT:

UNCLASSIFIED//

SUBJ: AMPLIFICATION GUIDANCE FOR PURCHASE AND INSTALLATION OF PERSONAL
ELECTRONIC DEVICE SMART CARD READERS

MSGID/GENADMIN/DON CIO WASHINGTON DC//

REF/A/MSG/DON CIO WASHINGTON DC/032009Z0CT2008//
REF/B/DOC/ASN(RDA) WASHINGTON DC/07MAR2005

NARR/ REF A IS DEPARTMENT OF THE NAVY (DON) CHIEF INFORMATION OFFICER
(C10) MESSAGE SUBJECT DON POLICY UPDATES FOR PERSONAL ELECTRONIC
DEVICES (PED) SECURITY AND APPLICATION OF EMAIL SIGNATURE AND
ENCRYPTION. REF B IS ASSISTANT SECRETARY OF NAVY (RESEARCH DEVELOPMENT
AND ACQUISITION) MEMORANDUM SUBJECT DEPARTMENT OF THE NAVY ACQUISITION
POLICY ON MOBILE (CELLULAR) PHONE AND DATA EQUIPMENT AND SERVICES DATED
07 MARCH 2005.

POCS/SONYA SMITH/CI1V/DONCIO/LOC-ARLINGTON, VA/TEL: 703-604-7059/E-MAIL:
SONYA._R.SMITH1@NAVY .MIL/

JAMES MAUCK/CTR/DONCIO/LOC:ARLINGTON, VA/TEL:703-601-0120/E-MAIL:
JAMES _MAUCK.CTR@NAVY .MIL/

PASSING INSTRUCTIONS:
CNO: PLEASE PASS TO N6

NAVY ECHELON 11 COMMANDS: PLEASE PASS TO COMMAND INFORMATION OFFICER
(10)/N1/N6//

USMC MAJOR SUBORDINATE COMMANDS: PLEASE PASS TO COMMAND INFORMATION
OFFICER (10)/G1/G6//

RMKS/1. REF A IDENTIFIED THE 31 DECEMBER 2009 DEADLINE FOR PURCHASE
AND INSTALLATION OF PED SMART CARD READERS. PEDS OPERATING WITHOUT AN
ASSOCIATED SMART CARD READER SHALL BE DISCONNECTED ON 31 DECEMBER 2009.

2. THE DEPARTMENT OF THE NAVY (DON) DEPUTY CHIEF INFORMATION OFFICERS
(C10) (NAVY AND MARINE CORPS) SHALL MONITOR ENTERPRISE IMPLEMENTATION
OF PED SMART CARD READERS AND PROVIDE QUARTERLY STATUS REPORTS TO DON
CIO ON 31 MARCH 2009, 30 JUNE 2009, 30 SEPTEMBER 2009, AND 31 DECEMBER



2009. SECURITY OF OUR NETWORK DEVICES 1S PARAMOUNT. COMMANDS SHALL
REPORT FUNDING SHORTFALLS IN MEETING THIS REQUIREMENT THROUGH THEIR
CHAIN OF COMMAND TO DON DEPUTY CIOS (NAVY AND MARINE CORPS). COMMANDS
DELAYING PURCHASE AND INSTALLATION REQUESTS UNTIL Q4 CY09 RISK NOT
MEETING THE MILESTONE FOR COMPLIANCE DUE TO THE POTENTIAL FOR HARDWARE
AND RESOURCE BACKLOGS.

3. PER REF B, NAVY AND MARINE CORPS DESIGNATED ACCREDITING AUTHORITY
(DAA) APPROVED HARDWARE, AND THE ASSOCIATED SOFTWARE AND BACK-END
SERVICES, MAY BE OBTAINED FROM NMCI THROUGH BUNDLED CONTRACT LINE ITEM
NUMBER (CLIN) OFFERINGS. SMART CARD READERS MAY ALSO BE PROCURED
INDEPENDENTLY THROUGH FLEET AND INDUSTRIAL SUPPLY CENTER (FISC) AND
SUPPLIED AS GOVERNMENT FURNISHED EQUIPMENT (GFE). GFE SUPPLIED
HARDWARE WILL REQUIRE NMCI SUPPORT CLINS FOR CONFIGURATION AND BACK-END
SERVICES. INFORMATION ON NMCI OFFERINGS, CAN BE FOUND AT:
HTTPS://WWW_HOMEPORT <https://www.homeport/> .

NAVY .MIL/SERVICES/MOBILE/BLACKBERRY/CAC-READER. INFORMATION ON THE
FISC CONTRACT, IS LOCATED AT:

HTTPS://WWW_NAVSUP _NAVY .MIL/NAVSUP/OURTEAM/
COMFISCS/PROD_SERV/CONTRACT ING/MARKET_MGT

4. REQUEST WIDEST DISSEMINATION OF THIS MESSAGE.

5. RELEASED BY ROBERT J. CAREY, DEPARTMENT OF THE NAVY CHIEF
INFORMATION OFFICER.



