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Cover Story: Building Global Maritime Partnerships - the U.S. Navy, working
closely with government and nongovernment national and international organi-
zations, is engaged worldwide fostering strong relationships, from African Part-
nership Station with USS Nashville (LPD 13) in Ghana to Southern Partnership Sta-
tion with High speed vessel Swift (HSV 2) in South America, to improve maritime
safety and security and ensure freedom of the seas.

In the photo above, Sailors aboard the amphibious transport dock ship USS
Nashville (LPD 13) salute the Nigerian Navy frigate NNS Aradu (F 89) while pull-
ing into Lagos Nigeria. Nashville is deployed as part of Africa Partnership Sta-
tion, an international initiative, which aims to work cooperatively with U.S. and
international partners to improve maritime safety and security on the African
continent. U.S. Navy photo by Mass Communication Specialist 3rd Class Matthew
Bookwalter.
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Editor's Notebook

In this issue, we examine the enduring importance of maritime security to project
forward presence; protect trade and shipping lanes; preserve national sovereignty;
ensure regional stability; and prevent criminal activity and violent extremists’ use of
the maritime environment as a venue for attack or to transport contraband. Maritime
security is an objective also prized by our closest allies and newest partners in maritime
security operations.

Deputy Supreme Allied Commander Transformation Adm. Luciano Zappata refers
to maritime security as “freedom of the seas,” and in this issue, he discusses the need
to expand maritime partnerships beyond traditional NATO partners. More and more
countries are emerging to protect their vital interests at sea. We share the same chal-
lenges and must work within the same complex international political and legal frame-
work to ensure maritime safety and security, Adm. Zappata said.

Sharing in the maritime security discussion are Capt. Jack L. Sotherland, commodore
of the Bataan Expeditionary Strike Group and commander of Amphibious Squadron
Two, and the commanding officer of FS Tonnerre, French Navy Capt. Edmond de
Vigouroux d'Arvieu.

The Bataan ESG and Tonnerre underwent maritime security training in February. “No
one navy can do it alone,” Sotherland said. The U.S. Navy must take advantage of the
strengths and expertise of allied partners, he said. Many of our allies like the English,
Dutch and French, just to name a few, have hundreds of years of experience in working
with other nations and cultures... Sotherland said that partner nations bring a differ-
ent perspective and understanding to forming maritime coalitions.

In his interview, USJFCOM's Director for Strategy and Policy Rear Adm. John M. Rich-
ardson discusses the Joint Operating Environment which forecasts possible challenges
and opportunities that will face the joint force in the future. Analysts predict that it
will fall to the United States and its partner nations to protect and sustain the peace-
ful global system of interdependent networks of trade, finance, information, law and
governance. So it is paramount that nations work together to ensure stability in the
maritime environment.

Security operations and interoperability with partner nations would not be possible
without robust command and control, and OPNAV N6 Vice Adm. Harry B. Harris and
NETWARCOM Commander Vice Adm. H. Denby Starling Il discuss strategy and policy
initiatives that will strengthen the naval network environment for warfighting opera-
tions as well as business transactions.

In February, CHIPS joined Team SPAWAR in an exhibit at West 2009 in San Diego and
the DON CIO at the DON IM/IT Conference held at the same time and location as West
2009. The DON IM/IT Conference was a great way to learn about new DON policy and
projects and connect with colleagues.

See you at the East Coast DON IM/IT Conference, May 11-14, 2009, at the Virginia
Beach Convention Center. The conference will be held at the same time and location as
the Joint Warfighting Conference. Register for the DON IM/IT Conference by going to
the DON CIO Web site: www.doncio.navy.mil.

Welcome new subscribers!

Sharon Anderson
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Italian Navy Adm. Luciano Zappata

Aboard FS Tonnerre, Marines from the 22nd MEU
prepare for the Composite Training Unit Exercise as
part of the Bataan Expeditionary Strike Group with
Tonnerre’s officers and crew.

No one navy can do it alone... The
U.S. Navy must take advantage

of the strengths and expertise

of allied partners ... They bring

a different perspective and
understanding to forming maritime
coalitions.

U.S. Navy Capt. Jack L. Sotherland
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MESSAGE FROM THE

DON CIO

Our nation has set forth strategies to protect
our homeland and the maritime domain that
surrounds it. A key facet of these strategies is
building partnerships. The Navy, Marine Corps
and Coast Guard have partnered together to
build our 21st century seapower.

Partnerships are being built across federal
agencies and with state, local and tribal enti-
ties. Partnerships also expand globally with our
NATO allies and other international partners.

Expanding cooperative relationships and
developing partnerships with other nations
contributes to the security and stability of the maritime domain
for the benefit of all. All of these partnerships rely on the ability to
share information.

In the Department of the Navy, our efforts are primarily focused
on the maritime domain. Maritime Domain
Awareness (MDA) is defined as “effective
knowledge of all activities associated with
the global maritime environment that could
impact the security, safety, economy, or en-
vironment of the United States.” Information
sharing is a foundational tenet of MDA.

Recent piracy events challenge international security and impact
the global economy. Combating these events has brought about a
new requirement to interact and share information with a diverse
set of partners outside our firewalls on a non-classified enclave.
This has brought a new perspective and new challenges.

Truly successful information sharing requires a shift in the way we
do business. The first and perhaps most difficult challenge is chang-
ing culture. We must move away from the “isolated need to know”
and move to the “trusted need to share.” As the Web 2.0 generation
continues to pervade our workforce with their ingrained practice
of constant collaboration and openness, this will also help shift our
government culture toward one that readily fosters and benefits
from information sharing.

A second challenge is the fact that existing information sharing
policies are not always adequate. In addition to following all civil
liberty, regulatory and legal guidelines, before we share our in-
formation, we must be ever vigilant about securing sensitive data
and sharing that data in a secure environment. But we must also
develop reliable and repeatable governance and risk management
processes that will foster information sharing.

Lastly, since our world of information technology is evolving
more rapidly, additional technologies, such as attribute-based ac-
cess control, become central to assured information access. With
these technologies, we can ensure that consumers of information

DEPARTMENT OF THE NAVY -

www.doncio.

Information Sharing to Build
Partnerships in Support of

Maritime Domain Awareness

are authorized access using standards-based
identity management solutions.

Ultimately, information sharing is all about
the data. We need the ability to find the data,
access it, sort through it and combine it to
develop information, intelligence and knowl-
edge, and then make those findings available.
Some of today’s ongoing efforts will provide a
solid foundation for data standards and infor-
mation exchange.

The release of Universal Core version 2.0
(UCore) marks a successful milestone toward

achieving interoperability. It is a collective effort across four federal
departments to create a core standard of the most common data
elements across all possible exchanges.

The National Information Exchange Model (NIEM) leverages the
data exchange standards efforts successfully
implemented by the Global Justice Informa-
tion Sharing Initiative. It facilitates timely, secure
information sharing across the justice, public
safety, emergency and disaster management,
intelligence, and homeland security enterprises.

The Maritime Information Exchange Model (MIEM) provides
standards that support the tracking of maritime vessels, cargo and
people with rich metadata associations to support increased infor-
mation sharing and will provide the foundation for the MDA data
architecture.

All of these efforts are based in Extensible Markup Language
which is a platform-independent standard. XML requires minimal
work to alter existing and legacy systems or databases and can usu-
ally be implemented in a matter of weeks to support net-centric
information sharing.

The scope of maritime domain awareness is broad, but it is im-
portant that we do not try to “boil the ocean.” Rather, an incremen-
tal approach to implementation will allow us to achieve quick re-
sults and build upon successes or troubleshoot issues as they arise.
These incremental results also push the cultural, policy and techni-
cal barriers one bit at a time.

While my office has the lead for the interagency effort to develop
a comprehensive MDA architecture, there are several commands
contributing to this important effort, including OPNAV N3/5 (In-
formation, Plans and Strategy), which has the overall lead for MDA
within the Navy. Together we will define and refine the aligned sets
of tools used to deliver the right maritime information at the right
time to authorized users, whoever they are. Information sharing
within the context of MDA presents definite challenges, but we are
working together to overcome them.

CHIEF INFORMATION OFFICER

navy.mil
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Interview with Vice Admiral Harry B. Harris Jr.
Deputy Chief of Naval Operations for Communication Networks

Vice Admiral Harry B. Harris Jr. is the Deputy Chief of Naval Operations for Communication
Networks (OPNAV N6) and the Deputy Department of the Navy Chief Information Officer (Navy).
A Naval Academy graduate and naval flight officer, Vice Adm. Harris was selected for the Navy's
Harvard/Tufts Program. He attended the John F. Kennedy School of Government at Harvard Uni-

versity, graduating in 1992 with a Master of Public Administration degree. Selected as an Arthur

S. Moreau Scholar, he studied international relations at Oxford and Georgetown universities,

earning a Master of Arts in National Security Studies from the latter in 1994. While at George-

town, he was a Fellow in the School of Foreign Service. He is also an MIT Seminar XXI Fellow.

Vice Adm. Harris has logged 4,400 flight hours, including more than 400 combat hours, in U.S.

Vice Adm. Harry B. Harris Jr.

and foreign maritime patrol and reconnaissance aircraft. He assumed his present duties as OPNAV

N6 in June 2008. Previous command tours include: Patrol Squadron (VP) 46, Task Force 57/72 and Joint Task Force Guantanamo.

N6 serves as the principal adviser to the CNO for all communication networks and is matrixed with N2 for ISR and N3/5 for Infor-

mation Operations (I0) and command and control (C2). As the Navy'’s CIO, Vice Adm. Harris ensures optimum use of Navy informa-

tion technology/information management (IT/IM) resources.

N6 includes N6F — Warfare Integration, N60/62 — Programming and Fiscal Management and N61 - Capability Analysis and

Assessment. CHIPS spoke with Vice Adm. Harris in January about N6's top priorities.

CHIPS: One of the reasons for the stand up of N6 was to gain better
visibility into how IT money is spent across the Navy, reduce legacy
networks, and invest in more efficient models like service oriented
architecture. Can you talk about progress made in this area?

Vice Adm. Harris: We are making good progress in the area of
cost visibility. We are doing that in three different ways, with
three different methodologies.

First, there is CARS, an acronym that stands for Cyber Asset
Reduction and Security. This is an effort to reduce our legacy
networks. One of the biggest hurdles to a secure network en-
vironment is legacy networks. We have reduced our number of
legacy networks from over 1,000 to less than 500.

We have had success with CARS, but we have a long way to go.
We want to get that 500 down to less than 200. This is an area
of focus for us. Naval Network Warfare Command in Norfolk is
responsible for executing CARS. They have a CARS team whose
goal is to get us down below 200 networks by 2010. They are on
the right glide scope to do that.

The second initiative we have is an Echelon Il Command IT
Budget Stewardship Review. You may have known it by its for-
mer name, ‘Capture the Money." We are trying to establish total
IT cost visibility and accountability. How IT money is spent used
to be a mystery. Our goal is to eliminate the mystery and make
things transparent.

We want to look at execution budget reviews and identify
where the money is being spent and recommend realignment
of funding that is not executed in compliance with statutes, di-
rectives and guidance. We have done a couple of these so far,
and we have had some good success. To date, we have been
able to realign $100 million in IT funds across a number of com-
mands. That is significant, that is real money.

The last area we call the ITMC, the IT Management Council.
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This is an effort to consolidate IT decision-making and gover-
nance. The CARS team goes after security, the budget steward-
ship review process goes after money, and the ITMC goes after
centralized decision-making and governance.

The ITMC is chaired by the Vice Chief of Naval Operations and
the Department of the Navy Deputy Chief Information Officer
(Navy...that's me). It is comprised of executive leadership from
each of the OPNAV N-codes as well as Fleet Forces Command;
NAVAIR (Naval Air Systems Command); NAVSEA (Naval Sea Sys-
tems Command); Navy Installations Command; NAVFAC (Naval
Facilities Engineering Command); SPAWAR (Space and Naval
Warfare Systems Command); NAVSUP (Naval Supply Systems
Command); and Naval Network Warfare Command.

There are also executive advisers and those include the DON
ClO, Mr. Robert Carey; Assistant Secretary of the Navy for Re-
search, Development and Acquisition, Mr. Sean Stackley; and
the Marine Corps DDCIO, Brig. Gen. George Allen, director, C4/
ClO. We feel that the ITMC is working, and it serves as a single
senior Navy IT decision forum necessary to help us achieve the
NNE, the Naval Networking Environment. We are happy about
that in the IT Management Council, and we are using it as a tool
to get our arms around governance.

CHIPS: What else do you hope to accomplish in your time as N6?

Vice Adm. Harris: | have already talked about governance, secu-
rity, our decision superiority, and a move toward the NNE, or the
Naval Networking Environment. Our challenge is — how do you
deliver decision superiority?

| define that as delivering knowledge, information, intelli-
gence, data and orders, and how you do that virtually, instanta-
neously against 21st century cyber threats and to the warfighter
and back in a fiscally constrained environment.

Dedicated to Sharing Information - Technology - Experience
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If we had unlimited resources we could achieve unlimited
things. The challenge is to achieve great things with limited re-
sources. In order to do that, we need to achieve a true NNE, or
Naval Networking Environment. That's going to take a commit-
ment from everyone, not just the N6, to get it right.

We no longer have the resources to develop or field what | call
stovepipe network solutions. Our NNE concept is the right move
to get our networks in line and integrated for the future.

While | am the N6, | intend to make a focused effort to bring
policy, budget, resources and accountability into alignment to
establish an effective enterprise approach into the way we do
business and deliver those cyber capabilities that our warfight-
ers on the pointy end say they need to execute their mission.

It is really about the warfighters at the end of the day. That is
why we are making this effort to get it right.

CHIPS: The Navy is also hampered by legacy business systems. Does
N6 have an interest in replacing these systems with Navy Enterprise
Resource Planning?

Vice Adm. Harris: The short answer to that is yes, but | will give
you a longer answer. We do have an interest in Navy ERP. | be-
lieve that it is a major step toward transformation of our busi-
ness processes in the Navy. It will lead to a modern standardized
and interconnected Navy enterprise operation.

This will give us financial transparency, asset visibility and
business process effectiveness and efficiency to support our
warfighters. That is what ERP is all about at the end of the day.
ERP Release 1.0 provides functionality in financial operations as
well as program management, materials management and sup-
ply chain management.

We are doing this in phases. We started with NAVAIR in 2007.
In October 2008, we instantiated ERP at NAVSUP. Later in 2009,
we start ERP with SPAWAR. We do NAVSEA starting in 2010 and
Working Capital Fund activities in 2011.

While ERP is tremendous, it is simply a tool, albeit a high-per-
forming one, with a lot of potential. The use of this tool by folks
that know what they are doing, and knowledgeable and moti-
vated users, can get us where we want to go.

There are two parts, the tool itself, and the people who oper-
ate it. They are both equally important.

CHIPS: N6 is directly involved in Next Generation Enterprise Network
planning. Can you talk about NGEN?

Vice Adm. Harris: NGEN is part of a larger Department of the
Navy effort to create a true net-centric operation across all of
our networks. NGEN is the follow-on to the Navy Marine Corps
Intranet. With NGEN, we hope to get improved government
control and improved flexibility and agility in the way we oper-
ate the network.

This is not a criticism of NMCI. NGEN is just the next phase, or
level, where we improve and increase our ability to control our
own networks. NGEN is going to be the foundation of the NNE.
The goal is more adaptability, more reliability and more security
to give us more government control and oversight in direct sup-
port of the naval warfighter.

N6 and Headquarters Marine Corps C4, along with support
from Program Executive Office for Enterprise Information Sys-

OPNAV N6 Vice Adm. Harry B. Harris Jr. speaking in a panel discussion about
cyber challenges at West 2009 in San Diego in February. West is cosponsored
by AFCEA International and the U.S. Naval Institute. Photo courtesy of AFCEA
International.

tems (PEO EIS), Center for Naval Analyses, Naval Network War-
fare Command (NETWARCOM) and various other naval organi-
zations, developed the requirements document. N6 serves as
the resource sponsor.

There is now a separate organization in the Navy called the
ACNO for NGEN. That person, the Assistant Chief of Naval Op-
erations for NGEN, leads the System Program Office, the SPO for
NGEN. It is a separate office outside N6 on the horizontal line
with the other OPNAV N-codes. This brings focus and talent to
make NGEN a real thing. CNO has named a two-star admiral to
run the SPO, to be the ACNO NGEN, Rear Adm. Bill Goodwin.

CHIPS: Will PEQ EIS execute the acquisition?

Vice Adm. Harris: That's a good question. Yes, Rear Adm. ‘Grunt’
Smith, the new PEO EIS, is responsible for the acquisition.

CHIPS: In 2007, the Secretary of the Navy directed the Navy to dem-
onstrate Maritime Domain Awareness capability in a year. Can you
talk about the progress made in MDA technology and doctrine?

Vice Adm. Harris: Maritime Domain Awareness is a big deal. We
have accomplished a number of milestones leading up to the
present. Just last August we achieved what the Secretary of the
Navy directed us to go after — Spiral 1 completion across all the
nodes.

The next thing is that the Navy completed a CBA, a capabili-
ties-based assessment, on MDA. The CBA looked at where the
Navy’s gaps are and how we conduct MDA and offered up a
couple of solutions that will allow us to bridge those gaps.

The R3B, the Resources and Requirements Review Board,
chaired by N8, approved the findings of the CBA last month. The
R3B acknowledged that MDA is more than a material piece — it
is people, training, and all of the other parts of the enterprise.

OPNAV N3/5 (Information, Plans and Strategy) has the overall
lead for MDA for Navy. N3/5 will be working with the fleet on
how we will update our MDA strategy. N6 and N2 are the pri-
mary resource sponsors.
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CHIPS: The war on terror highlighted the need to provide robust,
high-speed data exchanges with coalition forces. Can you discuss
improvements made to the Combined Enterprise Regional Informa-
tion Exchange System—Maritime.

Vice Adm. Harris: CENTRIXS is the core piece that we use to
communicate with the coalition. We are pressing ahead to im-
prove the robustness, reliability and speed of how we exchange
data with our coalition partners in classified and unclassified
domains.

We are using CENTRIX-M, the maritime version/variant, today
in a wide range of operations around the world, from antipiracy
operations off the Horn of Africa to bilateral missile defense test-
ing operations in the Western Pacific, and opportunities in South
America, the U.S. Southern Command area of responsibility.

As N6, we fund the Navy'’s Pacific Region Network Operations
Center, PRNOC, in Hawaii, to expand those contingency capa-
bilities. We are pleased with how we are moving forward with
CENTRIXS. CENTRIXS is just one part of the overall puzzle, but it
is an important piece as we move to improve our communica-
tions with our coalition partners.

CHIPS: With the push to consolidate networks, implement new tech-
nologies and communicate globally with allies, partners and non-
governmental organizations, how is the Navy handling the band-
width requirements which must be increasing?

Vice Adm. Harris: We are using the CBSP, the Commercial Broad-
band Satellite Program, to increase our bandwidth. In 2007,
some folks with a good idea conceived it as our Navy's next gen-
eration commercial satellite capability. We needed something
to replace the leased Commercial Wideband SATCOM Program
and INMARSAT-Bravo.

Compared to INMARSAT, it [CBSP] gives us significant im-
provements. INMARSAT is in the low kilobyte range, 64 to 128
kilobytes. CBSP provides up to 3 megabytes of data transfer.

Initially, when you put it on some of the small platforms, which
desperately need something like this, such as our mine counter-
measure ships, frigates and coastal patrol boats, they are going
to get about three and a half times what they get now. That is
significant. | am jazzed up about CBSP. | think it is a good deal.

CHIPS: Can you talk about Information Operations?

Vice Adm. Harris: Part of my tasking from CNO is to look at 1O. As
we look at the CNO's guidance for 2009, our ability to achieve
decision superiority is essential in operating at all levels of war.

Broadly speaking, in Information Operations, we in N6 are
going to focus on three different areas. First, we are working
hard to bring high 10 capabilities to the warfighter in cyber-
space. These things in the Naval Networking Environment that |
keep talking about are critical to achieving decision superiority.

In the 10 mission area of computer network operations,
CNO, and the element of computer network defense, or CND,
are essential to protecting Navy networks and operating
establishments.

Secondly, our |0 portfolio must provide asymmetric capabili-
ties to meet maritime challenges. We are developing strong ties
to the BMD, Ballistic Missile Defense, antisubmarine warfare,
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ASW, and irregular warfare programs. We need to be able to
meet adversaries with asymmetric capabilities including elec-
tronic warfare and computer network operations.

Lastly, we are working hard on future capabilities. Looking
forward is as important as refining and polishing where we are
today. So let me talk about CANES, the Navy's Consolidated
Afloat Networks and Enterprise Services program. It is essential
for what we are trying to do in the NNE.

CANES will reduce our physical IT infrastructure on ships. We
want to consolidate afloat network infrastructure and core ser-
vices for the Navy to better operate with our other forces and
our own command and control.

We want to speed effort to catch the current wave of tech-
nology. That includes service oriented architectures, enterprise
solutions, innovative security approaches and state-of-the-shelf
hardware.

At the end of the day, we are going to have four elements of
the NNE. NGEN will be the biggest and most visible piece be-
cause it will affect everyone in the continental U.S.

We will have CANES interoperable on all of our ships. We will
have BLII, Base Level Information Infrastructure, or ONE-NET,
our overseas network. Then we will have a few legacy networks
that we have excepted from the CARS program. CARS goes from
more than 1,000 legacy networks today to less than 500 — and
ultimately to less than 200.

The four pillars of the NNE are: CANES; NGEN; BLII ONE-NET
and those ‘excepted networks. CANES is the shipboard piece.

CHIPS: What do you mean by excepted networks?

Vice Adm. Harris: Those legacy networks that will not be part
of NGEN. Today, we would say that they are not part of NMCI.
For example, if you were to e-mail me and put my name in with
the Navy dot-mil domain, the @navy.mil is the key that this is an
NMCI address in the NMCl domain.

If you are working in the medical profession and you e-mail
to someone @bumed.navy.mil, BUMED is a clue that there are
other domains. BUMED, Bureau of Medicine and Surgery, ison a
different legacy network. It will probably be an excepted legacy
network because the BUMED network carries personal data re-
lated to medical and health.

We have an obligation to protect those excepted legacy net-
works against 21st century cyber threats which is why they will
be ‘excepted legacy’ and included into the NNE.

Sharon, let me conclude this interview with an interesting
point. We [N6] are only a part of the Navy's IT picture. The NNFE,
the Naval NETWAR FORCEnet Enterprise, is an enterprise ap-
proach to how we govern IT in the Navy writ large.

There are three cornerstones of that enterprise: the Navy’s
OPNAV N6 (that’s me), the Naval Network Warfare Command in
Norfolk, commanded by Vice Adm. Denby Starling, and SPAWAR,
commanded by Rear Adm. Michael Bachmann, form the NNFE.

| don’t do anything without coordinating with the other two
corners of the enterprise. The three corners of the enterprise
look at the operational piece, the engineering piece and the fi-
nancial piece — in other words — what we do, how we do it,
and how we pay for it.

It is a team effort; IT is a team sport. We are in this together,
and we will move forward together. CHIPS
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By George D. Bieber

here’s an age-old adage: There’s

no limit to what you can accom-

plish if you can get a team to do

the work together, and early re-
sults from the Cyber Asset Reduction and
Security (CARS) Task Force are proof of
this concept.

Since inception in October 2006, the
CARS Task Force has keenly kept its sights
on:

v Improving the Navy’s enterprise se-
curity posture;

v Reducing the Navy's information
technology footprint; and

v Enforcing enterprise behavior and
preparing the way for the Next Gen-
eration Enterprise Network (NGEN) and
Naval Networking Environment (NNE).

Aggressive efforts, with the fleet; sys-
tems commands; personnel and training
commands; facilities; higher education
commands; and all other major Navy
commands, have made significant prog-
ress in attaining the Chief of Naval Opera-
tions’ goals for CARS to reduce the num-
ber of Navy legacy networks.

In the last year, the CNO accelerated the
timeline for reduction from September
2011 to September 2010 and raised the
bar for total network reduction from 51
percent to 90 percent!

Enhancing the Navy’s Security Posture

According to Neal Miller, CARS director,
CARS is focused on improving the Navy’s
enterprise security posture. “We are
eliminating legacy networks ashore by
moving their capabilities into NMCI (Navy
Marine Corps Intranet) or ONE-NET,” he
said.

“We're also taking steps to ensure that
all networks allowed to remain outside
these networks are just as secure and are
efficiently managed following common
command and control structures.”

Miller added that his team is working
to find financial efficiencies and help
prepare for NGEN. “This could not be

done without the positive support of our
mission partners — the NMCI and ONE-
NET program leadsand the Navy’sEchelon
[l command chief information officers.”

One of the first orders of business for
CARS was to develop written, repeatable
processes; including the first-ever Navy-
wide criteria for adjudicating whether a
shore-based system or application should
be allowed to operate outside the Navy'’s
designated enterprise networks: NMCI,
ONE-NET and Integrated Shipboard Net-
work Systems (IT-21).

The CARS team has followed processes,
making adjustments and refinements
along the way. Together with mission
partners, CARS is operating as smoothly
as a well-oiled machine to keep this com-
plex mission on track.

To illustrate the scope of this effort,
when CARS was initiated, the Navy had
nearly 1,200 networks, including NMCI,
ONE-NET and afloat networks, which
make up just 12 of the 1,200 total net-
works. But by the end of September 2008
that total had been reduced to about 500,
including approximately 150 “excepted”
networks, or networks outside the NMCI
enclave, which leaves 350 networks to be
terminated by September 2010.

By summer 2008, the systematic CARS
case development process identified se-
cure enterprise solutions for common
applications for more than 230 systems
to be migrated into NMCl and ONE-NET.
These cases were far enough along in the
planning process so that actual migration
timelines were established.

CARS and Echelon II CIO representa-
tives then teamed up to create an aggre-
gate network termination schedule for
200 networks during fiscal year 2009.

The CARS team will press on for net-
work shutdown, which will leave approxi-
mately 150 networks to be terminated
before the mission completion date of
September 2010.

The majority of these cases are in the
NMCI area of support, and common solu-
tions are being applied overseas to help

transition systems into ONE-NET.

It is important to note that approxi-
mately half of the Navy’s total informa-
tion technology infrastructure is in place
to provide capabilities that are either not
supportable in, or not appropriate to be
provided by an enterprise network.

Examples include Navy higher educa-
tion networks at the Naval Academy, War
College and Postgraduate School; re-
search, development, test and evaluation
(RDT&E) networks operated by the Navy'’s
systems commands; high-speed comput-
ing conducted by mainframe computers

CARS will transform  network

management into a mature enterprise
where sound investments in Navy
IT deliver definitive warfighting and

business value ...

for Navy oceanographic and meteoro-
logical services; and selected tactical and
training networks ashore.

“Through the deliberate CARS process,
all excepted networks will be secured
behind an approved, centrally-managed
information assurance/computer net-
work defense (IA/CND) suite,” said Charlie
Kiriakou, CARS deputy director and secu-
rity chief.

“This will ensure that the Navy’s entire
IT network infrastructure will have well
understood and consistent security capa-
bilities, whether it is in NMCI, IT-21, ONE-
NET or an excepted network,” he said.

Previous CARS investments have accel-
erated transition to Web-based organiza-
tional messaging using the Navy Regional
Enterprise Messaging System (NREMS);
supported accelerated termination of
legacy networks overseas (Guam ONE-
NET); and consolidated enterprise appli-
cations such as the Federal Logistics Data
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(FED LOG) and Standard Procurement
System (SPS).

In August 2007, certification and ac-
creditation (C&A) for network operations
throughout the Navy streamlined CARS
and other Navy workflow by reducing net
cycle time in the C&A process.

Rob Mawhinney, Navy’'s deputy op-
erational designated approval author-
ity (ODAA) and deployment lead for
C&A, believes that the process improved
risk acceptance decisions by the ODAA
through higher quality C&A documents.

“This process is not only a positive di-
rection for CARS,” Mawhinney said, “but
for commands throughout the Navy as
well.”

Another way to improve quality and re-
duce the timeline for completing the C&A
process is to deploy a software tool to
help automate the workflow and devel-
opment of required C&A documentation.

CARS initiated and funded an acquisi-
tion effort by Program Executive Office
Command, Control, Communications,
Computers and Intelligence (PEO C4l)
to field such a tool, C&A Support Tool,
or CAST. CAST automates the C&A pro-
cess from registration through system
decommissioning.

If you use a commercial software ap-
plication for preparing your income tax
return, it's easy to understand the value

250

PACNW Lockdown 11/21/08

and time-savings that a similar program
can do for the C&A process.

“Classified systems that have not had
NMCI seat orders placed are included in
the network shutdown list,” said Lt. Jessie
Castillo, deputy director for the CARS op-
erations division.

“Once a solution is identified and suffi-
cient progress made toward implementa-
tion, CARS and the NETWARCOM director
of operations may allow re-connection of
a legacy network.”

In view of the fiscal realities and com-
plexity of the mission, the CARS team has
been aggressively working to balance the
need for demonstrating tangible results,
such as infrastructure reductions, security
improvements and savings quickly, with
the need to define a comprehensive and
executable plan to accomplish its mission
on or ahead of schedule.

“We will not rush to failure, nor will we
allow ourselves to fall into the trap of
over-planning and resultant lack of posi-
tive action,” said Clifford Bussey, CARS op-
erations officer.

“Prudent operational risk must be
accepted while adhering to the need
to reduce, consolidate and secure our
networks. We also need to track the fi-
nancial savings when we deliver operat-
ing efficiencies to support realignment
decisions.”

Setting the Stage for NGEN and NNE

One of the greatest challenges fac-
ing the Navy’s shore IT leaders is reduc-
ing costs for operating and maintaining
major business and warfighting comput-
er systems without reducing readiness.

Implementing maturing technologies,
such as server virtualization and consoli-
dating systems into fewer physical host-
ing locations, are key elements of the new
Navy Server/Application Hosting Center
strategy.

CARS has begun implementation in
three locations already, including Space
and Naval Warfare (SPAWAR) Systems
Center sites in New Orleans and San
Diego, and a Bureau of Naval Personnel
(BUPERS) site in Millington, Tenn.

The next steps include build out of
backup capability for the Millington site
at Great Lakes, lll., and initial exploration
for expansion sites in Patuxent River, Md.,
and Bremerton, Wash.

The strategy includes leveraging joint
hosting capacity at large Defense Infor-
mation Systems Agency (DISA) comput-
ing centers. The first one with major Navy
users is in Mechanicsburg, Pa., other lo-
cations include: Norfolk, Va.; and over-
seas locations in Naples, Italy; Yokosuka,
Japan; and Bahrain. Planned projects are
summarized in Figure 1.

Figure 1. Fiscal Year 2009 Targeted Network Projections.
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As these sites are activated, many exist-
ing Navy systems will be relocated from
their current widely dispersed sites into
one of the consolidated hosting locations.

In addition to reduced total costs and
being more environmentally friendly, the
primary benefits of executing this strat-
egy include significant improvements in
the Navy’s disaster recovery and continu-
ity of operations capabilities; improved
ability to defend our key information sys-
tems and the data exchanged on them;
and an increase in the speed to capability
to bring new systems on line securely.

“The overall effort includes seeking
most efficient operations as well as iden-
tifying appropriate cost-sharing method-

“We will not rush to failure, nor will
we allow ourselves to fall into the
trap of over-planning and resultant
lack of positive action. Prudent
operational risk must be accepted
while adhering to the need to reduce,
consolidate and secure our networks.
We also need to track the financial
savings when we deliver operating
efficiencies to support realignment

decisions.”
Clifford Bussey
CARS operations officer

ology for data centers that host applica-
tions owned by more than one Echelon I
command,” Kiriakou said.

“In parallel with consolidating the data
centers, Navy is taking positive steps for
phased consolidation of our Web por-
tals,” Kiriakou added. “These services
will eventually be provided via Defense
Knowledge Online.”

The effort is starting with migration of
the U.S. Fleet Forces Command’s Share-
Point classified and unclassified portals
to a DISA computing center in Mechan-
icsburg. CARS is also implementing con-
solidation of the Navy’s public-facing
Web services to a DISA computing center
in conjunction with implementation of
DoD-level information assurance demili-
tarized zones, also called proxy services
and screened subnets. This is to ensure
that the assurance of one system is not
undermined by the vulnerabilities of in-
terconnected systems.

“A plan of action and milestones
(POA&M) for purging enterprise service
capabilities from networks that have at-
tained initial approval as excepted net-
works will be executed this year,” Bussey
said.

“I'd especially like to recognize Naval
Facilities Engineering Command and the
Naval Education and Training Command
for timely completion of their POA&Ms,
and we are looking forward to helping
them execute them to meet all require-
ments for final approval.”

The CARS area of responsibility is glob-
al, so CARS has been working hand-in-
hand with the ONE-NET program to facili-
tate enforcement of that network as the
Navy’s designated enterprise overseas
network. This includes coordination of
asset and network discovery for overseas
networks not presently in ONE-NET and
developing engineering plans for them
to migrate to ONE-NET.

Supporting Governance

“Another area we are supporting is the
emerging governance and architecture
plans to enforce a consistent approach
for network service types to support the
Maritime Headquarters with Maritime
Operations Centers,” Castillo said.

“Additionally, common themes among
the approved excepted networks will be
used to ensure full awareness of the po-
tential scope of services required to be
provided under the Navy’s Next Genera-
tion Enterprise Network,” he continued.

“Overall, CARS is on schedule,” Miller
explained. “We have a much better un-
derstanding of the detailed scope of
networks, applications and systems that
will be needed to transition to NGEN, and
we are ahead of the game on network
terminations.

“We've made great progress with re-
ducing workload for completing secu-
rity efforts begun under Cyber Condition
Zebra with metropolitan area network
purifications and security. However, we
have not made as much progress as I'd
like in a few areas, including establishing
Navywide processes and tools for IT asset
management,” Miller continued.

“Our focus remains on finding a bal-
ance between improving security and
delivering cost-effective enterprise so-
lutions, but the new normal for security
posture, demanded by Joint Task Force-

Aggressive diterts, with the
{llects systanms commanecss
parsennel ane Eeining
commeancss rclifess highar
commandsiandfall
offar mejer Newy commeancls,
prograss in ettaining the
@i eff Newval Oparafions’
geals for CARS to redues

the number of Nevy legagy

Global Network Operations (JTF-GNO),
has driven us to implement a few course
corrections to respond to a very dynamic
network operations and defense environ-
ment across the DoD,” Miller said.

He added that, “Active collaboration,
with NMCI, ONE-NET and NGEN programs
and all the Navy’s Echelon s, is allowing
us to concentrate efforts to meet real-
time operational demands to improve
our security posture through deploying
technologies, such as Host Based Secu-
rity System and data at rest, while also
making real progress to set the stage for
NGEN/NNE through initial deployments
of IT asset management and Data and Ap-
plication Hosting Centers.”

Miller credited CARS mission partners
for the current level of success achieved.

“Together, we will accomplish the
CNO'’s goals, improve [the] Navywide se-
curity posture, [and] identify and lever-
age efficiencies,” Miller concluded.

“We will transform Navy IT from a feder-
ated to a mature enterprise where sound
investments in IT deliver definitive war-
fighting and business value.” CHIPS

George Bieber is the editor of InfoDomain, the
professional magazine of Naval Network Warfare
Command. This article was reprinted courtesy of
NETWARCOM and edited from the original article
published in the Winter 2008-2009 edition of Info
Domain.
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Trident Warrior 2009 Completes Spiral 1 Experimentation

Improving maritime technologies for better security and communications

By Trident Warrior / OLC2 Public Affairs

More than 60 U.S. and coalition person-
nel participated in the first of a series of
experiments at the Navy’s newly inaugu-
rated Maritime Operations Center-Exper-
imental (MOGC-X) facility on the Norfolk
Naval Station, Feb 2-5, 2009. The event
was the first of three parts, or Spirals, in
the Trident Warrior 2009 / Operational
Level Command and Control (TWQ09 /
OLC2) experiment involving critical oper-
ational level processes and maritime tech-
nologies within maritime headquarters.

The theme of TW09 / OLC2 is building
maritime partnerships for regional sta-
bility, and the primary goal is to improve
maritime security between U.S. and mul-
tinational partners.

“TWO09 / OLC2 is a great opportunity to
bring everyone together in a controlled
environment to explore experimental
concepts and technologies compat-
ible with warfighter needs,” said Capt.
Carl Conti, director of Naval Network
Warfare Command’s Innovation and
Experimentation.

“TW09 / OLC2 will leverage the capa-
bilities of a global maritime partnership
along with the processes, procedures and
emerging tools to reduce uncertainty and
speed decision-making,” said Capt. San-
ford “Sandy” Lansing, director for experi-
mentation, Navy Warfare Development
Command. “This will improve maritime
security among all the partners.”

Spiral One focused on the intelligence
preparation of the operational environ-
ment. Participants received an initial
comprehensive scene-setter briefing with
daily intelligence updates based on the
current real-world political, military and
economic situation throughout the Atlan-
tic, including the Caribbean, North Atlan-
tic, West Africa and Gulf of Guinea, where
U.S. and coalition participants currently
operate.

The scenario presented problems to
challenge warfighters in the areas of mar-
itime situational awareness, information
operations, seabasing and logistics, and
MOGC-to-MOC collaboration requirements
and processes.

The coalition MOC participants includ-
ed Canada, Finland, France, Portugal and
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the United Kingdom (MOC and NATO
Maritime Command Component) and
U.S. participants from 2nd Fleet, 4th Fleet,
the U.S. Coast Guard and the Office of
Naval Intelligence.

“This year's experiment included evalu-
ation of operational processes and pro-
cedures along with technical solutions to
provide feedback to the fleets,” said Capt.
Steve Snyder, MOC project team director.

“We continue to look at fleet require-
ments and solutions involving stan-
dardization, examining hybrid warfare,
irreqular warfare and technologies that
will benefit U.S. MOCs, as well as partner
nation MOCs,” he added. “Aligning with
partners and allies is essential in creating
globally networked MOCs.”

U.S. Navy Cmdr. Patti Enright, 2nd
Fleet team lead for developing
intelligence preparation for the
operational environment, confers
with Royal Navy Cmdr. Andy Elvin,
MOC-to-MOC Coalition, and Royal
Australian Navy Cmdr. Michael

C. Doherty, working maritime
situational awareness. Elvin and
Doherty, foreign exchange officers
assigned to Navy Warfare Develop-
ment Command, participated in
the Spiral One experiment. Photo
by Mass Communication Specialist
2nd Class Kristopher Wilson.

This experiment was enhanced through
the utilization of MOC-X, a state-of-the-
art, scalable, flexible and highly adapt-
able multi-mission venue.

This Navy asset, which achieved ini-
tial operational capability in September
2008, is used for operational-level com-
mand and control experimentation for
the Navy, multinational, interagency,
nongovernmental and other governmen-
tal agency partners in either a linked or
isolated environment.

MOG-X enables the Navy to validate
concepts of operations and operational
level capability solutions with the ability
to address immediate challenges without
impacting operational MOCs, emerging
missions and/or networks, including pro-
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cedures, network capabilities and tactical
communications.

“During Spiral One, we used a seabas-
ing scenario to conduct initial planning
for forward deployed operations at sea
and the logistic support necessary for sus-
tained operations. In subsequent phases,
we will bring in allied plans and capabili-
ties for mutual support,” said Capt. Dorian
Jones, operational agent for the Spiral
One experiment. The experiment sce-
nario made use of real-world situations
with minor modifications to stimulate the
interactions we needed to explore.”

Coalition partners also had specific
objectives for participation in the experi-
ment. Several, including the United King-
dom and Portugal, are looking to improve
current collaboration and information
sharing in the operational environment.

Finland is using the experiment pro-
cess as a means to evaluate MOC-to-MOC
standard operating procedures. France
also participated in the planning process

and identified several keys for collabora-
tion to deter drug trafficking, weapons
smuggling and terrorist threats.

TWO09 / OLC2 is a series of experiments
designed to examine technologies and
refine, develop, test and explore capa-
bilities to close gaps in the MOC-to-MOC
core operational level of command and
control.

TW 09 is directed by NETWARCOM and
sponsored by Commander, Second Fleet.
The Navy Warfare Development Com-
mand is supporting the series of OLC2
experiments.  CHIPS

For more information contact NETWARCOM public
affairs at (757) 417-6706.
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Italian Navy Admiral Luciano Zappata

North Atlantic Treaty Organization

Deputy Supreme Allied Commander Transformation

Adm. Luciano Zappata graduated from Italy’s Naval Academy in Livorno, Italy, and was commissioned an

ensign in May 1970. The admiral’s naval experience is extensive, having served on submarines, destroyers,

frigates, and in weapons, combat systems, staff and operational positions.

From 1987 to 1988, he served as commanding officer of the frigate Espero, participating in escort opera-

tions to Italian merchant shipping in the Persian Gulf.

From 1992 to 1993, he served as commanding officer of the cruiser Vittorio Veneto, participating in Op-

eration Restore Hope in Somalia and NATO and Western European Union operations in the former Yugo-

slavia as flagship of the NATO Commander, Standing Naval Force Mediterranean.

Promoted to rear admiral in December 1996, he held the position of Commander of the Second (Blue
Water) and Third (Amphibious) Naval Divisions, and CTG 621.01 (ltalian Carrier Battlegroup) during Operation Allied Force - Kosovo.

He subsequently held various positions, including assistant head of the Navy Development Department, Chief of Staff of Com-

mander in Chief Naval Fleet and Vice Inspector for Naval Logistics Support.

In January 2005, he was promoted to vice admiral and served first as Navy Chief of Staff Advisor and then as Deputy Chief of Staff

of the Italian Navy. His most recent tour was Advisor to the Chief of Staff of the Italian Defence.

He was promoted to admiral in June 2007 and assumed the position of Deputy Supreme Allied Commander Transformation July

2,2007.

ACT is NATO's leading agent for change; enabling, facilitating and advocating continuous improvement of military capabilities to

enhance the military interoperability, relevance and effectiveness of the NATO alliance. CHIPS met with Adm. Zappata in February

at ACT headquarters in Norfolk, Va., to discuss some of ACT's initiatives and challenges.

CHIPS: What key projects has Allied Command Transformation un-
dertaken recently that may impact maritime security?

Adm. Zappata: In NATO, we have launched in the last year a
project called Multiple Futures. We expect this project will sup-
port NATO as it begins discussions on what could be the Alli-
ance’s next future strategic concept. The existing future con-
cept we have from NATO is a bit old — from 1999. The world has
changed and will continue to change. NATO is now involved in
operations in Afghanistan. There are many new situations that
must be considered.

We were excited at the idea of starting this Multiple Futures
Project to understand and to raise the caliber of discussion
about the possible future security environment inside NATO and
to provide a sound basis for more such discussions at the politi-
cal and military levels.

This project will influence security discussions and further
work within the Alliance and possibly those nations outside of
the Alliance. Our aim is to try to influence the definition of the
future military challenges — this is how we will be shaping new
ideas in NATO. In the Multiple Futures Project, we have identi-
fied many drivers of change, from the growth of populations to
scarcity of resources and climate change.

For example, if you look at the existing work from the High
North (Seminar on Security Prospects in the High North) dis-
cussions going on in Iceland, northern countries, like Russia,
Denmark, Canada, the United States and all the surrounding
countries, we are discovering new innovations because new op-

portunities, like new sea routes and the possibility of exploiting
the bottom of the seas’ resources, are opening up.

One of the results we see from this Multiple Futures Project
is the importance of the maritime dimension to NATO. Both of
NATO's strategic commanders, General James Mattis and Gen-
eral John Craddock, have underscored the importance of the
maritime dimension and are working with the nations at the
NATO headquarters to agree on a sound way ahead to define a
Maritime Strategy and a Maritime Security Operations concept.
So far the reactions from the nations are very positive.

CHIPS: What is the focus of NATO'’s new maritime strategy?

Adm. Zappata: We cannot understand with perfect clarity what
the future will hold, but two ideas are important. The first is
flexibility. Freedom of the seas when operating in international
waters allows you to position your fleets wherever you want at
relatively short notice.

You can be present in areas of the world far from your home-
ports with significant military, political, diplomatic effects. You
can cause other nations to be aware of your presence — or not
— if you don't want to. You can also establish a limited foot-
print ashore when needed. That's flexibility. As an example, let’s
talk about missile defense. You have states with the potential
to threaten our countries with missiles. Seas provide freedom
of movement for ships and naval platforms, which can operate
over the horizon. No one knows that you are there, and you can
sail a task force ready to react and be well-prepared.
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The Multiple Futures Project team has built an Intellectual Framework that identifies relevant
Drivers of change that includes several plausible Futures. The team has been successful using the
framework to focus thinking and improve understanding of how the world may change. From this un-
derstanding, we are better able to deduce the strategic-military implications. These implications will
be used to develop the best possible military advice for the Alliance and better inform the defense
planning processes.

The title of the MFP refers to the future in general, not in military or security terms in particular.
The MFP is committed to providing the best possible military advice. But providing advice on military
and security matters in the long-term perspective necessitates analyzing the future in broad terms,
including the natural, political and social dimensions.

These dimensions combine to shape the various multiple futures the Alliance might face. Each of
these futures contains a varied set of security and military challenges from which the team will ana-
lyze future security challenges within a broad perspective, using well-known and well-established
academic, private sector and military methodologies.

The MFP aims to create the basis for a strategic dialogue within the Alliance — about future chal-
lenges, their relative nature and gravity, and how the Alliance should respond to these challenges.
The intent with the MFP is not to predict the future of the Alliance; rather the intent is to create a

Deputy Supreme Allied Commander Transformation Italian
Navy Adm. Luciano Zappata with Executive Assistant Italian
Navy Capt. Paolo Pezzutti at ACT headquarters in Norfolk, Va.

basis for strategic dialogue.

The second idea is inclusiveness. NATO has discovered the
importance of taking a comprehensive approach toward all the
other actors at sea. We cannot ignore shipping companies; the
International Maritime Organization; nongovernment organiza-
tions; and the United Nations.

There are many different non-NATO nations to take into ac-
count that are sending their ships to protect their own vessels
from piracy. NATO should be more inclusive. We should be able
to work with the other actors to find solutions for the future, es-
pecially when we share the same challenges and consider the
complex international legal framework.

For me, flexibility and inclusiveness are key ideas behind a
new maritime strategy.

CHIPS: How does this play into NATO's role with other world organi-
zations such as the UN and European Union?

Adm. Zappata: The United Nations and the European Union are
two different organizations. Given the financial problems we are
facing and given the globalized world, it is my professional view
that if European Union nations want to remain relevant in the
future, they must work together. The contributions by individual
European Union nations to NATO are significant.

My idea, however, is that the European Union could increase
its role and influence within NATO if there were more unity and
cooperation among nations. There are many ongoing initiatives
in this respect, but there is a long way to go.

The United Nations is a very inclusive organization. That is why
it is important for NATO to increase the relationships with the
United Nations. | believe we can provide the United Nations with
great support.

One of the characteristics of NATO is that NATO is the only ex-
isting alliance with a military structure that includes a standing
command and control organization. This could be valuable to
the United Nations for many reasons, starting for example, with
situations where we might provide aid to a disaster or other hu-
manitarian crisis.

This builds trust and confidence in the UN and NATO, while at
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the same time providing, in some situations, the command and
control tools that the UN needs to be effective. It is difficult to
do this because there are usually many sensitive political points
that may be hard to overcome, but it is a field of opportunity
that we have to exploit in the operational community.

“One of the characteristics of NATO is that NATO is the only

existing alliance with a military structure that includes a

standing command and control organization.”

Italian Navy Adm. Luciano Zappata

CHIPS: How has cyber operations challenged NATO'’s approach to
maritime strategy? Is it something you recognize within NATO?

Adm. Zappata: The answer, of course, is yes. Cyber needs to be
defined because it is a completely new dimension. Because | am
a sailor, | think the characteristics of this dimension are like an
ocean. The waves are electromagnetic waves in electromagnet-
ic space. Information technology has given us ‘cyber’ ships and
vessels — a way to use this electromagnetic space — media,
radio and TV.

Cyberspace has some very important characteristics. First of
all, you move at the speed of light. There is no relevance of space
or physical dimensions. You can talk to whoever you want with
a simple click or using a cell phone. Distance as a dimension is
irrelevant.

The flow of data or amount of data depends only on band-
width or the dimension of the cyber ship. Cyberspace provides
both opportunity and risk for both bad and good guys.

Whenever you sail in this cyber ocean, you can find criminals,
pirates and opponents. In cyberspace, the power of nations
doesn’t matter. You can be the most powerful nation in the world,
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and you can be threatened by a few well-prepared hackers. Our
enemies are able to exploit weaknesses in this critical field. This
is particularly important for the Western countries and for NATO
because we rely heavily on information technology. What if our
adversaries were able to disrupt this flow of information or break
into classified systems?

Of course, we have specific ways of protecting our networks
and communications, but it is a continuous challenge. The more
we want to use cyberspace to exploit all these opportunities,
the more we are at risk of being attacked by others.

Cyberspace is another dimension that the Multiple Futures
Project addresses as critically important for its security and mili-
tary implications. NATO will have to take into account this view.

CHIPS: Can you talk about some other top initiatives for NATO?

Adm. Zappata: Setting aside NATO's operations, such as the In-
ternational Security Assistance Force in Afghanistan for a mo-
ment, | find one of NATO’s most future looking actions to be the
NATO Training Cooperation Initiative. It was established as a way
of sharing allied training expertise with Mediterranean Dialogue
(MD) and Istanbul Cooperation Initiative (ICl) partners from the
broader Middle East.

To this end, NATO intends to build an expanding network of
NATO training activities that will modernize defense structures
and train security forces. This initiative is part of the Alliance's
continuing transformation of its capabilities and relationships in
response to an evermore complex security environment.

| have made many trips to MD/ICI countries, in order to de-
scribe to them who we are, what we do, and to exchange our
views with them. | have always found these countries very open
to improve the reciprocal understanding of culture.

These nations are willing to increase the dialogue and the re-
lationship with NATO, which is essential to build trust and con-
tribute effectively to improve the stability of the area. This initia-
tive from NATO is very important and should be taken up further
by the Alliance.

In many situations, like piracy and other maritime issues, we
can be inclusive and ask other nations to join us and defend the
freedom of the seas, which is in the interest of everybody. The
contribution of these countries is vital to be successful.

CHIPS: How is technology used to share information between coun-
tries during operations or training exercises?

Adm. Zappata: The exchange of information is the basis of in-
teroperability. Interoperability is a key word because NATO is an
organization composed of nations that have different tools and
different systems.

Nations want to be free to make the choices they want, and
autonomous in deciding what systems or equipment to buy. In-
teroperability is based on defining and agreeing on a common
set of standards or rules and ways of delivering these common
services.

It is a continuous circle, in technology and in the real world,
things develop day-by-day in communication systems. Interop-
erability is not something you can buy on the market; it is a pro-
cess — a continuous effort.

The foundation of interoperability is the will of the nations to

NATO Training Cooperation Initiative

NATO Training Cooperation Initiative is a way of sharing allied training expertise
with Mediterranean Dialogue (MD) and Istanbul Cooperation Initiative (ICI) partners
from the broader Middle East. To this end, NATO intends to build an expanding
network of NATO training activities that will modernize defense structures and train
security forces through an evolutionary and phased approach.

This initiative is part of the Alliance’s continuing transformation of its capabilities
and relationships in response to an evermore complex security environment. Today,
NATO is engaged in operations and missions across three continents ranging from
crisis response operations to training missions and disaster and humanitarian relief
operations.

In addition, the alliance maintains partnerships, dialogue and cooperation at
varying levels of intensity with close to 40 countries, making the family of allies and
partners a group that comprises one-third of United Nations member states. NATO
is pursuing ever-closer cooperation with other international and nongovernmental

organizations, both at the strategic level and in theater.

be interoperable. There is an organizational aspect of how to
achieve and maintain this interoperability. We agree as NATO na-
tions to exchange and share information. That is one of the basic
goals. This is where we still have a lot to improve.

While the command and control organization may be a NATO
task force, and the commanding officer may be from NATO, it is
the NATO nations which provide the forces on the field. Trans-
formation happens in the nations. The nations buy the systems,
and they educate and train their soldiers. This is one of the im-
portant goals of ACT: to be able to address the nations and give
them proper advice.

When | came here, | heard that ACT was the forcing agent for
transformation. | did not like the term ‘forcing agent’ from the
beginning because to force you must have authority, you must
have tools and a way of enforcing. This cannot work in NATO.

At ACT, we now consider ourselves to be the leading agent for
transformation. Leading means having ability [and] good ideas,
indicating to nations the way they should move ahead. We can
help nations prepare their armed forces for the future while
keeping this great value of interoperability.

We have achieved good results with interoperability — espe-
cially in our navies. | say that from a personal point of view be-
cause of my experiences at sea. We still have to work to improve,
especially with the armies, because in the Cold War armies were
not expeditionary in nature. This is new for NATO.

In this relationship between the United States and NATO, you
are a country well ahead of some European nations in many
technological fields, sometimes far more than we conceive.

We need to avoid the risk of the United States going very
strongly in some direction with European nations struggling
behind. The link here in Norfolk, Va., between U.S. Joint Forces
Command and ACT, is valuable for both NATO and the United
States. That is why | think that the presence of a NATO command
on U.S. soil is important. It says that NATO is more than Europe;
itis also the United States and Canada, and we are all together.

It is important to be aware of this because in today’s security
environment challenges are more globalized, coming from ev-
erywhere and affecting all our citizens wherever they are.  CHIPS

For more information about NATO Allied Command Transformation, go to www.
act.nato.int/.
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Department of the Navy Launches
Strategic Sourcing for [T Equipment

Millions Targeted for Savings on Client and Enterprise Computing

By Floyd Groce and Roger Yee

In this ever-tightening budget
environment, the Department of
the Navy (DON) has undertaken a
strategic sourcing pilot initiative to
achieve cost savings and acquisi-
tion process improvements.

In 2008, the Assistant Secretary
of the Navy for Research, Develop-
ment and Acquisition (ASN RDA)
and the DON Chief Information
Officer jointly chartered the DON
IT Equipment Commodity Team to
achieve the following goals:

v Reduce total life-cycle costs;

v/ Reduce time from requirement identification to delivery;

v/ Maximize usage of small business capabilities;

v Improve the ability to manage IT assets;

v Increase strategic vendor and IT management;

v Structure compliance into the acquisition process; and

v/ Create a technical foundation for future Naval net-centric operations.

Roger Yee, the Navy'’s lead for strategic sourcing efforts from
ASN RDA, summarized the intended benefits: “Through the
DON strategic sourcing initiative, we will not only reduce costs
for the department’s non-Navy Marine Corps Intranet (NMCI) IT
equipment, but will improve our operational efficiency and sup-
ply management.”

Disciplined Process

To achieve these goals, the team adopted a disciplined and
repeatable process (shown in Figure 1) to guide their efforts and
align stakeholders’ expectations.

“This strategic sourcing process has been proven in numer-
ous projects in the government and commercial sectors yield-
ing significant savings in the acquisition and management of
goods and services,” said Lido Ramadan from Censeo Consult-
ing Group, a leader in the execution of strategic sourcing in the
federal government. “This approach can be applied to many
goods or services procured throughout the DON.”

As a result of an initial opportunity
assessment, non-NMCI IT equipment
was identified as the most immediate
opportunity to address. This included
desktops, laptops, servers, and associ-
ated software and peripherals.

Through spend analyses performed
in Phase 1 (Profile Commodity), it was
revealed that the DON spends more
than $500 million on non-NMCl equip-
ment annually. The team learned
there were thousands of contracts and
a lack of consistent buying guidelines
resulting in a variety of equipment
configurations, imposing avoidable
support and maintenance costs.

With no DON-wide established contracts, along with the dis-
advantages associated with decentralized and disaggregated
buying and funding, the DON'’s potential negotiating leverage
has been greatly reduced.

The Solution

Upon completion of Phase 3 (Develop Commodity Strategy)
of the strategic sourcing process, the team developed three
vital and integrated strategy recommendations to improve the
acquisition of non-NMCI IT equipment. Figure 2 illustrates the
three phases of the solution set.

Standards — At the foundation of the strategy is the establish-
ment of DON-wide hardware configuration and buying stan-
dards. As part of the stand-up of a Center of Excellence, repre-
sentatives from various DON networks are analyzing existing
configurations and developing DON-wide hardware standards.
Standard configurations will help create a technical platform for
net-centric warfare, enable better security and information ex-
change, and reduce total maintenance time and cost.

Contracts — To enable centralized, consolidated purchasing, the
DON CIO and ASN RDA joint policy will designate use across the
Department of the Navy for the Army’s Computer Hardware En-

Figure 1.

16 CHIPS www.chips.navy.mil

Dedicated to Sharing Information - Technology - Experience


http://www.chips.navy.mil

Figure 2. The solution shown in three phases.

terprise Software Solution (CHESS) and the Air Force's IT Com-
modity Council (ITCC) contracts.

A Memorandum of Understanding is envisioned to formal-
ize the relationship and ensure the availability of DON-specific
equipment. For technical requirements that cannot be met
through these vehicles, the team will establish new “supple-
mentary” contract(s), which will be open for use across the en-
tire DoD.

Process — To effectively manage the DON-approved buying ve-
hicles, an organization will be designated to manage DON use of
the Army CHESS and Air Force ITCC contracts and relationships
with these program offices. To consolidate future purchases, a
DON-specific process is being developed to aggregate DON IT
equipment requirements and funding. Strategic sourcing ini-
tiatives often find significant savings from improving how pur-
chases are managed, not only by reducing the negotiated price
of a commodity.

Communications

As with any department-wide initiative, communications will
be essential for adoption throughout the DON. A formal com-
munications plan will identify DON stakeholders and the best
methods of communications and delivery. The team will lever-
age the Enterprise Software Initiative’s (ESI) communications
avenues and coordinate future communication efforts through
their established channels. DON CIO’s application of Lean Six
Sigma to ESI will also be leveraged to benefit from DON and
DoD-wide enterprise license agreements.

“The DON CIO’s Enterprise Software Licensing Lean Six Sigma
Project Team has similar findings as the DON IT Equipment
Commodity Team,” said Floyd Groce, DON CIO team lead for
Enterprise IM/IT Planning and co-chair of the DoD Enterprise
Software Initiative Working Group. “Both of these projects will
benefit as we establish our common DON enterprise processes.”

Return on Investment

Considerable savings are expected from the efforts of the
DON IT Equipment Commodity Team. This cost avoidance is
largely driven by the use of appropriate acquisition vehicles,
consolidated purchasing leverage and improved configuration
management. CHIPS

DON Enterprise Data at Rest
Solution for all non-NMCI
Assets is Awarded

The Department of the Navy enterprise solution for protec-
tion of sensitive Data at Rest (DAR) on non-Navy Marine Corps
Intranet (NMCI) assets is now available. Implementation of
this solution enables compliance with Defense Department
and DON requirements associated with protection of person-
ally identifiable information (PIl) and other types of sensitive
DAR on mobile computing devices and portable storage
media.

Navy and Marine Corps organizations that need this
software should coordinate their requirements through the
chain of command to the Deputy Chief of Naval Operations
for Communication Networks (N6 ) and Headquarters Marine
Corps (C4) points of contact identified in DON CIO message
DTG 312021Z JAN 20009.

On Jan. 23, 2009, the DON awarded MTM Technologies a
blanket purchase agreement for purchase of the DON Mobile
Armor software bundle. Implementation of this solution
enables compliance with DoD and DON DAR protection
requirements outlined in Joint Task Force-Global Network
Operations Communication Tasking Order 08-009 and DON
ClO message DTG 091256Z OCT 07.

All purchases of the DON enterprise DAR solution must be
executed through the enterprise agreement, which can be
found on the DON IT Umbrella Program’s Web site at www.
it-umbrella.navy.mil.

Procurement of other DAR protection solutions is prohib-
ited. Organizations that previously acquired or implemented
other DAR encryption solutions shall migrate to the DON
enterprise solution prior to license renewal.

NMCI successfully piloted its GuardianEdge DAR protection
solution in fall 2008 and will be deploying it to all NMCl work-
stations between March and September 2009.  CHIPS

For further information, training and deployment sched-
ules, NMCI users may visit https://www.homeport.navy.mil/

management/data-at-rest.
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Vice Adm. H. Denby Starling I

Commander, Naval Network Warfare Command

Vice Admiral H. Denby Starling Il assumed command of Naval Network Warfare Command June 15,

2007. He is responsible for operating, maintaining and defending Navy networks, and conducting infor-

mation operations, space and fleet intelligence operations.

Overseeing a global force of more than 14,000, he is also the functional Component Commander to U.S.

Strategic Command for space, information operations and network operations.

CHIPS spoke with Vice Adm. Starling, with other members of the media, after he participated in a panel

discussion about cyber security challenges at a major defense conference in San Diego in February.

Q:In the panel, you spoke about the need for network visibility. | thought
the Cyber Asset Reduction and Security and Consolidated Afloat Net-
works and Enterprise Services projects were addressing the other net-
works that are not part of the Navy Marine Corps Intranet. What is not
visible in the Navy network enterprise?

Vice Adm. Starling: We eventually would like to see as many of the
Navy’s ships and other networks as possible riding on a single en-
terprise network. | suspect that we will always have a requirement
for some number of networks that are not part of our enterprise
system but are protected behind a firewall, for example, research
and development networks. Today, the educational networks exist
as ‘excepted’ networks because they have requirements that are, in
many cases, fundamentally non-military functions.

Our supply corps will always need to interface with the banking
system so their automated teller machines will work. Our hospital
networks will always need to electronically interface with other
health systems so that healthcare for those in the Navy is seamless.

We contracted with EDS to provide us network services for NMCI.
But as the commander at NETWARCOM, | do not have the ability in
real time to look into the NMCI network to evaluate its health and
whether or not somebody is attacking the network. As we move
into the Next Generation Enterprise Network, NGEN will move us
from a completely outsourced network to one that the Navy has the
ability to exercise a greater level of command and control over and
more visibility into.

The percentage of the Navy’s networks that are in NMCI today is
somewhere near 55 percent. There are large portions of the Navy's
networks that are still outside of NMCl, all of our at-sea networks, for
example. The Bureau of Medicine and Surgery is outside of NMCI.

CARS has done tremendous work in reducing the number of leg-
acy networks that are out there. The number has gone from 1,200,
and we are now in the mid-400s range and hope to get down to
200. As you mature that enterprise network and turn it into a gov-
ernment-controlled network, we'll want to have the tools in place
that will give the commander the ability to physically look into the
network.

Q: You mentioned Navy excepted networks, aren’t they operating under
the same Navy security standards?

Vice Adm. Starling: They do, for example, if Company X provides the
media for a software tool and they patch it, and they shove out a
patch to us across the Navy, we would hand it to NMCl and tell NMCI
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Vice Adm. H. Denby Starling Il

to push it across all the networks and tell us when they are done.

Then we would pass the patch to all the other guys that own net-
works, and tell them to put it on their network, and tell us when
they are done. They would all report to us when they were done
and | would think life is good, but | don't have a way to go in and see
if it is really done, | have to depend on what they told me.

We have [network defense and information assurance] systems
in the Navy called the Online Compliance Reporting System (OCRS)
and the Joint Task Force-Global Network Operations [to protect
the Global Information Grid], all the services use these. | then have
to go after all the other Navy networks and all the other Echelon
Il chief information officers and say, do this, and tell me when you
have done it.

With NMCI, | only have to tell one ‘person,’ so | can immediately
get the patch out to 55 percent of the Navy’s networks. On all the
others, | have to wait for them to do it, and tell me they did it. [But]
| don't have any way to verify that.

We are deploying Host Based Security System (HBSS) across the
Navy. One of the things the HBSS will be able to do for us is to base-
line the condition of all the computers in the Navy. As we get this
capability fully deployed, it will give us the ability to automate and
roll this information up. Then | don't have to depend on somebody
telling me that they did it, [instead] all the machines on one layer
of the network tell the next layer, tell the next layer, tell the next
layer... It all happens automatically.

The bad guys can move quickly. We don't want to have to figure
out during the log review, or some other administrative action, that
something went wrong. We would like to have better systems to
tell us in real time.

Q: Can Navy networks use cloud computing?

Vice Adm. Starling: This is a whole new area for us. From a techni-
cal point of view, | am not sure | could give you a well-informed
answer right now, but we do have our technical staff looking into
it. If you talk to commercial vendors, they have many of the same
challenges, like Verizon and AT&T. They operate big networks, and
they have real security concerns. Those guys only have to defend
the perimeter of where you enter their network.

If | am a customer of Cox Communications at home, and | do a
crummy job of keeping my computer patched, | am probably only
going to hurt myself. Cox will keep me from doing something stu-
pid that will infect their whole network. In the Navy, | have to care
about everybody’s computer. If we have a problem, it goes all the
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“What we need to understand when we see events like those in Estonia

and Georgia is that this is a precursor to the next kinetic fight — or

perhaps in place of it. In fact, CNO has stated that the next battle will be in

cyberspace and it has already begun. Our President recognizes this and is

taking steps to strengthen our national cyber infrastructure.”

- Vice Adm. H. Denby Starling Il

NETWARCOM Commander Vice Adm. H. Denby Starling Il speaking at a panel discussion about the

challenges of cyber security at West 2009, cosponsored by AFCEA International and the U.S. Naval

Institute in February in San Diego. Photo courtesy of AFCEA International.

the way out to the tactical edge; that makes our world unique.

Evenif today | restructured the whole Navy [to take advantage of
new technology], | would have to keep the network operating and
find the resources to do that. | would have to explain to my leader-
ship why that was important, and what the return on that invest-
ment would be. It couldn’t be just a performance improvement.
It has to be a security improvement. It also has to be a business
process improvement.

Q: With NGEN how will you balance accessibility with security?

Vice Adm. Starling: | am security conscious. My job is to guard the
gate. Given options, | will normally tend toward the option that is
more secure. There are a lot of young people in the Navy who grew
up carrying multiple electronic devices. Young Sailors coming into
the military today want access. We have to balance that with our
requirements for information and network security.

When we first formed our unclassified networks in DoD, these la-
bor-saving devices became great tools with tremendous amounts
of capability. Today, we could not live without our unclassified net-
works. But the unclassified networks are connected directly to the
Internet with all the inherent risk.

We have to continue to develop the technology that will allow
us to operate in cyberspace where everybody else is and do so in
an intelligent fashion so that we can provide an acceptable level of
security for the government’s unclassified networks.

We have workforce training challenges that any big company
has. How do | train the Sailor that just came into the service and
is used to clicking whatever he wants to on his home computer
or connecting to a P2P (peer-to-peer) server that there are some
things you can't do any more?

We do well with that but considering that we have about 700,000
users, if even a small percentage of those don’t want to follow the
rules you have an opportunity for significant vulnerability. We have
to continually address that problem.

We want to be good; we want to be leading edge. Perfect can
be the enemy of good enough. We have to ask ourselves what are
those essential military functions we want to be able to do. Then
we need to buy the technology that will enable us to do them and
make sure that those are assured and completely reliable.

The other part of it is that the attack methods change all the
time. We have gone from hackers that wanted to take control of
your box to the smart guy that doesn’t want you to know he was

there. We have gone from an era where most of the attacks were
phishing to where we see more compromised Web sites and chal-
lenges on the Web.

Q:Is NETWARCOM planning mandatory security training for the Navy?

Vice Adm. Starling: We just had a Navywide security focus day to
raise the awareness of computer network security for everybody
across the Navy. The Chief of Naval Operations directed all Navy
activities to conduct a network security training and awareness
day no later than Feb. 28. He mandated the training in response to
recent security incidents on Navy computer networks.

All Navy commands were given a list of specific training areas
and topics, from safe home computing, to phishing, to policy while
they are operating Navy computers. NETWARCOM's network secu-
rity training was Feb. 23 at Naval Amphibious Base Little Creek's
theater.

This was not just a one-time initiative. Increased network secu-
rity must become ingrained in our daily activity on the Navy net-
work. We are trying to tackle a cultural issue.

We often say that the network is a weapons system. In reality, not
everybody in the Navy gets to operate a weapons system every
single day. While | think that folks who operate at the tactical edge
understand this, does the staff officer or the Sailor who works in a
staff position? He sees his computer as an e-mail machine or the
machine that he does spreadsheet work on, but does he under-
stand that every time he sits down and logs on to that computer,
he steps into the exact same battlespace that the bad guys of the
world operate in?

| look at computer security the same as force protection, and
there is a certain level of awareness that you have to maintain for
force protection all the time. After 9/11, everyone's awareness was
high. The further away you get from a big event, the level of con-
cern tends to drop off. Once in a while, we need to make it an orga-
nizational focus to remind people why this is important.

That is what we wanted to do, remind everybody in the Navy
why this is important. All you have to do is open the paper to un-
derstand why. It is important to make folks recognize [that] as
members of DoD our folks are a target, and they have responsibil-
ity to operate their computer in a responsible fashion.

Q: It was reported in the news that embedded chips in card readers
that were manufactured overseas were programmed to divert money
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from bank accounts. How does outsourcing IT affect our national
systems?

Vice Adm. Starling: It is not a surprise to anyone that stuff is
being preloaded in commercial software. It is something we
have to be aware of. We have committed ourselves across DoD
to commercial off-the-shelf solutions; we are going to buy our
computers from commercial vendors. The cost to do otherwise
would be prohibitive. It is something you have to walk into with
your eyes wide open, and it is something you shouldn’t kid your-
self about.

Since | am probably not going to disassemble and inspect
every machine that | ever get and probably wouldn't be clever
enough to find everything that might be there even if | did, it
becomes all the more important that we continue to develop
the tools to help us understand the network’s health. Then we
can detect anomalous activity on the network and understand
what that means as opposed to chasing down everything that
is in the box.

Q: Do these concerns that we discussed make conducting electronic
warfare and information operations difficult?

Vice Adm. Starling: The ability to do computer network opera-
tions: computer network attack, exploit and defend, is depen-
dent on the ability to understand your own network to a very
high degree, as well as understanding an adversary’s network.

While | provide trained folks who can do the exploit and at-
tack mission, it is not a function that inherently resides within
my organization. We have national level organizations that have
that responsibility.

We certainly want to have as much knowledge about the ad-
versary’s network as | am going to have about my own. Some-
body made a good comment earlier [in the panel]: You can’t de-
fend what you can’t see. We will get better at this. It is recognized
that we need to do more, but it is a question of what resources
you have available to apply to the problem.

Q: We read about the cyber attacks in Latvia/Estonia and Georgia.
Are we in better shape than they were?

Vice Adm. Starling: Estonia was an interesting example a few
months ago. Estonia, like a lot of countries that have emerged
from dark places, was very highly network leveraged. You can
deploy networks quickly and because of that they were very
vulnerable.

We are certainly dependent on our networks, but | would
argue that our networks are more diverse and more highly dis-
persed. | think that we have more national capability than Estonia
did to understand our adversaries and take appropriate steps.

What we need to understand when we see events like those in
Estonia and Georgia is that this is a precursor to the next kinetic
fight — or perhaps in place of it. In fact, CNO has stated that the
next battle will be in cyberspace, and it has already begun. Our
President recognizes this and is taking steps to strengthen our
national cyber infrastructure. CHIPS

For more information about NETWARCOM, go to www.netwarcom.navy.mil.
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Reduce Pl Loss by Proper Disposal/
Sanitization of Unclass Equipment

By DON CIO Privacy Team

experienced problems relating to turning in excess
information technology and office equipment that
contain personally identifiable information (PII).

Disposed equipment most commonly found to contain PlI
includes: office desks, safes, file cabinets, copiers and comput-
er hard drives. Recent audits by the Department of Defense In-
spector General and the Naval Audit Service confirm that DON
turn-in procedures have not been consistently followed, are
inadequate or out-of-date.

While much of the turn-in process involves the Defense
Reutilization Marketing Offices (DRMO), Navy Marine Corps
Intranet (NMCI) or other DON network owners, the local com-
mand or unit is responsible for information security, physical
security and property accountability for all excess unclassified
equipment awaiting sanitization, shipment to DRMO, or re-
lease to another DoD component or donation activity.

D uring the past year, the Department of the Navy has

The following is a list of lessons learned that should be con-
sidered by local commands or units when preparing equip-
ment for disposal.

U Use DRMS Instruction 4160.14, dated May 12, 2008, which
provides guidance on turn-in of excess equipment to DRMO.
U Remove all drawers in desks and file cabinets to ensure stray
documents are removed.

U Ensure all lockable drawers or cabinets are open for
inspection.

U Refer to Assistant Secretary of Defense (ASD) Memo “Dispo-
sition of Unclassified DoD Computer Hard Drives,” dated June
4,2001, which provides specific instructions on how to dispose
of hard drives in the DoD.

U Use National Security Agency approved sanitization equip-
ment to properly overwrite and degauss excess unclassified
hard drives.

U Ensure copier hard drives have been properly overwritten
and degaussed.

U Develop written policies and procedures to clearly define
local command/unit roles and responsibilities.

U Provide training for all personnel on how to accurately pre-
pare and process excess unclassified IT equipment before for-
warding to DRMO.

U Use the Web-based Electronic Turn-in Document (ETID) sys-
tem for all equipment bound for DRMO.

U Ensure verification labels are placed on all hard drives that
have been degaussed and overwritten.

U Keep accurate destruction and turn-in records for a mini-
mum of five years. CHPS
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The DON CIO has
posters available for
download to display in
your command. Visit our
Web site at
www.doncio.navy.mil
and search on “posters.”

The following is a recently reported compromise of personally identifiable information (PIl) involving the transmission of
an un-encrypted e-mail which contained National Security Personnel System (NSPS) performance ratings of employees
within a Navy region. Incidents such as this will be reported in each subsequent CHIPS magazine to increase Pll awareness.
Names have been changed or removed, but details are factual and based on reports sent to the DON CIO Privacy Office.

Two non-password-protected attachments to an
e-mail were sent to approximately 700 employees.
The attachments were created for each NSPS pay
pool and provided a bar chart of pay pool results
presented as a single Microsoft PowerPoint slide.

A subordinate field activity reported that some
of the employees had access to the underlying
information that was used to build the slides. The
initial investigation showed that, despite com-
mand efforts to prevent disclosure, it was possible
to manipulate the attachments and reveal privacy
sensitive data.

Data included: name; civilian grade; employee
identification number, as assigned by the Defense
Civilian Personnel Data System (DCPDS); salary;
and fiscal year 2008 rating of record for the NSPS
employees at the affected command.

No Social Security numbers or other PIl was
compromised.  CHIPS

Steve Muck is the DON CIO privacy team lead.

HOLD YOUR BREACHES!
STOP THE LOSS OF PII!

Laptop

Lessons Learned

"1 This incident could have been avoided if proper warnings from the NSPS

Program Office about downloading NSPS data to a PowerPoint presenta-

tion had been followed.

"1 While performance rating information does not meet the standard defi-

nition of Pll, the information in this breach is privacy sensitive and must

be treated as such.

"1 Strict controls must be in place so that only those personnel with a need

to know have access to performance rating information.

[1The NSPS Program Office has been advised of the compromise of infor-

mation and will work on a fix to prevent a recurrence.

"1 All electronic or paper copy documents containing Pll must be marked
with the following: FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE: Any
misuse or unauthorized disclosure of this information may result in both

criminal and civil penalties. Refer to: Secretary of the Navy (SECNAV)

Instruction 5211.5E.

1 Official e-mails containing sensitive information must be digitally signed.

Refer to DON CIO message DTG 032009Z OCT 08.

1 E-mails containing 25 or more PIl records must be encrypted using Win-

Zip or another authorized DON enterprise solution. Refer to DON CIO
message DTG 1719527 APR 07.
1 Additional privacy information can be found on the DON CIO’s Web site:

www.doncio.navy.mil.

Marine Corps

Navy

The shredder
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Interview with Rear Admiral John M. Richardson
USJFCOM Strategy and Policy Directorate (J5)

Rear Adm. John M. Richardson is the Director of Strategy and Policy (J5) for U.S. Joint Forces

Command.

In addition to numerous sea tours aboard the attack submarines USS Parche, USS Salt Lake City

and the ballistic missile submarine USS George C. Marshall, the admiral commanded the attack

submarine USS Honolulu and Submarine Development Squadron 12, where the six submarines

assigned to the squadron made seven extended deployments including six deployments in sup-

port of Operation Enduring Freedom.

Ashore, he has served on the staff of the Chief of Naval Operations, Attack Submarine Division,

Rear Adm. John M. Richardson

as Naval Aide to the President of the United States, and as the Prospective Commanding Officer Instructor for the Commander of

Submarine Forces, U.S. Pacific Fleet.

A 1982 graduate of the U.S. Naval Academy, Richardson also holds master’s degrees from MIT and the National War College. He

reported to U.S. Joint Forces Command in November 2007.

In December 2008, U.S. Joint Forces Command released a strategy document that forecasts possible threats and opportunities

that will challenge the joint force in the future. The report, the 2008 Joint Operating Environment, has been in the forefront of dis-

cussion by the media and defense strategists since its release.

JOE 2008 examines trends and disruptions in the geopolitical and military landscape, such as: demographics; globalization; eco-

nomics; energy; food; water; climate change and natural disasters; pandemics; cyber; and space.

These trends form the framework for exploring the following types of scenarios: competition and cooperation among conven-

tional powers; potential challenges and threats; weak and failing states; the threats of unconventional power; proliferation of weap-

ons of mass destruction; technology; the battle of narratives; and urbanization.

JOE 2008 is meant to be read in conjunction with the Capstone Concept for Joint Operations (CCJO), which was signed by Chair-
man of the Joint Chiefs of Staff (CJCS) Navy Adm. Mike Mullen Jan. 22, and developed with assistance by USJFCOM. Representatives
from the Army, Navy, Air Force, Marine Corps and Coast Guard, as well as U.S. Special Operations Command and U.S. Strategic Com-

mand, also assisted in the JOE and CCJO development.

The CCJO describes the chairman'’s vision for how the joint forces circa 2016-2028 will operate in response to a wide variety of

security challenges which are discussed in JOE 2008.

JOE 2008 contributes to USJFCOM'’s central mission to develop a vision for how our military forces will conduct future operations

and tests this vision in the most realistic and challenging ways possible. CHIPS met with Richardson in January to discuss the JOE.

CHIPS: Can you explain what the JOE is?

Rear Adm. Richardson: The nature of the Joint Operating Envi-
ronment is to provide an operational framework to outline the
challenges and opportunities that will face the joint force in the
future. Gen. Jim Mattis, USJFCOM’s commander, points out in
the Foreword that making predictions about the future is always
risky.

The JOE does not propose to be any better than past predic-
tions, but the process is important because if you don't do it,
you're almost guaranteed to be caught by surprise if you haven't
thought your way through the potential challenges.

The Joint Operating Environment document itself may not be
as important as the process of getting senior leadership in na-
tional security to consider and discuss the possibilities — what
are the potential threats and opportunities, and then what are
the signposts along the way as we chart our course into the
future?
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We think it is important to consider not only those things that
will change, but also those things that are going to be endur-
ing, particularly with human nature which has been an enduring
feature. The fundamental nature of war has been enduring since
Thucydides or Sun Tzu wrote thousands of years ago about the
nature of conflict and human behavior. Many of those things
hold true today.

The nature of war will stay the same, but the character of war
will change quite a bit as technology changes and as the enemy
adapts. As the strategic environment changes, that will change
the character of war.

We look at those trends and how they may potentially affect
change on the character of joint force operations, how those
trends may combine to form what we call contexts. The contexts
we see are a little more robust and complex than individual
trends.

Finally, the unique contribution to the Joint Operating Envi-
ronment is that it focuses on the joint force, and the final step
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in the logic is discussing the implications of these trends and
contexts on joint force operations of the future.

CHIPS: What | found so compelling about reading the JOE is that
in the 21st century, there continues to be profound competition for
basic human needs such as food and water. The State Department
and U.S. Agency for International Development could do much to
help poor countries. Is JFCOM engaged in discussion with these
agencies?

Rear Adm. Richardson: The Joint Operating Environment pro-
poses the problem statement. The natural next step is to decide
what you are going to do about it and how the joint force is
going to operate in response to the environment discussed in
the JOE. That response is discussed in the Capstone Concept for
Joint Operations.

The Joint Operating Environment document sets the prob-
lem, and the Capstone Concept for Joint Operations talks about
how the joint force will respond to meet the problems and op-
portunities that the JOE talks about.

Many of the problems posed in the Joint Operating Environ-
ment are going to require solutions that certainly go beyond the
military.

Joint Forces Command is closely involved with other branch-
es of our government, other elements of national power — the
State Department, the Treasury Department, and the Depart-
ment of Agriculture for interagency solutions — extending even
further into a multinational realm, because we are not going to
fight alone; we are not going to face these challenges alone.

[There are] lots of opportunities and Joint Forces Command is
looking at the future towards ways we can bring these partner-
ships together and craft productive solutions.

It may be that in a number of these areas, for instance, in en-
gagement, or reconstruction in response to a crisis, where the
military is not in the lead. We may provide support to another
government agency or multinational coalition that is much bet-
ter suited to take the lead.

CHIPS: Who is the audience that you are targeting — the joint force,
Congress ... Is the JOE intended to convince an audience about the
threats? Would the average citizen benefit from reading it?

Rear Adm. Richardson: Our target audience are the leaders and
professionals in the national security field. Our approach is if
the idea is compelling, it will start the conversation about these
ideas. So we hope to provide a compelling case for discussion
for some of these potential futures. It is just a perspective.

We tried to make it readable; it is unclassified, and it has got-
ten plenty of distribution online. It is on our Web page (www.
jfcom.mil), and anybody can download it.

CHIPS: The JOE discussed how the power of a few individuals, or sin-
gle person, can cause global instability. Do you put a lot of weight
on the power of one individual to do that?

Rear Adm. Richardson: When we talk about the role of the indi-
vidual, we come at it in two different ways. We can talk about
trends and plot those from point to point and draw a nice curve,
but one of the enduring things about the future is that no mat-
ter how hard or how diligently we prepare, we are never going

“... One might also note how much the economic and technological landscapes
outside of the military have changed. Economically, in 1983 globalization was in its
first stages and largely involved trade among the United States, Europe, and Japan.
The tigers of Southeast Asia were emerging, but the rest of the world seemed
caught in inescapable poverty. Just to give one example: In 1983, the daily transfer
of capital among international markets was approximately $20 billion. Today, it is
$1.6 trillion.

“On the technological side, the Internet existed only in the Department of
Defense; its economic and communications possibilities and implications were not
apparent. Cellular phones did not exist. Personal computers were beginning to come
into widespread use, but their reliability was terrible. Microsoft was just emerging
from Bill Gates' garage, while Google existed only in the wilder writings of science
fiction writers. In other words, the revolution in information and communications
technologies, taken for granted today, was largely unimaginable in 1983.

“A revolution had begun, but its implications remained uncertain and unclear.
Other advances in science since 1983, such as the completion of the human
genome project, nano technologies and robotics, also seemed the provenance of

writers of science fiction.”

— Extracts from the Joint Operating Environment 2008

to be able to eliminate surprise from our future. We will be
surprised.

We have to design a force built to sustain surprise, so we will
have the fewest regrets when that surprise comes — not if it
comes. In terms of the features of the joint force for the future,
that’s where the ideas about balance and resiliency and adapt-
ability enter the discussion.

If you take a historical look, one of those areas where you can
see surprise come in, where history is fragile, where you can see
these disruptions, is in the role of very powerful individual lead-
ers. You can pick them out — both good and bad — through-
out history and see that one single individual personally made
a tremendous difference. Things could have been very different
with a different person in charge — leaders matter a great deal.

Winston Churchill would be a great example of a leader that
made an essential difference in the outcome of World War Il. On
the other hand, if Hitler had not risen to power, we might have
seen a much different situation in Germany.

If we talk about discontinuities or potential surprises, who
rises to power, how much power they have, and how they use
that power, can be hard to predict.

The other place where the JOE talks about individuals is
through globalization and the Internet; those forces give a sin-
gle individual tremendous reach now. You can literally be sitting
at your computer and reach out across the world. An individual
can have significant effects; we call it a ‘super-empowered’ indi-
vidual or ‘super-empowered’ guerilla.

Another way to look at this is that the cost of entry is very
cheap for many disruptive and high-end types of systems. It is
literally the cost of a piece of hardware, a computer and an Inter-
net account to launch something with severe effects.

It is becoming affordable to have high-end technology, and if
you extrapolate that into the weapons business, you can easily
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“There is always going to be uncertainty [in war], and there is always going to be a human element no matter

how many satellites or how much ISR (intelligence, surveillance, reconnaissance) we have. We are never going to

be able to know everything.” - Rear Adm. John M. Richardson

see that in the not too distant future, a weapon with precision
guidance is achievable by anybody who has cash.

It used to be that only a nation-state would have that kind
of weapon capability. Now some drug cartels have enough re-
sources that they are building submarines in the jungle. Any
cash-rich entity can just as easily turn that kind of cash into other
emerging weapons systems, say precision-guided munitions.

CHIPS: In writing the JOE, did you have any current leaders in mind?

Rear Adm. Richardson: This is a historically informed approach. If
the future of conflict is going to remain a human endeavor, the
best school of human nature is our past. We look at how people
faced analogous situations in the past and used those as models
and scenarios and vignettes to illustrate how they might face
similar situations in the future.

The scope of the document is projected eight to 25 years out.
We try not to comment on the present-day situation except as it
might be consistent with or the starting point of a trend.

CHIPS: There is a cautionary note repeated in the JOE that states
that despite the high-tech advances in weapons and communi-
cations systems war remains a human endeavor with the same
aspects of fog, friction, mistaken assumptions, uncertainty and
unpredictability since human history began. It doesn’t appear that
advanced technology has made a difference at all.

Rear Adm. Richardson: It is important to have an understanding
of the enduring nature of warfare. You can talk about future war,
and you can talk about technology-enabled warfare. The char-
acter will change. Precision-guided munitions have changed the
character of warfare.

But there are still fog, friction and uncertainty. The human ele-
ments are not going to change as long as this is a human chal-
lenge. It is not a weakness; it is the nature of the problem. There
is always going to be uncertainty, and there is always going
to be a human element no matter how many satellites or how
much ISR (intelligence, surveillance, reconnaissance) we have.
We are never going to be able to know everything.

That is why we think it is important to have an appreciation of
what is enduring and what will change as technology advances
and the strategic landscape shifts. It [war] is human-centric and
leader-centric — enabled by technology.

CHIPS: Do you think there can be a game-changing technology de-
velopment that can change the JOE’s presumptions?

Rear Adm. Richardson: One way is that you could have a single
disruptive technology that nobody saw coming, a new inven-
tion that could have an unanticipated game-changing effect.

Looking back in history, we have also seen that it is not a new
technology but some new way to combine tools in a way that
we didn’t foresee, for example, the radar warning system in Brit-
ain [during World War I1].

Even though the Germans had better technical radars, it
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was the operational concept of Britain commanders combin-
ing those radars into a network they used as a system that was
defining.

The IED (improvised explosive device) is an example of a sim-
ple technology used in disruptive and asymmetric ways.

CHIPS: The JOE discusses the effects of globalization and the inter-
connectiveness of the world economy. It says that countries are
very much interdependent and have too much to lose in lives and
national treasure to engage in a major war. Will that be a factor in
maintaining global stability?

Rear Adm. Richardson: That has always been a factor in whether
a nation chooses to go to war. Is the risk worth the gain? Global-
ization has tied us all together in new ways and accelerated the
problem. Now we have tremendous amounts of information and
tremendous amounts of capital being transmitted around the
world in quantities and speeds that were previously unforeseen.

The processes that control those transactions have to adapt
to a much higher bandwidth and a much higher response time.
Things can avalanche a lot more quickly.

CHIPS: The JOE discusses the possibility of nations forming anti-
American alliances? Do you see this as likely?

Rear Adm. Richardson: It is a possibility. You can almost see the
beginnings of it forming. We are naive if we go into the future
thinking that everybody is going to like us. As our enemies con-
nect with each other they are going to find ways to foil our plans
and disrupt what we are trying to accomplish. There is the po-
tential for them to link together and form some kind of alliance.

CHIPS: The JOE talked about the rise in the militaries of Russia,
China, other Asian countries, and the disarmament of some Euro-
pean countries. Can you talk about how these instabilities and ten-
sions create situations in U.S. military operations?

Rear Adm. Richardson: It comes to that question of balance that
we have mentioned a couple of times. That is the ultimate end-
state. One of the enduring natures of war is that the enemy is
going to focus on your vulnerabilities. He is studying us as much
as we are studying him. They are going to try to find out where
we are weak, and they are going to direct their attack into that
weakness.

Right now, | would say that we are superior in conventional,
state-on-state and fleet-against-fleet warfare. Nobody is going
to take us on. Up in the blue sky, nobody is going to take us on
there.

Where we need to achieve the balance is to maintain that
conventional superiority even as we improve so that we are just
as superior in irregular, unconventional types of conflict. That is
where the importance of intelligence is, in watching what that
balance is in the conventional force area so that we don't let the
enemy steal the march on us as we are improving our capability
in irregular and unconventional war.
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“The future operating environment will be characterized by uncertainty, complex-
ity, rapid change, and persistent conflict. ... The United States will necessarily be a
leader nation to which much of the rest of the world will look for stability and security.
It will continue to fall to the United States and its partner nations to protect and sustain
the peaceful global system of interdependent networks of trade, finance, information,
law and governance.

“...Of the conditions that are changing, perhaps the most significant is what one ob-
server has described as ‘The Rise of the Rest’ — the increasing ability of other states
to challenge the United States for influence, if not globally, then certainly regionally.
The economic and military predominance that has underwritten U.S. foreign and de-
fense policy for the past two decades can no longer be assumed.”

— Extracts from the Capstone Concept for Joint Operations 2009

CHIPS: How would you recommend your colleagues view the JOE?

Rear Adm. Richardson: It is a starting point for discussion. If you
want to make practical use of the ideas in the study, you would
take the context of the potential futures and use them in your
war games, in scenarios for experimentation and for future con-
cept development ...

CHIPS: The JOE calls for reform in the acquisition process and per-
sonnel systems. Do you have any recommendations?

Rear Adm. Richardson: That is in a specific section of the study
called ‘Leading Questions.” We have focused this study at the
operational level of war. It is not the strategic level, and it is cer-
tainly not a policy document. Those two topics are policy mat-
ters, but they have operational implications.

If we think about the types of capabilities we need to face
the challenges and opportunities in the Joint Operating Envi-
ronment, just from an acquisition standpoint, it is getting ex-
pensive to do business. Some of our competitors have different
economic systems.

We use the example of space programs. Compare the cost of
our space program to the space program in China. It would be
interesting to see how different those are. China is able to put
together a capability for a lot less cost.

A lot of people would be in agreement that our system needs
to be more responsive. Our enemy is adapting very quickly. He
does not have the defense industrial base, the bureaucracy, and
all the processes we have to field a new capability. We need to
stay up with his adaptation, and beyond that, be able to gener-
ate some uncertainty in the enemy — to inflict some difficulty in
his thought processes and create some uncertainty about what
he thinks about our future. That requires a more responsive ac-
quisition approach.

CHIPS: How? It takes a long time to field major weapons systems.

Rear Adm. Richardson: Being able to field capabilities more
quickly and being able to prototype more capabilities so you
can keep the enemy guessing about what sort of things you are
going to bring to the fight. What sort of things can impose costs
on him so that he has to think about spending some of his capi-

Rear Adm. John M. Richardson in his office at JFCOM Jan. 20, 2009.

tal to hedge against these uncertainties. Cost-imposing strate-
gies would be a great goal for acquisition reform.

CHIPS: What about the changes to the personnel system?

Rear Adm. Richardson: [We need to] think about the sorts of skill
sets that are required to improve our capabilities and to become
superior in some of these human types of warfare. We need to
have a better understanding of some of the people we are going
to be working with, what their culture is, what their language is,
what their motivation is, and what their history is.

We need to think about how our personnel system is geared
to train and incentivize the joint force for the future. Do we need
a new construct for how we build the joint force?

But again, these are leading questions. The answers will come
from changes to policy, but they will have implications on the
way we operate the force.

CHIPS: The military is required to do so much more than in the past.

Rear Adm. Richardson: Some of the skills are not traditionally the
ones that we have developed. How do we educate those leaders
for this new type of fight? The senior enlisted are going to be
making important decisions in very complex scenarios. How do
we train that person to have the awareness and the tool-set to
make an informed decision in that type of environment? That is
beyond the scope of the JOE, but we want to pose the problem;
the details about potential solutions are the next step.

CHIPS: Is there anything more that you would like to add?

Rear Adm. Richardson: It's important, as we consider the entire
document, to understand the context in which we produced it.
We are not making any hard predictions, as we said, these are
always risky. It is certainly not policy — we went outside the
bounds of policy to stretch the range of possibilities for people
to think about. It is these possible threats and opportunities,
posed in the Joint Operating Environment, that are the starting
point for a discussion about national security.

The Capstone Concept for Joint Operations then describes
how the joint force will operate in the future to meet the chal-
lenges described in the JOE.  (HIPS
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Web 2.0 in the Federal Government

Entering the age of collaboration

By Brian Burns
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here are a few frontiers left
Tto explore: space; the world’s
oceans; Earth's inner space; mi-
croscopic and nano inner spaces; and
cyberspace.
Exploration in these areas is led by
many federal agencies such as NASA,
the National Oceanic and Atmo-
spheric Administration, the National
Science Foundation and the depart-
ments of Commerce, Defense and
Homeland Security.

Each of these frontiers relies
on the advanced tools of
cyber technology to facili-
tate exploration. In this arti-
cle, we will explore cyberspace
and discuss the changes that
brought us to the use of Web

2.0 in the federal government.

Evolution
Cyber technology cannot
be considered in isola-
tion of business needs
and missions. It has
evolved as a stra-
tegic invest-
ment  to
support
busi-
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ness needs and missions and has been
consistently constrained by computing
power; bandwidth; storage; geography
and geospace; and security and privacy
concerns.

Advances in technology have had a
dramatic effect on society causing shifts
in cultural models, social structures, eco-
nomics and living conditions. Humankind
has evolved from feudalism to the agrar-
ian age, to the industrial age, to the infor-
mation age — and now — to the present
age of collaboration.

Up until the industrial age, we relied
on animals and our brains and brawn to
accomplish tasks and make decisions.
Through the industrial age we relied on
electro-mechanical devices, human anal-
ysis and human cognition to make deci-
sions and execute tasks.

During the information age, we relied
on computer computation and analysis
to execute tasks, and still relied on human
cognition to make decisions. During this
time, we moved from punch cards and
“dumb” terminals, to user interfaces, to
ubiquitous interfaces.

We are now poised for ubiquitous
computing. Why? Because the cost of
memory, bandwidth and storage has rap-
idly decreased as the capacity of comput-
ing power, bandwidth and storage has
exponentially increased. Hence, we are
now at a point when access to cyber re-

sources is readily available to most of

the population.

Grid computing and artificial in-
telligence (Al) can provide collab-
orative computing, machine-based
analysis, rule-based decisions
and execute tasks. Humans are
able to tap into both cyber re-
sources and remotely located
individuals to accomplish
business functions and

social activities.
Many baby boom-
ers pioneered
cultural  change
during the in-
formation  age
when they con-
vinced their tradi-
tionalist managers
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