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NARR/ REF A IS DODINST 8520.2, PUBLIC KEY INFRASTRUCTURE (PKI) AND
PUBLIC KEY ENABLING (PKE). REF B IS SECNAVINST 5239.3B, DEPARTMENT OF
NAVY (DON) INFORMATION ASSURANCE (1A). REF C IS JOINT TASK FORCE
GLOBAL NETWORK OPERATIONS COMMUNICATIONS TASKING ORDER 07-015, PUBLIC
KEY INFRASTRUCTURE (PKI) IMPLEMENTATION, REV 1. REF D IDENTIFIES THE
DON NIPRNET PKE WAIVER PROCESS. REF E 1S DOD CI0O MEMO, COMPLIANCE AND
REVIEW OF LOGICAL ACCESS CONTROL IN DEPARTMENT OF DEFENSE PROCESSES.
REF F IS DOD CIO MEMO, APPROVAL OF EXTERNAL PUBLIC KEY INFRASTRUCTURES.
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RMKS/1. BACKGROUND. THE DEPARTMENT OF THE NAVY?S (DON) RELIANCE ON
PUBLIC KEY INFRASTRUCTURE (PKI1) CERTIFICATE-BASED AUTHENTICATION FOR
UNCLASSIFIED PRIVATE WEB SERVERS, NETWORKS, APPLICATIONS, AND PORTALS
IS INCREASING. REFS A, B, AND C REQUIRE ALL DON UNCLASSIFIED PRIVATE
WEB SERVERS, NETWORKS, APPLICATIONS, AND PORTALS TO BE ENABLED TO
AUTHENTICATE USERS VIA CERTIFICATES ISSUED BY THE DEPARTMENT OF DEFENSE
(DOD) PKI OR DOD-APPROVED EXTERNAL PKIS. REF A DEFINES A PRIVATE WEB
SERVER AS ANY DOD-OWNED, OPERATED, OR CONTROLLED WEB SERVER THAT
PROVIDES ACCESS TO SENSITIVE INFORMATION THAT HAS NOT BEEN REVIEWED AND
APPROVED FOR PUBLIC RELEASE. REF C, TASK 10, REQUIRED ALL DOD
ORGANIZATIONS OPERATING UNCLASSIFIED PRIVATE WEB SERVERS TO EITHER
IMPLEMENT PKI CERTIFICATE-BASED CLIENT AUTHENTICATION BY 9 JUNE 2008,
OR APPLY FOR A WAIVER. THE DON®"S WAIVER PROCESS IS OUTLINED IN REF D.
ADDITIONALLY, PER REFS B, C, AND E, ALL DON UNCLASSIFIED PRIVATE WEB
SERVERS, NETWORKS, APPLICATIONS, AND PORTALS SHALL IMPLEMENT AND
CONFIGURE ACCESS CONTROLS, AS NECESSARY, TO ENFORCE NEED-TO-KNOW
REQUIREMENTS. IMPROPER USE OF PKlI AS AN ACCESS CONTROL MECHANISM MAY
INADVERTENTLY ALLOW UNINTENDED USERS TO GAIN ACCESS TO SYSTEMS AND



INFORMATION FOR WHICH THEY ARE NOT AUTHORIZED. PKI1 PROVIDES
AUTHENTICATED IDENTITIES ON WHICH ACCESS CONTROL AND AUTHORIZATION
DECISIONS MAY BE MADE.

2. REF F AUTHORIZES THE USE OF DOD EXTERNAL CERTIFICATE AUTHORITY
(ECA) CERTIFICATES ISSUED AS PART OF THE DOD ECA PROGRAM. REF F ALSO
AUTHORIZES THE USE OF PKI1 CERTIFICATES ISSUED BY DOD-APPROVED NON-DOD
ORGANIZATIONS INCLUDING U.S. FEDERAL AGENCIES, STATE/LOCAL/ TRIBAL
GOVERNMENT ORGANIZATIONS, AND EXTERNAL DOD BUSINESS PARTNERS. DON
ORGANIZATIONS SHALL ACCEPT CERTIFICATES ISSUED BY DOD-APPROVED EXTERNAL
PKIS WHEN AVAILABLE AND APPROPRIATE TO SUPPORT A PORTION OF THE
SYSTEM®S OR APPLICATION®"S USER POPULATION. A FULL LIST OF DOD-APPROVED
EXTERNAL PKIS IS AVAILABLE AT:
HTTP://J1TC.FHU.DISA_MIL/PKI/PKE_LAB/PARTNER_PKI_TESTING/PARTNER_PKI_ST
ATUS _HTML

3. ACTION. DON DEPUTY CHIEF INFORMATION OFFICERS (NAVY AND MARINE
CORPS) SHALL:

A_. PROMULGATE SERVICE-SPECIFIC GUIDELINES FOR USE OF
CERTIFICATES ISSUED BY DOD AND DOD-APPROVED EXTERNAL PKIS.

B. ENSURE THAT ANY RISK ASSOCIATED WITH ACCEPTANCE OF EXTERNAL
PKIS 1S EVALUATED BY THE APPROPRIATE SERVICE DESIGNATED ACCREDITING
AUTHORITY (DAA) PRIOR TO CERTIFICATE ACCEPTANCE.

C. VERIFY THAT ALL UNCLASSIFIED PRIVATE WEB SERVERS, NETWORKS,
APPLICATIONS, AND PORTALS ARE PROPERLY CONFIGURED BY:

1. TRUSTING ONLY THE MINIMUM SET OF APPROVED PKI ROOT AND
INTERMEDIATE CERTIFICATION AUTHORITY CERTIFICATES REQUIRED FOR PROPER
OPERATION.

2. VALIDATING ALL CERTIFICATES USED FOR AUTHENTICATION.

3. IMPLEMENTING ACCESS CONTROL MEASURES (E.G. ACCESS
CONTROL LISTS (ACLS) OR PKI CERTIFICATE MAPPING) TO ENABLE ENFORCEMENT
OF NEED-TO-KNOW REQUIREMENTS.

4. IMPLEMENTING ONLY FIPS VALIDATED ALGORITHMS FOR SSL/TLS
SESSIONS.

D. BY 31 JANUARY 2010, PROVIDE A SERVICE-SPECIFIC PLAN OF
ACTIONS AND MILESTONES FOR COMPLETION OF ACTION 3.C ABOVE.

4. WAIVERS. THE WAIVER PROCESS FOR PUBLIC KEY ENABLEMENT OF DON
UNCLASSIFIED PRIVATE WEB SERVERS IS OUTLINED IN REF D. PER REF D, ANY
DON UNCLASSIFIED PRIVATE WEB SERVER THAT 1S NON-COMPLIANT WITH REF C,
TASK 10 ON 31 MARCH 2010 WILL BE REPORTED TO CYBERCOM AS UNAUTHORIZED,
UNLESS A WAIVER HAS BEEN APPROVED BY THE DON CIO.

5. REQUEST WIDEST DISSEMINATION OF THIS MESSAGE.

6. RELEASED BY ROBERT J. CAREY, DEPARTMENT OF THE NAVY CHIEF
INFORMATION OFFICER.
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