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PIA Overview

-A PIA is an analysis of whether personally identifiable 
information (PII) in electronic form is collected, stored, 
shared, and managed in a manner that protects the 
privacy of individuals and reduces the risk to their 
information. 

-Section 208 of the E-Government Act of 2002 requires 
all Federal government agencies to conduct PIAs for all 
new or substantially changed information systems that 
collect, maintain, or disseminate PII on the public.

-The new DoD PIA Instruction expands the coverage to 
include Federal personnel and Federal contractors.
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Essential Elements of the PIA

-What privacy information is collected
-Why the information is collected
-What the intended uses are for the information
-With whom the information is shared
-What opportunities individuals have to decline to provide 

PII
-How information is secured
-Whether a System of Records Notice (SORN) exists
-What privacy risks need to be addressed
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When is a PIA Required for DoD?

When PII is collected, a PIA is required for:
– Existing DoD information systems and electronic 

collections where a PIA has not previously been 
completed to include systems that collect PII about 
Federal personnel and contractors.

– New DoD information systems or electronic 
collections:

-Prior to developing or purchasing, and

-When converting paper-based records to electronic 
systems.
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When is a PIA not Required?

When the DoD information system or 
electronic collection: 
– Does not collect, maintain or disseminate personal 

identifying information

– Is a National Security System (including systems 
that process classified information)
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Highlights of the DoDI 5400.16 PIA 
Guidance

Formalizes E-Gov Act PIA requirement in DoD for greater 
visibility and clarity

Enhanced responsibilities and accountability
– Program Manager (PM) or designee starts the 

assessment
– Required coordination with PM, Information 

Assurance and Component Privacy
– Expanded signature requirements
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Highlights of the DoDI 5400.16 PIA 
Guidance (continued)

Better coordination with other processes
– Privacy Act SORNs
– Information Collection 
– Certification and Accreditation
– Budget

Establishes three year review cycle 

Structures privacy risk identification and assessment 
with new DoD PIA Form (DD 2930)
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Highlights of the New PIA Template 
(DD Form 2930)

More comprehensive tool

– More detailed risk analysis questions

– In-depth PII table for selection

– Technical, administrative and physical control list 
provided 

– Interactive form with check boxes, radio buttons, 
and tables

– Digital signatures for the PDF form

– MS Word version available also
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Forward in PIA Process

-Increased awareness of PII and need for adequate 
protection

-Increase in compliancy rates

-Identification of areas for enhanced communication and 
collaboration to enhance privacy


