Please tailor the following to your particular IT System and PIA question.
Additional examples will continue to be added.

Risks (example responses):

The perceived threats are primarily computer hackers, disgruntled employees, state
sponsored information warfare, and acts of nature (e.g., fire, flood, etc.).

All systems are at risk because they may be vulnerable to unauthorized intrusion and
hacking. There are risks that , with its extensive collection of PlI, could be
compromised. Because of this possibility, appropriate security and access controls listed
in this PIA are in place.

Since operates on the NMCI Network, there is a risk that security
controls could be disabled for maintenance and other purposes. The risk would be that
the security controls would not be reset.

All systems are vulnerable to “insider threats”. managers are vigilant
to this threat by limiting system access to those individuals who have a defined need to
access the information. There are defined criteria to identify who should have access to _
. These individuals have gone through extensive background
and employment investigations.

Mitigation (example responses):
The following controls are used to mitigate the risks:

a) Access Controls. Access controls limit access to the application and/or specific
functional areas of the application. These controls consist of privileges, general access,
password control and discretionary access control. Additionally, each user is associated
with one or more database roles. Each role provides some combination of privileges to a
subset of the application tables. Users are granted only those privileges that are
necessary for their job requirements. The same roles that protect the database tables also
determine which buttons and menu items are enabled for the user currently logged on.

b) Confidentiality. This ensures that data is not made available or disclosed to
unauthorized individuals, entities, or processes.

c) Integrity. This ensures that data has not been altered or destroyed in an unauthorized
manner.

d) Audits. This includes review and examination or records, activities, and system
parameters, to assess the adequacy of maintaining, managing and controlling events that
may degrade the security posture of the application.



e) Training. Security training is provided on a continuous basis to keep users alert to the
security requirements. Visual effects are used as constant reminders to ensure users
always remain aware of their responsibilities.

f) Physical Security. This consists of placing servers that contain privileged information
in a secure and protected location, and to limit access to this location to individuals who
have a need to access the servers. An internal policy is set in place to ensure that there
are always no less than two users present at a time when privileged information is being
retrieved. Since the server and data reside within a DON establishment, the strict security
measures set by the establishment are always followed.



