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    Even though you should assume that all information 

you share on Facebook could be made public, there 

are some precautions you can take to keep the 

information you want to stay just between friends 

from being shared publicly. 

Facebook Privacy & Account Settings 



What’s New on Facebook 

Changes since October 2011: 

• Where you manage different privacy settings from 

• Timeline 

• News feeds 
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Accessing Privacy Settings   

To access the privacy and applications settings for your Facebook account, navigate to the 

Privacy Settings tab under the Home menu of your Facebook profile. 

 

 



From this page you can modify your account Privacy and Application settings. 
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Privacy Settings   



Facebook Privacy & Account Settings 
Privacy Settings   

From this page you can control who can see your posts on your personal Facebook page. You 

have the option to customize individual postings privacy settings or you can set default 

privacy settings that apply to every post you make. 

To set default privacy settings that apply to every post, set the Control Your Default Privacy 

option to whatever setting you feel best meets your privacy needs. We recommend, at a 

minimum, only allowing Friends to view your Facebook profile and posts. 
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Privacy Settings   

To customize your default privacy settings to more than the Public or Friends setting, select 

the Custom option. From this selection you can set the default privacy setting for your 

posts to: Friends of Friends, Friends, Specific People or Lists* or Only Me. 

Setting selections you make here will be the default privacy setting for every post you make. 
 

* How to create lists see next slide 
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How to create Smart Lists 

Lists are a way for you to organize your friends on Facebook so you can filter stories you see 

in your News Feed or post an update for a specific list of friends to see.  For example, you 

can create a Family list, and you can adjust your settings to only allow members of the 

Family list to see specific posts or albums. 

To create a List, navigate to your Friends list on your profile and hover the mouse over any 

Friends tab and select New List from the drop menu. Create any list that works for your 

privacy setting needs (i.e. Co-Workers). 
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How to Manage Friends 

You can also control what your Friends are able to 

view by adding them to Lists created by 

Facebook.  For instance, if you add a Friend to the 

Close Friends list you see more of their posts in 

your News Feed and receive a notification each 

time they post. You can also add Friends to the 

Acquaintances list. Acquaintances post’s will 

rarely appear in your News Feed.  

The Restricted list is for people who you’ve added as 

a Friend, but do not want to share all of your 

content with, your boss for example. Restricted 

Friends can only see posts or information that you 

set to Public. 

When you add a friend to a Close Friends or 

Acquaintance list they will not receive a 

notification. If you add a friend to a Smart List (a 

list you create), they will receive a notification and 

a recommendation to update their profile 

information from Facebook.  
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Privacy Settings- How You Connect   

From this option you can control How You Connect with other users. This setting controls 

other Facebook users ability to search for your name or other contact information. 

Customize your settings to meet what ever privacy needs you feel are appropriate for your 

profile and your private information.  
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Privacy Settings- How Tags Work 

From this option you can control 

what happens when friends tag 

you in their posts or photos. 

From this privacy option you can 

control who can post on your 

wall, who can see what other 

people post on your wall, elect 

to review tagged content 

before it appears on your wall, 

control who can see tags that 

include you, and control who 

can view photos that look like 

you. Carefully review these 

settings and select those that 

best fit your privacy needs.  

The NOST recommends you 

restrict who can see content on 

your profile to friends only, 

and always review content 

that other people tag you in 

before allowing it to be posted 

on your personal Facebook 

wall.  
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Privacy Settings- Applications, Games & Websites  

From this page you have a 

number of privacy 

options. Take the time 

to navigate through the 

different setting options 

and make changes 

accordingly.  

To review the current list of 

applications you allow 

to access your profile 

select the Edit Settings 

tab.  

From here you can review 

and edit those 

applications that have 

access to your profile. 



You may or may not use applications, such as Farmville, but you may have friends who do. If 

you have friends who use applications on Facebook, those applications may have access 

to your personal profile information. You can control exactly what personal information 

third party applications are able to access from this privacy option. The information that 

is checked can be accessed by applications your friends use. Utilize all available privacy 

settings to minimize the personal information third party applications can access.   
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Privacy Settings- How friends apps use your info 
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Privacy Settings- Instant Personalization 

Instant personalization is 

intended to tailor your web 

browsing experience to your 

specific likes, based on your 

internet usage. Facebook has 

partnered with various 

websites to allow them 

access to your publically 

accessible information (user 

name and profile picture) to 

better customize the ads and 

web sites that are presented 

to you. 

The NOST will always 

recommend that you restrict 

the availability of your 

personal information to the 

fullest of a web sites ability. 

In this case, the NOST does 

not recommend you enable 

the instant personaliztion 

feature. 
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Privacy Settings- Public Search 

The Public Search option includes your 

publically accessible information in 

search engine results. For example, 

your user name is considered public 

information by Facebook. If you 

enable public search and someone 

“Google’s” your name, your Facebook 

profile will appear in the search 

results.  

The NOST will always recommend that 

you are as restrictive as possible with 

all privacy setting options.  
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Privacy Settings- Past Posts 

The Limit the Audience for 

Past Posts option allows 

you to go back and set the 

default privacy setting on 

posts that you made in the 

past. This setting will only 

effect those posts that you 

made that were shared 

with everyone or with 

friends of friends. By 

selecting Limit Old Posts 

you are changing the 

privacy setting on all past 

posts to friends only.  You 

have the option to go back 

and change individual post 

settings if you so desire.  
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Privacy Settings- Blocked People & Applications 

From the Block People & 

Applications page you 

have several options to 

choose from. You can 

block specific Facebook 

users, application and 

event invites from specific 

users, and view 

applications that you have 

blocked from accessing 

your profile.  

To manage blocked people and 

applications select the 

Manage Blocking option. 
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Privacy Settings- Blocked People & Applications 

When blocking a specific user you 

have the option to block a user 

name or email address. When 

you block a user they are not 

able to search for or view your 

Facebook profile. 

From this page you also have the 

option to block application or 

event invites from users and to 

manage applications that you 

have blocked from accessing 

your profile.  

To block a specific application from 

accessing your profile, go to the 

app’s Facebook page and click 

the Block App link on the left 

side of the page.  
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Photos- Album Privacy Settings 

Assigning privacy settings on 

albums has been 

simplified. Each 

individual album has a 

privacy option that you 

can customize according 

to your privacy needs. 

To review the current privacy 

settings you have on your 

albums navigate to your 

photos on your profile and 

select Edit Album. 

Once you are in the Edit mode 

you can adjust the 

Privacy setting for each 

album.  

The NOST always recommends 

that you set the most 

restrictive privacy settings 

available and never 

include a location tag in 

any photo.  



To access general account information, such as email address, password and linked accounts, navigate 

to the Account Settings tab from your home screen.  
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Accessing Account Settings 



From the Account Settings- General page you have many different options. For instance, you can 

change your display name, create a user name, change your email address and password or link 

separate accounts to your Facebook page.  

From this page you also have the option to Download a copy of your Facebook data. The download is 

a complete history of your Facebook usage, and includes all activity, posts etc.  

 

The NOST recommends you maintain a unique, complexe password and change it frequently.  
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Account Settings- General Settings 



From the Account Settings- Security page you have many different options to customize. An important, 

often over looked settings, is the Secure Browsing setting. If you enable this setting you enable 

secure (https) browsing. This means your logon and browsing session is encrypted, and better 

protected from hackers. The NOST recommends every user utilize the secure browsing function.  

Other options available include login approvals, recognized devices and a record of locations you have 

logged into Facebook from. Take the time to navigate through these settings and select the option that 

best fits your privacy and security needs.  

From this page you can also deactivate your account. If you deactivate your account your account is not 

available for any Facebook or internet user to view. Enabling this feature does not delete your 

account, and your account will be activated upon your next logon. 
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Account Settings- Security 



 OPSEC Warning: HTTPS does not mean post, email or chat critical and sensitive information. 

HTTPS is a good way to protect your logon information (i.e. user names and passwords) but 

the same rules apply: assume anything you post, chat or email will be made public. 
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Account Settings- Security 



From the Account Settings- Notifications page you have the option to customize the email 

notifications that you receive from Facebook. 

Take some time to read through the different notification options available and decide what level of 

notification works for your social networking needs.  
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Account Settings- Notification Settings 
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Account Settings- Subscribers 

From the Account Settings- Subscribers page you have the option to allow users to view posts you 

make that you set to private without adding them as friends. 

Take some time to read through the subscriber features and decide is this setting works for your 

social networking needs.  
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Account Settings- Apps Settings 

          

From the Account Settings- Apps page you can view and manage the apps that can access your profile 

and can review and, in some cases control, what information each application can access.  

Periodically check your account settings to review the applications that have access to your account and 

the profile information individual applications are able to access. 
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Account Settings- Mobile 

From the Account Settings- Mobile Settings page you can manage your Facebook Mobile settings. 

If you have provided your cellular number on your Facebook profile you have the option to 

receive text message status updates to your cell phone.  

If you do include your cell phone number in your Facebook profile, be sure to apply the appropriate 

privacy settings so your personal critical information is not available to the viewing public.  
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Account Settings- Payments 

From the Account Settings- Payments page you can manage your Facebook Credits settings.  

 

Take some time to read through the payments feature and decide is this setting works for your social 

networking needs.  
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Account Settings- Facebook Ads 

From the Account Settings- Facebook Ads page you have the ability to control what personal profile 

information is made available to third parties. Social Ads on Facebook pair your activity with ads that 

your friends can see.  

Take the time to browse through the different settings available on Facebook Ads and decide what level of 

sharing meets your personal privacy needs.  

The NOST will always recommend you be as restrictive as possible with your personal, critical information.  
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    While you should always utilize all available privacy 

settings to the fullest of a websites availability, 

always post or chat as if the content will be made 

available to the viewing public.  

Protect your critical information. Practice OPSEC. 



Questions? 

Naval OPSEC Support Team 

opsec@navy.mil 

757-417-7100 

www.facebook.com/NavalOPSEC 

www.youtube.com/USNopsec 

www.twitter.com/NavalOPSEC 

www.slideshare.net/NavalOPSEC 

This presentation is just a quick 
overview of some of the privacy 
options available on Facebook. 

We encourage users to familiarize 
themselves with the different 
privacy and account settings 
options that are available, and 
check them often as site 
upgrades and changes are a 
regular occurrence.  

Questions, need more information, 
would like information about a 
different topic? Let us know, we 
are happy to provide. 


