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M@ Facebook Privacy & Account Settings

Even though you should assume that all information
you share on Facebook could be made public, there
are some precautions you can take to keep the

Information you want to stay just between friends
from being shared publicly.



ﬁm@ What’s New on Facebook

Changes since October 2011

« \Where you manage different privacy settings from
* Timeline

* News feeds



Facebook Privacy & Account Settings
Accessing Privacy Settings

N P
32

@ Maval Operations Security (O...

Account Settings

faCEbﬂﬂl( E rch Q | | Find Friends Home R34
Privacy Settings

Use Facebook as:
Log Qut

OPSEC@NAVY.MIL ‘

Naval Operations Security (OPSEC) Message # ~

6,668 likes - 69 talking about this

Government Organization

Welcome to the Maval OPSEC Support Team's (MOST) l)b 6 668
offical facebook page operated by the Maval OPSEC m8I

Support Team, Operations Security: A systematic analytic e

About

**+FCommon Acce
Card (CAC) Perso
An email is being

dirculated advising u:

e

Photos Likes Videos Motes &

-

To access the privacy and applications settings for your Facebook account, navigate to the
Privacy Settings tab under the Home menu of your Facebook profile.
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facebook : _ Find Friends Home +

Privacy Settings

Control Privacy When You Post

You can manage the privacy of your status updates, photos and information using the inline audience
selector — when you share or afterwards. Remember: the people you share with can always share your
infarmation with others, including apps. Try editing your profile to see how it works or learn mare.

M Friends I

Control Your Default Privacy &.& How You Connect
This setting will apply to status updates and photos you post to your profile from a Facel

doesn't have the inline audience selector, like Facebook for Blackberry. Control how you connect with people you know. Edit Settings

e n ¢ Profile and Tagging
Edit Settings

X Control what happens when friends tag you or your content, or post on your wall,
Public Friends Custom
s ® s

e Apps and Websites
Control what gets shared with apps, games and websites, Edit Settings

[ Limit the Audience for Past Posts
Limit the audience for posts you shared with friends of friends or Public Manage Past Post Visibility

© Blocked People and Apps

Manage the peaple and apps you've blocked, Manage Blocking

From this page you can modify your account Privacy and Application settings.
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Privacy Settings

Control Privacy When You Post

You can manage the privacy of your status updates, photos and information using the inline audience
selector — when you share or afterwards. Remember: the people you share with can always share your
information with others, including apps. Try editing your profile to see how it works or learn maore.

Control Your Default Privacy

This setting will apply to status updates and photos you post to your profile from a Facebook app that
doesn't have the inline audience selector, like Facebook for Blackberry.

Public Friends Custom
[ O [

From this page you can control who can see your posts on your personal Facebook page. You
have the option to customize individual postings privacy settings or you can set default
privacy settings that apply to every post you make.

To set default privacy settings that apply to every post, set the Control Your Default Privacy

option to whatever setting you feel best meets your privacy needs. We recommend, at a
minimum, only allowing Friends to view your Facebook profile and posts.
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Privacy Settings

Find Friends Home ~

facebook Search

Privacy Settings

Control Privacy When You Post

You can manage the privacy of your status updates, photos and information using the inline audience

selector — when you share or afterwards. Remember: the people you share with can always share yol

information with others, including apps. Try editing your profile to see how it works or learn more.

Control Your Default Privacy

This setting will apply to status updates and photes you post to your profile from a Facebook app that
doesn't have the inline audience selector, like Facebook for Blackberry.

) J U 3

Public Friends
el o [0

Custom Privacy

+" Make this visible to

These people or lists:

specific People or Lists,,,

# Hide this from Only Me

These people or lists:

To customize your default privacy settings to more than the Public or Friends setting, select
the Custom option. From this selection you can set the default privacy setting for your
posts to: Friends of Friends, Friends, Specific People or Lists* or Only Me.

Setting selections you make here will be the default privacy setting for every post you make.

* How to create lists see next slide
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Lists are a way for you to organize your friends on Facebook so you can filter stories you see
in your News Feed or post an update for a specific list of friends to see. For example, you
can create a Family list, and you can adjust your settings to only allow members of the
Family list to see specific posts or albums.

To create a List, navigate to your Friends list on your profile and hover the mouse over any
Friends tab and select New L.ist from the drop menu. Create any list that works for your
privacy setting needs (i.e. Co-Workers).
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You can also control what your Friends are able to
view by adding them to Lists created by
Facebook. For instance, if you add a Friend to the
Close Friends list you see more of their posts in ,
your News Feed and receive a notification each "“"""
time thfey post. Ypu can alsp add Friends to t.he Close Friends <@
Acquaintances list. Acquaintances post’s will .

. Acquaintances  eff—
rarely appear in your News Feed.

The Restricted list is for people who you’ve added as Family
a Friend, but do not want to share all of your Restricted =
content with, your boss for example. Restricted Shows All Lists. .
Friends can only see posts or information that you +1
set to Public. rfrond

When you add a friend to a Close Friends or
Acquaintance list they will not receive a
notification. If you add a friend to a Smart List (a
list you create), they will receive a notification and
a recommendation to update their profile
information from Facebook.
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Privacy Settings- How You Connect

Find Friends Home ~

facebook

Privacy Settings

Control Privacy When You Post

& How You Connect
Control how you connect with people you know. Edit Settings

Profile and Tagging

Control what happens when friends tag you orgés

How You Connect
E% Apps and Websites

Cantrol what gets shared with apps, games a8l Yho can look you up using the email address or phone number @ Everyone v

wou provided?

n ) ¥ & Everyone
@ Limit the Audience for Past Posts

Limit the audience for posts you shared with fr Who can send wou friend requesks? m Friends of Friends
2 Friends

@ Blocked People and Apps

Manage the people and apps you've blocked.

Whio can send wou Facehook messages? ® Everyone -

Learn more m

From this option you can control How You Connect with other users. This setting controls
other Facebook users ability to search for your name or other contact information.
Customize your settings to meet what ever privacy needs you feel are appropriate for your
profile and your private information.



Facebook Privacy & Account Settings
Privacy Settings- How Tags Work

facebook = L s ons = From this option you can control
Privacy Settings what happens when friends tag
Control rivacy When You Post you in their posts or photos.

You can manage the privacy of your status updates, photos and information using the inline audience

From this privacy option you can
s AL How You Connect control who can post on your
e S ey e wall, who can see what other
orofie and Tagging peoplg post on your wall, elect
Contral what happens when friends tag you or your content, or pest on your wall. Edit Settiras to review taQQEd content
before it appears on your wall,
control who can see tags that
Brofie and Tadeing incluc_le you, and control who
[ vimit ¢ can view photos that look like
TSR ho can post on your Wall? you. Carefully review these
settings and select those that

@ Blocked ‘Whi can see what others post on yvour profile? 2 Friends ~ S )
best fit your privacy needs.

The NOST recommends you
restrict who can see content on
Review tags friends add to your awn posts an Facebook on b your profile to friends only,
who sees tag suggestions when photos that look like you are and always review content
ploadd? that other people tag you in
before allowing it to be posted
L] on your personal Facebook
wall.

He Apps and Websites

Control what gets shared with apps, games and websites, Edit Settings

Review posts frignds kag vou in befare they appear an waur prafile on o

‘Whio can see posts you've been tagged in on vour profile? ‘ 4 Friends except Acquaint... + |
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Choose Your Privacy Settings , Apps, Games and Websites

« Back to Privacy From this page you have a
number of privacy
ELLESi?fQEb’iﬁ.”i'.gﬁﬂé"ﬁ'gﬁf Qﬂfpz‘j{“e';_;ﬁf.';f.? Ao, by Gefalt, 3 have scess o yout T bk sy options. Take the time
information you choose to make public, tO n aV| ga’[e th roug h the
different setting options
and make changes

Edit your settings to control what's shared with apps, games, and websites by you and others you share with:

Apps you use You're using 2 apps, games and websites: I@
[ Page Badge (Beta) Mare than 6 months ago accordi ng |y
HTC Sense January 28 To review the current list of
9 Remove unianted or spammy apps. applications you allow

# Turn off all apps.

to access your profile
N o select the Edit Settings
How people bring your info People who can see your info can bring it with them when they use Edit Settings

to apps they use apps. Use this setting to control the categories of information _— tab
people can bring with them, '

From here you can review
Instant personalization Lets you see relevant information about your friends the moment Edit Settings and Ed |t th ose

YOu arrive on select partner websites, - -
B applications that have
access to your profile.

Public search Show a preview of your Facebook profile when people look for you Edit Settings
using a search engine. —_—
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Choose Your Privacy Settings , Apps, Games and Websites

How people bring your info to apps they use

ender, netwarks, username and user id {sccount number) are shays People on Facebook who can see your info can bring it with them when they use apps. This makes their
/). Alsa, by default, apps have access to your friends list and any ) . . . . .
experience better and more sodial. Use the settings below to control the categories of information that

people can bring with them when they use apps, games and websites,

your settings to control what's shared with apps, games, and websites by you and othe hi th:
I Bio T My videos
Apps you use You're using 2 apps, games and websites: M Bi .
Birthday ™ My links
E Page Badge (Beta) More than & months ago I— Famihr and relationships I_ HV notes
HTC Sense X 28

I Interested in I~ Hometown

T Religious and political views [T Current city

T My website T Education and work

[ If I'm online [T Activities, interests, things I like

$2 Remove unwanted or spammy apps.

# Turn off all apps.

How people bring your info People who can see your info can bring it with them when they use Edit Settings
to apps they use apps. Use this setting to control the categories of information
people can bring with them.

I My status updates I My app activity
I My photos

If you don't want apps and websites to access other categories of information {ike your friend list, gender
or info you've made public), you can turn off all Platform apps. But remember, you will not be able to use

any games or apps yourself,
Save changes

Instant personalization Lets you see relevant information about your friends the moment Edit Settings
you arrive an select partner websites,

Public search Show a preview of your Facebook profile when people look for you Edit Settings
uging & search engine.

You may or may not use applications, such as Farmville, but you may have friends who do. If
you have friends who use applications on Facebook, those applications may have access
to your personal profile information. You can control exactly what personal information
third party applications are able to access from this privacy option. The information that
Is checked can be accessed by applications your friends use. Utilize all available privacy
settings to minimize the personal information third party applications can access.
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Choose Your Privacy Settings , Apps, Games and Websites
———— Instant personalization is
Onccasot, e, el pe, s, retns, e s it ) re intended to tailor your web
S browsing experience to your
specific likes, based on your
EH et internet usage. Facebook has
partnered with various
2 e websites to allow them
- - access to your publically
e e i s accessible information (user
name and profile picture) to
better customize the ads and
web sites that are presented

to you.
The NOST will always

|
Instant Personalization VWe've partnered with a few websites to provide you with great, personalized experiences the d h H
moment you arrive, such as immediately playing the music you like or displaying friends' reviews. recom men t a.t yOU reStrlCt
To tailor your experience, these partners only access public information (like your name and

profile picture) and other informatien you've made public. the avai Iabi I ity Of your

When you first arrive at the following sites, you'll see a notification message and an option to turn off the

personalized experience: peI"SOna| |nformat|0n tO the

m Bing - Sodial Search

= Pandora - Personalized Music ful IeSt Of a Web Sites abi I ity.

m TripAdvisor - Social Travel

R T i i Renesms In this case, the NOST does

m Clicker - Personalized TV Recommendations
m Scribd - Social Reading

m Docs - Document Collaboration n Ot reCO m m e n d yo u e n ab I e
To turn off instant personalization on all partner sites, uncheck the box below, - - -
the instant personaliztion
feature.

Instant personalization Lets you see relevant information about your friends the moment Edit Settings
you arrive on select partner websites.,

Publi  Choose Your Privacy Settings , Instant Personalization

4 Back to Apps

[~ Enable instant personalization on partner websites.
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Choose Your Privacy Settings , Apps, Games and Websites
4 Back to Privacy

0n Facebook, your name, profile picture, gender, networks, username and user id {account number) are always
publicly available, induding to apps (Learn Why). Also, by default, apps have access to your friends list and any
information you choose to make public.

Edit your settings to contral what's shared with apps, games, and websites by you and others you share with:

Apps you use You're using 2 apps, games and websites: Edit Settings
E Page Badge (Beta)
HTC Sense

$¢ Remove unwanted or spammy apps.

# Turn off all apps.

How people bring your info People who can see your info can bring it with them when they use Edit Settings
to apps they use apps. Use this setting to control the categories of information _—_—
people can bring with them.

Instant personalization Lets you see relevant information about your friends the moment Edit Settings
you arrive on select partner websites, I —

Public search Show a preview of your Facebook profile when people look for you Edit Settings
using a search engine.

e Choose Your Privacy Settings . Public Search

1 Back to Apps

Public search Public search controls whether people who enter your name in a search engine will see a preview of your Facebook
profile, Because some search engines cache information, some of your profile information may be available for a
period of time after you turn public search off, See preview

[T Enable public search

Facebook Privacy & Account Settings
Privacy Settings- Public Search

The Public Search option includes your
publically accessible information in
search engine results. For example,
your user name is considered public
information by Facebook. If you
enable public search and someone
“Google’s” your name, your Facebook
profile will appear in the search
results.

The NOST will always recommend that
you are as restrictive as possible with
all privacy setting options.




Privacy Settings- Past Posts

ﬂl. How You Connect

Contral how you connect with people you know, Edit Settings
Profile and Tagging

Control what happens when friends tag you or your content, or post on your wall, Edit Settings
B g i
& Apps and Websites

Control what gets shared with apps, games and websites, Edit Settings

[E Limit the Audience for Past Posts
Limit the audience for posts you shared with friends of friends or Public

Manage Past Post Visibility

@ Blocked %) Limit The Audience for Old Posts on Your Profile

If you use this tool, content on your profile you've shared with more than your friends {ex: Public
posts) on your Wall will change to Friends. Remember: people who are tagged and their friends may
see those posts as well,

‘You also have the option to individually change the audience of your posts. Just go to the post you
want to change and choose a different audience.

Limit Old Posts

Learn about changing old posts

Are You Sure You Want to Proceed?

You are about to limit old posts on your profile without reviewing them, Mote: This global change can't be
undone in one dick. If you change your mind later, you'll need to change the audience for each of these
posts one at a time.,

conien |29

Facebook Privacy & Account Settings

The Limit the Audience for

Past Posts option allows
you to go back and set the
default privacy setting on
posts that you made in the
past. This setting will only
effect those posts that you
made that were shared
with everyone or with
friends of friends. By
selecting Limit Old Posts
you are changing the
privacy setting on all past
posts to friends only. You
have the option to go back
and change individual post
settings if you so desire.
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Privacy Settings

Control Privacy When You Post

You can manage the privacy of your status updates, photos and information using the inline audience
selector — when you share or afterwards. Remember: the people you share with can always share your
information with others, including apps. Try editing your profile to see how it works or learn more.

&2 How You Connect
Control how you connect with people you know. Edit Settings

& profile and Tagging

Control what happens when friends tag you or your content, or post on your wall, Edit Settings

EE Apps and Websites
Cantrol what gets shared with apps, games and websites, Edit Settings

[E} Limit the Audience for Past Posts

Limit the audience for posts you shared with friends of friends or Public Manage Past Post Visibility

@ Blocked People and Apps

Manage the people and apps you've blocked. Manage Blocking

Facebook Privacy & Account Settings
Privacy Settings- Blocked People & Applications

From the Block People &
Applications page you
have several options to
choose from. You can
block specific Facebook
users, application and
event invites from specific
users, and view
applications that you have
blocked from accessing
your profile.

To manage blocked people and
applications select the
Manage Blocking option.
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Facebook Privacy & Account Settings
Privacy Settings- Blocked People & Applications

Choose Your Privacy Settings . Manage Blocking

4 Back to Privacy

Add friends to your
Restricted list

Block users

Block app invites

When you add friends to your Restricted list they can only see the information and posts that you make public, Facebook
does not notify your friends when you add them to your Restricted list. Edit List.

Once you block someone, that person can no longer be your friend on Facebook or interact with you {except within
apps and games you both use and groups you are both a member of).

Name:
Emaik:

Once you block app invites from someone, you'l automatically ignore future app requests from that friend. To block
invites from a specific friend, click the "Ignore All Invites From This Friend” link under your latest request.

—————» Block invites from: |Type the name of  friend...

Block event invites

Blocked apps

Once you block event invites from someone, you'll automatically ignore future event requests from that friend.

_.' Block invites from: |Type the name of a friend...

Once you block an app, it can no longer contact you or use your information. To block an app, go to the app's
Facebook Page and dick the "Block App” link on the left,

& Cafe world Unblock
& FarmVille Unblock
ille cityville Unblock

@ 21 questions Unblock

When blocking a specific user you
have the option to block a user
name or email address. When
you block a user they are not
able to search for or view your
Facebook profile.

From this page you also have the
option to block application or
event invites from users and to
manage applications that you
have blocked from accessing
your profile.

To block a specific application from
accessing your profile, go to the
app’s Facebook page and click
the Block App link on the left
side of the page.
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Assigning privacy settings on
albums has been
simplified. Each
individual album has a
privacy option that you

o [P can customize according
to your privacy needs.

To review the current privacy
settings you have on your
albums navigate to your
photos on your profile and
select Edit Album.

Once you are in the Edit mode

Wall

Needs Review

] Info
@ Photos (29)

Notes \
& Friends

fubs criptions

—

Add a description

facebook : i L you can adjust the
Privacy setting for each
Wogs o fv [# £ AddPhotos| @ TagPhotos | album.
R L@ puc The NOST always recommends
| 3 Frends excent Acquantances that you set the most
# Custom restrictive privacy settings
3 Close Friends available and never
2 Famiy include a location tag in
i, any photo.
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Use Facebook as:
|
|
@ Maval Operations Security (O... |
|

Account Settings
Privacy Settings

Log Out

Help

Naval Operations Security (OPSEC) | Message # ~ |

6,669 likes

75 talking about this

Government Organization

Welcome to the Maval OPSEC Support Team's (MOST) l)b 6 669
offical facebook page operated by the Naval OPSEC MSI ]
Support Team. Operations Security: A systematic analytic | o

About

FFECommon Acce

Card (CAC) Persol
An email is being El
drculated advising u:

Photos Likes Videos Motes &

To access general account information, such as email address, password and linked accounts, navigate
to the Account Settings tab from your home screen.
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facebook Q B e
o” General General Account Settings
i Security
I_:___I Motifications Name [ Edit
[Fy Subscribers
Eg Apps Username You have not set a username. Edit
Mobile
Payments Email oty Edit
ﬁi Facebook Ads Password Updated about 4 months ago. Edit
You can also visit your privacy Networks et Edit
settings or edit your profile to
contral whao sees the info there
I o Linked Accounts You have 0 linked accounts. Edit
Language English (US) Edit

Download a copy of your Facebook data,

Facebook © 2012 - English {US) About - Advertizsing - Create a Page - Developers - Careers - Privacy * Terms * Help

From the Account Settings- General page you have many different options. For instance, you can
change your display name, create a user name, change your email address and password or link
separate accounts to your Facebook page.

From this page you also have the option to Download a copy of your Facebook data. The download is
a complete history of your Facebook usage, and includes all activity, posts etc.

The NOST recommends you maintain a unique, complexe password and change it frequently.
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facebook
% General Security Settings
£ Motifications Secure Browsing Secure browsing is currently enabled. Edit
B Subscribers
Eg“ Apps Login Notifications Login notifications are disabled. Edit
Mobile
i AROrow S i when lagaing in Fom =30 unrecoanized device i
Payments Login Approvals \pproval is mot required when logging om an unrecognized device. Edit
Ij] Facebook Ads App Passwords fou haven't created App Passwords, Edit
fou can also visit your privacy Recognized Devices fou have 1 recognized devices, Edit
settings or edit your profile to
control who sees the info there,
sEE Active Sessions Logged in "':--"_US and 14 other locations. Edit

Deactivate your account.

/

Facebook © 2012 - English (US) About - Advertising - Create a Page - Developers - Careers - Privacy - Terms - Help

From the Account Settings- Security page you have many different options to customize. An important,
often over looked settings, is the Secure Browsing setting. If you enable this setting you enable
secure (https) browsing. This means your logon and browsing session is encrypted, and better
protected from hackers. The NOST recommends every user utilize the secure browsing function.

Other options available include login approvals, recognized devices and a record of locations you have
logged into Facebook from. Take the time to navigate through these settings and select the option that
best fits your privacy and security needs.

From this page you can also deactivate your account. If you deactivate your account your account is not
available for any Facebook or internet user to view. Enabling this feature does not delete your
account, and your account will be activated upon your next logon.
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Account Settings- Security

facebook L Find Friends  Home  ~

o General Security Settings
| | Security |

I-:il Notifications Secure Browsing Secure browsing is currently enabled. Edit
[Fy subscribers
EE Apps Login Motifications Login notifications are disabled, Edit
Mabile
Payments Login Approvals Approval is mot required when logging in from an unrecognized device, Edit
ﬁi Facebook Ads App Passwords You haven't created App Passwords, Edit
You can also visit your privacy Recognized Devices You have 1 recognized devices. Edit
gettings or edit your profile to
control who sees the info there.

Active Sessions Logged in ﬁ'u:-m_ U5 and 14 other locations. Edit

Deactivate your account.

Facebook © 2012 * English {US) About - Advertising * Create a Page * Developers - Careers * Privacy - Terms * Help

OPSEC Warning: HTTPS does not mean post, email or chat critical and sensitive information.
HTTPS is a good way to protect your logon information (i.e. user names and passwords) but
the same rules apply: assume anything you post, chat or email will be made public.
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fambﬂok | l Find Friends  Home +

o Generdl Notifications Settings
L] Security -
- - Facebook Edit
[;J Nlotifications q;(} Email Frequency: 7
Sbscribers ‘ } &) Photos i
m M ™ Send me impartant updates and summary emals - -
Eg Lpps instzad of individual notification emails &) Groups _ cat
Moble We send natifications whenzver actions are taken on Facebook that involve you, You can change which applications and features can send you notifications, ] pages it
= Payments
= Notifications are being sent to {§2yahoo.com (emai), Events 7 Bt
|]} Faceboak Ads ’
£ Quest Edit
ou can alsp visit your privacy [ Hotes Edit
settings or edit your profile to Recent Notifications Sent Today
control who sees the info there., £l e st
@ sent you a requestin Zynga Singo. B vades e
sent you arequestin CastieVile, 2 Help Center et
'LT« shared a link: "Adorable! T hope this videa makes... 3 wall Comments Edit
'LT« Undated her status: Had to head down to the magistrates..,” & Places ) Edit
#=' Deals Edit
— Other updates from Fa:ebook Edit
B Credits Edit
H2 other Applications ) Edit

From the Account Settings- Notifications page you have the option to customize the email
notifications that you receive from Facebook.

Take some time to read through the different notification options available and decide what level of
notification works for your social networking needs.



Facebook Privacy & Account Settings

Wil T : :
< Account Settings- Subscribers

facebook L Find Frends  Home  ~

&% General Subscribe Settings
% security
I;I Motifications

Subscribers
Eé Allow subscribers [ subscribers will receive your public posts and will not be added as friends. You can have

T APPS broader conversations about public topics and keep personal updates for friends. Learn
Mabile mare.

Payments

ﬁi Facebook Ads

You can also visit your privacy
settings your profile to

ol wno sees e mnere,

From the Account Settings- Subscribers page you have the option to allow users to view posts you
make that you set to private without adding them as friends.

Take some time to read through the subscriber features and decide is this setting works for your
social networking needs.
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of Gener App Settings
{3 Security

E] Notfications

[Fy Subscribers

W Mabile

Payments HTC Sense
ﬁ] Facebook Ads

E Page Badge (Beta)

You have authorized these apps to interact with your Facebook account:

Facebook Privacy & Account Settings
Account Settings- Apps Settings

l Find Friends Home ~

Edit

o General

3 security
I:;I MNotifications
[Fy Subscribers
G2 Apps
Mabile

Payments

From the Account Settings- Apps page you can view and manage the apps that can access your profile

- E] Facebook Ads

set

visit your privacy

ur profile to

< the info there,

App Settings

‘fou have authorized these apps to interact with your Facebook account:

E Page Badge (Beta)
Last data access: lo data access reco
Learn more

Posts on my behalf:

Notifications: When to notify me?

HTC Sense

@ Public

2 Friends

2 Friends except Acquaintances
v & Only Me

¥ Custom

[Tr Close Friends
[ Family

See all lists...

Who can see posts this app makes for me on my Facebook timeline? m

| The app sends me a request « |

Edit

and can review and, in some cases control, what information each application can access.

Periodically check your account settings to review the applications that have access to your account and

the profile information individual applications are able to access.
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< Account Settings- Mobile

facebook ] T s

o° General Mobile Settings
{3 security
I:;I Notifications L ) y i - )
. Activating allows Facebook Mobile to send text meszages to your phone, You can receive Already received a confirmation code?
(£ Subscribers notifications for friend requests, messages, Wall posts, and status updates from your Confirmation code
B2 apps friends,
| Mobile You can also update your status, search for phone numbers, or upload phaotos and videos
Payments from your phone,
ﬁi Farebook Ads + Add a Phone
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From the Account Settings- Mobile Settings page you can manage your Facebook Mobile settings.
If you have provided your cellular number on your Facebook profile you have the option to
receive text message status updates to your cell phone.

If you do include your cell phone number in your Facebook profile, be sure to apply the appropriate
privacy settings so your personal critical information is not available to the viewing public.
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Credits Balance You have 0 Credits for purchasing premium items and playing games. Buy More
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E% Apps Credits Purchase History Wiew your recent purchases of Facebook Credits, View
M Mobile
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You can also visit your privacy Learn maore about Facebook Credits,

settings or edit your profile to

control who sees the info there,

From the Account Settings- Payments page you can manage your Facebook Credits settings.

Take some time to read through the payments feature and decide is this setting works for your social
networking needs.
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IZI Ads shown by third partie:
|_|_"'_| Subscribers Facebook does not give third party applications or ad networks the right to use your name or picture in ads, If we allow this in the future, the setting you
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Payments plugins. and services you're interested in,

experience on a third party site, Fa

ﬁi Facebook Ads | plugins. .
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Ads and friends

Here's an example of a Facebook Ad:

Everyone wants to know what their friends like, That's why we pair ads and friends—

on what your friends share and like. Learn more about sodal ads. Denver Sushi Denver Sushi
The best sushi in Denver, The best sushiin Denver,
Here are the facts: Try our daily lunch Try our daily lunch
X . . X spedials for $3.95. Fan specials for $9.95. Fan
» Social ads show an advertiser's message alongside actions you have taken, such our page for special our page for special

. . . . offers. offers.
Your privacy settings apply to social ads

We don't sell your information to advertisers 0 Lke likes this.

Only confirmed friends can see your actions alongside an ad
This setting only applies to ads that we pair with news about sodal actions. So, independent of this setting, you may stil see sodal actions in other

Ifa photo is USEd. itis your proﬁle photo and not from your photo albums contexts, like in Sponsored Stories or paired with messages from Facebook. You can learn more about how social ads, Sponsored Stories, and messages
from Facebook work in the Help Center.
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Edit social ads setting
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From the Account Settings- Facebook Ads page you have the ability to control what personal profile
information is made available to third parties. Social Ads on Facebook pair your activity with ads that
your friends can see.

Take the time to browse through the different settings available on Facebook Ads and decide what level of
sharing meets your personal privacy needs.

The NOST will always recommend you be as restrictive as possible with your personal, critical information.
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While you should always utilize all available privacy
settings to the fullest of a websites avalilability,
always post or chat as if the content will be made
available to the viewing public.

Protect your critical information. Practice OPSEC.
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This presentation is just a quick \_OOS E

overview of some of the privacy TWEETS
options available on Facebook. _

We encourage users to familiarize
Sink Fleets

themselves with the different
privacy and account settings
options that are available, and

Naval OPSEC Support Team
opsec@navy.mil
757-417-7100

check them often as site
upgrades and changes are a

www.facebook.com/NavalOPSEC
www.youtube.com/USNopsec

regular occurrence.
Questions, need more information,

www.twitter.com/NavalOPSEC
www.slideshare.net/NavalOPSEC

would like information about a
different topic? Let us know, we
are happy to provide.



