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TITLE 32--NATIONAL DEFENSE
CHAPTER VI--DEPARTMENT OF THE NAVY
PART 701_AVAILABILITY OF DEPARTMENT OF THE NAVY RECORDS AND PUBLICATION OF
Subpart G_Privacy Act Exemptions
Sec. 701.128 Exemptions for specific Navy record systems.

(a) System identifier and name:

(1) N01070-9, White House Support Program.

(2) Exemption: (i) Information specifically authorized to be
classified under E.O. 12,958, as implemented by DOD 5200.1-R, may be
exempt pursuant to 5 U.S.C. 552a(k)(1)-

(ii) Investigatory material compiled for law enforcement purposes
may be exempt pursuant to 5 U.S.C. 552a(k)(2). However, if an individual
is denied any right, privilege, or benefit for which he would otherwise
be entitled by Federal law or for which he would otherwise be eligible,
as a result of the maintenance of such information, the individual will
be provided access to such information except to the extent that
disclosure would reveal the identity of a confidential source.
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(iii) Records maintained in connection with providing protective
services to the President and other individuals under 18 U.S.C. 3506,
may be exempt pursuant to 5 U.S.C. 552a(k)(3).-

(iv) Investigatory material compiled solely for the purpose of
determining suitability, eligibility, or qualifications for federal
civilian employment, military service, federal contracts, or access to
classified information may be exempt pursuant to 5 U.S.C. 552a(k)(5),
but only to the extent that such material would reveal the identity of a
confidential source.

(v) Portions of this system of records are exempt from the following
subsections of the Privacy Act: (c)(3), (d), (e)(), (e)(@) (G) through
(D, and (F).

(3) Authority: 5 U.S.C. 552a(k)(1), (K@), (K@), and (k).

(4) Reasons: Exempted portions of this system contain information
that has been properly classified under E.O. 12,958, and which is
required to be kept secret in the interest of national defense or
foreign policy. Exempted portions of this system may also contain
information considered relevant and necessary to make a determination as
to qualifications, eligibility, or suitability for access to classified
information, and which was obtained by providing an express or implied
promise to the source that his or her identity would not be revealed to
the subject of the record. Exempted portions of this system may also
contain information collected and maintained in connection with
providing protective services to the President and other individuals



protected pursuant to 18 U.S.C. 3056. Exempted portions of this system
may also contain investigative records compiled for law enforcement
purposes, the disclosure of which could reveal the identity of sources
who provide information under an express or implied promise of
confidentiality, compromise investigative techniques and procedures,
Jeopardize the life or physical safety of law-enforcement personnel, or
otherwise interfere with enforcement proceedings or adjudications.

(b) System identifier and name:

(1) NO1131-1, Officer Selection and Appointment System.

(2) Exemption: (i) Information specifically authorized to be
classified under E.O. 12,958, as implemented by DOD 5200.1-R, may be
exempt pursuant to 5 U.S.C. 552a(k)(1).

(i1) Investigatory material compiled solely for the purpose of
determining suitability, eligibility, or qualifications for federal
civilian employment, military service, federal contracts, or access to
classified information may be exempt pursuant to 5 U.S.C. 552a(k)(5),
but only to the extent that such material would reveal the identity of a
confidential source.

(iii) Testing or examination material used solely to determine
individual qualifications for appointment or promotion in the Federal
service may be exempt pursuant to 5 U.S.C. 552a(k)(6), if the disclosure
would compromise the objectivity or fairness of the test or examination
process.

(iv) Evaluation material used to determine potential for promotion
in the Military Services may be exempt pursuant to 5 U.S.C. 552a(k)(7),
but only to the extent that the disclosure of such material would reveal
the identity of a confidential source.

(v) Portions of this system of records are exempt from the following
subsections of the Privacy Act: (¢)(3), (d), (e)(1), (e)(@)(G) through
(D, and ().

(3) Authority: 5 U.S.C. 552a(k)(1), (K(®B), (kK(@6), and (K(7)-

(4) Reasons: Granting individuals access to portions of this system
of records could result in the disclosure of classified material, or the
identification of sources who provided information to the government
under an express or implied promise of confidentiality. Material will be
screened to permit access to unclassified material and to information
that does not disclose the identity of a confidential source.

(c) System identifier and name:

(1) NO1133-2, Recruiting Enlisted Selection System.

(2) Exemption: (i) Information specifically authorized to be
classified under E.O. 12,958, as implemented by DOD 5200.1-R, may be
exempt pursuant to 5 U.S.C. 552a(k)(1)-

(ii) Investigatory material compiled solely for the purpose of
determining suitability, eligibility, or qualifications for federal
civilian employment, military service, federal contracts, or
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access to classified information may be exempt pursuant to 5 U.S.C.
552a(k)(5), but only to the extent that such material would reveal the
identity of a confidential source.

(iii) Testing or examination material used solely to determine
individual qualifications for appointment or promotion in the Federal
service may be exempt pursuant to 5 U.S.C. 552a(k)(6), if the disclosure
would compromise the objectivity or fairness of the test or examination
process.

(iv) Evaluation material used to determine potential for promotion



in the Military Services may be exempt pursuant to 5 U.S.C. 552a(k)(7),
but only to the extent that the disclosure of such material would reveal
the identity of a confidential source.

(v) Portions of this system of records are exempt from the following
subsections of the Privacy Act: (c)(3), (d), (e)(1), (e)(@)(G) through
(D, and ().

(3) Authority: 5 U.S.C. 552a(k)(1), (K(®B), (kK(@6), and (K()-

(4) Reasons: Granting individuals access to portions of this system
of records could result in the disclosure of classified material, or the
identification of sources who provided information to the government
under an express or implied promise of confidentiality. Material will be
screened to permit access to unclassified material and to information
that does not disclose the identity of a confidential source.

(d) System identifier and name:

(1) NO1640-1, Individual Correctional Records.

(2) Exemption: (i) Parts of this system may be exempt pursuant to 5
U.S.C. 552a(j)(2) if the information is compiled and maintained by a
component of the agency which performs as its principle function any
activity pertaining to the enforcement of criminal laws.

(ii) Portions of this system of records are exempt from the
following subsections of the Privacy Act: (¢)(3), (c)(@), (@), (e)(2),
@A), (e)(®(G) through (1), (e)(5), ()(8), (P, and (9)-

(3) Authority: 5 U.S.C. 552a(j)(2).-

(4) Reason: (i) Granting individuals access to portions of these
records pertaining to or consisting of, but not limited to, disciplinary
reports, criminal investigations, and related statements of witnesses,
and such other related matter in conjunction with the enforcement of
criminal laws, could interfere with the orderly investigations, with the
orderly administration of justice, and possibly enable suspects to avoid
detection or apprehension. Disclosure of this information could result
in the concealment, destruction, or fabrication of evidence, and
jJeopardize the safety and well-being of informants, witnesses and their
families, and law enforcement personnel and their families. Disclosure
of this information could also reveal and render ineffectual
investigative techniques, sources, and methods used by these components
and could result in the invasion of the privacy of individuals only
incidentally related to an investigation. The exemption of the
individual"s right of access to portions of these records, and the
reasons therefore, necessitate the exemption of this system of records
from the requirement of the other cited provisions.

(i1) [Reserved]

(e) System identifier and name:

(1) NO1754-3, Navy Child Development Services Program.

(2) Exemption: (i) Investigatory material compiled for law
enforcement purposes may be exempt pursuant to 5 U.S.C. 552a(k)(2).
However, if an individual is denied any right, privilege, or benefit for
which he would otherwise be entitled by Federal law or for which he
would otherwise be eligible, as a result of the maintenance of such
information, the individual will be provided access to such information
except to the extent that disclosure would reveal the identity of a
confidential source.

(ii) Portions of this system of records are exempt from the
following subsections of the Privacy Act: (¢)(3) and (d).

(3) Authority: 5 U.S.C. 552a(k)(2).

(4) Reasons: (i) Exemption is needed in order to encourage persons
having knowledge of abusive or neglectful acts toward children to report
such information, and to protect such sources from embarrassment or



recrimination, as well as to protect their right to privacy. It is
essential that the identities of all individuals who furnish information
under an express promise of confidentiality be protected. Additionally,
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granting individuals access to information relating to criminal and
civil law enforcement, as well as the release of certain disclosure
accountings, could interfere with ongoing investigations and the orderly
administration of justice, in that it could result in the concealment,
alteration, destruction, or fabrication of information; could hamper the
identification of offenders and the disposition of charges; and could
Jeopardize the safety and well being of parents and their children.

(ii) [Reserved]

(F) System identifier and name:

(1) N03834-1, Special Intelligence Personnel Access File.

(2) Exemption: (i) Information specifically authorized to be
classified under E.O. 12,958, as implemented by DOD 5200.1-R, may be
exempt pursuant to 5 U.S.C. 552a(k)(1)-

(ii) Investigatory material compiled solely for the purpose of
determining suitability, eligibility, or qualifications for Federal
civilian employment, military service, Federal contracts, or access to
classified information may be exempt pursuant to 5 U.S.C. 552a(k)(5),
but only to the extent that such material would reveal the identity of a
confidential source.

(ii1) Portions of this system of records are exempt from the
following subsections of the Privacy Act: (c¢)(3), (d), (), (e)®
(G) through (1), and (f).

(3) Authority: 5 U.S.C. 552a(k)(1) and (k)(5).-

(4) Reasons: (i) Exempted portions of this system contain
information that has been properly classified under E.O. 12356, and that
is required to be kept secret in the interest of national defense or
foreign policy.

(ii) Exempted portions of this system also contain information
considered relevant and necessary to make a determination as to
qualifications, eligibility, or suitability for access to classified
information and was obtained by providing an express or implied
assurance to the source that his or her identity would not be revealed
to the subject of the record.

(g) System identifier and name:

(1) NO04060-1, Navy and Marine Corps Exchange Sales and Security
Files.

(2) Exemption: (i) Investigatory material compiled for law
enforcement purposes may be exempt pursuant to 5 U.S.C. 552a(k)(2).
However, if an individual is denied any right, privilege, or benefit for
which he would otherwise be entitled by Federal law or for which he
would otherwise be eligible, as a result of the maintenance of such
information, the individual will be provided access to such information
except to the extent that disclosure would reveal the identity of a
confidential source.

(i1) Portions of this system of records are exempt from the
following subsections of the Privacy Act: (¢)(3), (d), (e)(4)(G) through
(D, and (F).

(3) Authority: 5 U.S.C. 552a(k)(2).

(4) Reasons: Granting individuals access to information collected
and maintained by these activities relating to the enforcement of
criminal laws could interfere with orderly investigations, with orderly



administration of justice, and possibly enable suspects to avoid
detection or apprehension. Disclosure of this information could result
in the concealment, destruction, or fabrication of evidence, and could
also reveal and render ineffectual investigative techniques, sources,
and methods used by these activities.

(h) [Reserved]

(1) System identifier and name:

(1) NO5041-1, Inspector General (IG) Records.

(2) Exemption: (i) Information specifically authorized to be
classified under E.O. 12,958, as implemented by DOD 5200.1-R, may be
exempt pursuant to 5 U.S.C. 552a(k)(1).

(i1) Investigatory material compiled for law enforcement purposes
may be exempt pursuant to 5 U.S.C. 552a(k)(2). However, if an individual
is denied any right, privilege, or benefit for which he would otherwise
be entitled by Federal law or for which he would otherwise be eligible,
as a result of the maintenance of such information, the individual will
be provided access to such information except to the extent that
disclosure would reveal the identity of a confidential source.

(iii) Portions of this system of records may be exempt from the
provisions of 5 U.S.C. 552a(c)(3); (d); (e)(); (XD, (), and (1);
and ().

(3) Authority: 5 U.S.C. 552a(k)(1) and (k)(2)-
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(4) Reasons: (i) From subsection (c)(3) because the release of the
disclosure accounting would permit individuals to obtain valuable
information concerning the nature of the investigation and would present
a serious impediment to the orderly conduct of any investigative
activities. Such accounting could result in the release of properly
classified information which would compromise the national defense or
disrupt foreign policy.

(ii) From subsections (d) and (f) because access to the records
would inform individuals of the existence and nature of the
investigation; provide information that might result in the concealment,
destruction, or fabrication of evidence; possibly jeopardize the safety
and well-being of informants, witnesses and their families; likely
reveal and render ineffectual investigatory techniques and methods and
sources of information; and possibly result in the invasion of the
personal privacy of third parties. Access could result in the release of
properly classified information which could compromise the national
defense or disrupt foreign policy. Amendment of the records would
interfere with the ongoing investigation and impose an impossible
administrative burden by requiring investigations to be continually
reinvestigated.

(ii1) From subsection (e)(1) because in the course of the
investigation it is not always possible, at least in the early stages of
the inquiry, to determine relevance and or necessity as such
determinations may only occur after the information has been evaluated.
Information may be obtained concerning the actual or potential violation
of laws or regulations other than those relating to the ongoing
investigation. Such information should be retained as it can aid in
establishing patterns of improper activity and can provide valuable
leads in the conduct of other investigations.

(iv) From subsection (e)(4)(G) and (H) because this system of
records is exempt from individual access pursuant to subsections (k)(1)
and (k)(2) of the Privacy Act of 1974.



(v) From subsection (e)(4)(1) because it is necessary to protect the
confidentiality of sources and to protect the privacy and physical
safety of witnesses. Although the system is exempt from this
requirement, the DON has published a notice in broad, generic terms in
the belief that this is all that subsection (e)(4)(1) of the Act
requires.

() System identifier and name:

(1) NO5300-3, Faculty Professional Files.

(2) Exemptions: (i) Investigatory material compiled solely for the
purpose of determining suitability, eligibility, or qualifications for
Federal civilian employment, military service, Federal contracts, or
access to classified information may be exempt pursuant to 5 U.S.C.
552a(k)(5), but only to the extent that such material would reveal the
identity of a confidential source.

(ii) Portions of this system of records are exempt from the
following subsections of the Privacy Act: (c)(3), (d), (e)(4)(G) and
(H), and ().

(3) Authority: 5 U.S.C. 552a(k)(5).-

(4) Reasons: Exempted portions of this system contain information
considered relevant and necessary to make a release determination as to
qualifications, eligibility, or suitability for Federal employment, and
was obtained by providing an express or implied promise to the source
that his or her identity would not be revealed to the subject of the
record.

(k) System identifier and name:

(1) N05354-1, Equal Opportunity Information Management System.

(2) Exemptions: (i) Information specifically authorized to be
classified under E.O. 12,958, as implemented by DOD 5200.1-R, may be
exempt pursuant to 5 U.S.C. 552a(k)(1)-

(ii) Investigatory material compiled solely for the purpose of
determining suitability, eligibility, or qualifications for Federal
civilian employment, military service, Federal contracts, or access to
classified information may be exempt pursuant to 5 U.S.C. 552a(k)(5),
but only to the extent that such material would reveal the identity of a
confidential source.

(ii1) Portions of this system of records are exempt from the
following subsections of the Privacy Act: (c)(3), (d), (e)(@)(G) through
(), and (F).

(3) Authority: 5 U.S.C. 552a(k)(1) and (k)(5).-

(4) Reasons: Granting access to information in this system of
records could result in the disclosure of classified
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material, or reveal the identity of a source who furnished information
to the Government under an express or implied promise of
confidentiality. Material will be screened to permit access to
unclassified material and to information that will not disclose the
identity of a confidential source.

(1) System identifier and name:

(1) NO5520-1, Personnel Security Eligibility Information System.

(2) Exemptions: (i) Information specifically authorized to be
classified under E.O. 12,958, as implemented by DOD 5200.1-R, may be
exempt pursuant to 5 U.S.C. 552a(k)(1).

(i1) Investigatory material compiled for law enforcement purposes
may be exempt pursuant to 5 U.S.C. 552a(k)(2). However, if an individual
is denied any right, privilege, or benefit for which he would otherwise



be entitled by Federal law or for which he would otherwise be eligible,
as a result of the maintenance of such information, the individual will
be provided access to such information except to the extent that
disclosure would reveal the identity of a confidential source.

(iii) Investigatory material compiled solely for the purpose of
determining suitability, eligibility, or qualifications for Federal
civilian employment, military service, Federal contracts, or access to
classified information may be exempt pursuant to 5 U.S.C. 552a(k)(5),
but only to the extent that such material would reveal the identity of a
confidential source.

(iv) Evaluation material used to determine potential for promotion
in the Military Services may be exempt pursuant to 5 U.S.C. 552a(k)(7),
but only to the extent that the disclosure of such material would reveal
the identity of a confidential source.

(v) Portions of this system of records are exempt from the following
subsections of the Privacy Act: (c)(3), (d), (e)(@)(G) and (1), and ().
(3) Authority: 5 U.S.C. 552a(k)(D), (K@), (KB), and ().

(4) Reasons: Granting individuals access to information collected
and maintained in this system of records could interfere with orderly
investigations; result in the disclosure of classified material;
Jeopardize the safety of informants, witnesses, and their families;
disclose investigative techniques; and result in the invasion of privacy
of individuals only incidentally related to an investigation. Material
will be screened to permit access to unclassified information that will
not disclose the identity of sources who provide the information to the
Government under an express or implied promise of confidentiality.

(m) System identifier and name:

(1) N05520-4, NCIS Investigative Files System.

(2) Exemptions: (i) Parts of this system may be exempt pursuant to 5
U.S.C. 552a(jJ)(2) if the information is compiled and maintained by a
component of the agency which performs as its principal function any
activity pertaining to the enforcement of criminal laws.

(ii) Portions of this system of records are exempt from the
following subsections of the Privacy Act: (¢)(3), (c)(@), (d), (e)(2),
@ (3), (e)(®(G) through (1), (e)(5), ()(8), (), and (9)-

(3) Authority: 5 U.S.C. 552a(jJ)(2).-

(4) Reasons: (i) Granting individuals access to information
collected and maintained by this activity relating to the enforcement of
criminal laws could interfere with the orderly investigations, with the
orderly administration of justice, and possibly enable suspects to avoid
detection or apprehension. Disclosure of this information could result
in the concealment, destruction, or fabrication of evidence, and
Jeopardize the safety and well-being of informants, witnesses and their
families, and law enforcement personnel and their families. Disclosure
of this information could also reveal and render ineffectual
investigative techniques, sources, and methods used by these components
and could result in the invasion of the privacy of individuals only
incidentally related to an investigation. The exemption of the
individual"s right of access to portions of these records, and the
reasons therefore, necessitate the exemption of this system of records
from the requirement of the other cited provisions.

(ii) [Reserved]

(5) Exemptions: (i) Information specifically authorized to be
classified under E.O. 12,958, as implemented by
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DOD 5200.1-R, may be exempt pursuant to 5 U.S.C. 552a(k)(1).

(i1) Records maintained in connection with providing protective
services to the President and other individuals under 18 U.S.C. 3506,
may be exempt pursuant to 5 U.S.C. 552a(k)(3).-

(iii) Records maintained solely for statistical research or program
evaluation purposes and which are not used to make decisions on the
rights, benefits, or entitlement of an individual except for census
records which may be disclosed under 13 U.S.C. 8, may be exempt pursuant
to 5 U.S.C. 552a(k)(4).

(iv) Investigatory material compiled solely for the purpose of
determining suitability, eligibility, or qualifications for Federal
civilian employment, military service, Federal contracts, or access to
classified information may be exempt pursuant to 5 U.S.C. 552a(k)(5),
but only to the extent that such material would reveal the identity of a
confidential source.

(v) Testing or examination material used solely to determine
individual qualifications for appointment or promotion in the Federal
service may be exempt pursuant to 5 U.S.C. 552a(k)(6), if the disclosure
would compromise the objectivity or fairness of the test or examination
process.

(vi) Portions of this system of records are exempt from the
following subsections of the Privacy Act: (c)(3), (d), (), ()@ G)
through (1), and (f).

(6) Authority: 5 U.S.C. 552a(k)(1), (K3, (K@), (kK(B) and
() (6) -

(7) Reasons: (i) The release of disclosure accountings would permit
the subject of an investigation to obtain valuable information
concerning the nature of that investigation, and the information
contained, or the identity of witnesses or informants, would therefore
present a serious impediment to law enforcement. In addition, disclosure
of the accounting would amount to notice to the individual of the
existence of a record.

(ii) Access to the records contained in this system would inform the
subject of the existence of material compiled for law enforcement
purposes, the premature release of which could prevent the successful
completion of iInvestigation, and lead to the improper influencing of
witnesses, the destruction of records, or the fabrication of testimony.
Exempt portions of this system also contain information that has been
properly classified under E.O. 12,958, and that is required to be kept
secret in the interest of national defense or foreign policy.

(ii1) Exempt portions of this system also contain information
considered relevant and necessary to make a determination as to
qualifications, eligibility, or suitability for Federal civilian
employment, military service, Federal contracts, or access to classified
information, and was obtained by providing an express or implied
assurance to the source that his or her identity would not be revealed
to the subject of the record.

(iv) The notice of this system of records published in the Federal
Register sets forth the basic statutory or related authority for
maintenance of the system.

(v) The categories of sources of records in this system have been
published in the Federal Register in broad generic terms. The identity
of specific sources, however, must be withheld in order to protect the
confidentiality of the source, of criminal and other law enforcement
information. This exemption is further necessary to protect the privacy
and physical safety of witnesses and informants.

(vi) This system of records is exempted from procedures for notice



to an individual as to the existence of records pertaining to him/her
dealing with an actual or potential civil or regulatory investigation,
because such notice to an individual would be detrimental to the
successful conduct and/or completion of an investigation, pending or
future. Mere notice of the fact of an investigation could inform the
subject or others that their activities are under, or may become the
subject of, an investigation. This could enable the subjects to avoid
detection, to influence witnesses improperly, to destroy records, or to
fabricate testimony.

(vii) Exempt portions of this system containing screening board
reports.

(viii) Screening board reports set forth the results of oral
examination of applicants for a position as a special agent with the
Naval Investigation Service Command. Disclosure of these
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records would reveal the areas pursued in the course of the examination
and thus adversely affect the result of the selection process. Equally
important, the records contain the candid views of the members composing
the board. Release of the records could affect the willingness of the
members to provide candid opinions and thus diminish the effectiveness
of a program which is essential to maintaining the high standards of the
Special Agent Corps., i.e., those records constituting examination
material used solely to determine individual qualifications for
appointment in the Federal Service.

(n) System identifier and name:

(1) NO05520-5, Personnel Security Program Management Records System.

(2) Exemptions: (i) Information specifically authorized to be
classified under E.O. 12,958, as implemented by DOD 5200.1-R, may be
exempt pursuant to 5 U.S.C. 552a(k)(1).

(ii) Investigatory material compiled solely for the purpose of
determining suitability, eligibility, or qualifications for Federal
civilian employment, military service, Federal contracts, or access to
classified information may be exempt pursuant to 5 U.S.C. 552a(k)(5),
but only to the extent that such material would reveal the identity of a
confidential source.

(iii) Portions of this system of records are exempt from the
following subsections of 5 U.S.C. 552a: (d)(1-5).

(3) Authority: 5 U.S.C. 552a(k)(1) and (k)(5)-

(4) Reasons: (i) Granting individuals access to information
collected and maintained in this system of records could result in the
disclosure of classified material; and jeopardize the safety of
informants, and their families. Further, the integrity of the system
must be ensured so that complete and accurate records of all
adjudications are maintained. Amendment could cause alteration of the
record of adjudication.

(ii1) [Reserved]

(o) System identifier and name:

(1) NO05580-1, Security Incident System.

(2) Exemption: (i) Parts of this system may be exempt pursuant to 5
U.S.C. 552a(jJ)(2) if the information is compiled and maintained by a
component of the agency which performs as its principal function any
activity pertaining to the enforcement of criminal laws.

(i1) Portions of this system of records are exempt from the
following subsections of the Privacy Act: (¢)(3), (c)(@), (d), (e)(2),
and (e)(4)(G) through (1), (e)(5), (e)(8), (F) and (9).



(3) Authority: 5 U.S.C. 552a(j)(2).

(4) Reasons: (i) Granting individuals access to information
collected and maintained by this component relating to the enforcement
of criminal laws could interfere with orderly administration of justice,
and possibly enable suspects to avoid detection or apprehension.
Disclosure of this information could result in concealment, destruction,
or fabrication of evidence, and jeopardize the safety and well being of
informants, witnesses and their families, and of law enforcement
personnel and their families. Disclosure of this information could also
reveal and render ineffectual investigative techniques, sources, and
methods used by this component, and could result in the invasion of
privacy of individuals only incidentally related to an investigation.
The exemption of the individual®s right of access to his or her records,
and the reason therefore, necessitate the exemption of this system of
records from the requirements of other cited provisions.

(i1) [Reserved]

(p) [Reserved]

(q) System identifier and name:

(1) NO5800-1, Legal Office Litigation/Correspondence Files.

Exemptions: (i) Information specifically authorized to be classified
under E.O. 12,958, as implemented by DOD 5200.1-R, may be exempt
pursuant to 5 U.S.C. 552a(k)(1).

(ii) Investigatory material compiled for law enforcement purposes
may be exempt pursuant to 5 U.S.C. 552a(k)(2). However, if an individual
is denied any right, privilege, or benefit for which he would otherwise
be entitled by Federal law or for which he would otherwise be eligible,
as a result of the maintenance of such information, the individual will
be provided access to such information except to the extent that
disclosure would reveal the identity of a confidential source.

(iii) Investigatory material compiled solely for the purpose of
determining
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suitability, eligibility, or qualifications for Federal civilian
employment, military service, Federal contracts, or access to classified
information may be exempt pursuant to 5 U.S.C. 552a(k)(5), but only to
the extent that such material would reveal the identity of a
confidential source.

(iv) Testing or examination material used solely to determine
individual qualifications for appointment or promotion in the Federal
service may be exempt pursuant to 5 U.S.C. 552a(k)(6), if the disclosure
would compromise the objectivity or fairness of the test or examination
process.

(v) Evaluation material used to determine potential for promotion in
the Military Services may be exempt pursuant to 5 U.S.C. 552a(k)(7), but
only to the extent that the disclosure of such material would reveal the
identity of a confidential source.

(vi) Portions of this system of records are exempt from the
following subsections of the Privacy Act: (d), (e)(1), and (H(2), (3),
and (4).

(3) Authority: 5 U.S.C. 552a(k)(1), (K(2), (K®»B), k(®G), and
QIO

(4) Reasons: (i) Subsection (d) because granting individuals access
to information relating to the preparation and conduct of litigation
would impair the development and implementation of legal strategy.
Accordingly, such records are exempt under the attorney-client



privilege. Disclosure might also compromise on-going investigations and
reveal confidential informants. Additionally, granting access to the
record subject would seriously impair the Navy"s ability to negotiate
settlements or pursue other civil remedies. Amendment is inappropriate
because the litigation Files contain official records including
transcripts, court orders, investigatory materials, evidentiary
materials such as exhibits, decisional memorandum and other case-related
papers. Administrative due process could not be achieved by the ~“ex
parte®" correction of such materials.

(ii) Subsection (e)(1) because it is not possible in all instances
to determine relevancy or necessity of specific information in the early
stages of case development. What appeared relevant and necessary when
collected, ultimately may be deemed unnecessary upon assessment in the
context of devising legal strategy. Information collected during civil
litigation investigations which is not used during subject case is often
retained to provide leads in other cases or to establish patterns of
activity.

(iii) Subsections (F)(2), (3), and (4) because this record system is
exempt from the individual access provisions of subsection (d).

(r) System identifier and name:

(1) NO1000-5, Naval Clemency and Parole Board Files.

(2) Exemption: (i) Parts of this system may be exempt pursuant to 5
U.S.C. 552a(jJ)(2) if the information is compiled and maintained by a
component of the agency which performs as its principal function any
activity pertaining to the enforcement of criminal laws.

(ii) Portions of this system of records are exempt from the
following subsections of the Privacy Act: (c)(4), (d), (e)(4)(G), and
™.

(3) Authority: 5 U.S.C. 552a(j)(2).-

(4) Reasons: (i) Granting individuals access to records maintained
by this Board could interfere with internal processes by which Board
personnel are able to formulate decisions and policies with regard to
clemency and parole in cases involving naval prisoners and other persons
under the jurisdiction of the Board. Material will be screened to permit
access to all material except such records or documents as reflecting
items of opinion, conclusion, or recommendation expressed by individual
board members or by the board as a whole.

(ii) The exemption of the individual®s right to access to portions
of these records, and the reasons therefore, necessitate the partial
exemption of this system of records from the requirements of the other
cited provisions.

(s) System identifier and name:

(1) NO1752-1, Family Advocacy Program System.

(2) Exemptions: (i) Investigatory material compiled for law
enforcement purposes may be exempt pursuant to 5 U.S.C. 552a(k)(2).
However, if an individual is denied any right, privilege, or benefit for
which he would otherwise be entitled by Federal law or for which he
would otherwise be eligible, as a result
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of the maintenance of such information, the individual will be provided
access to such information except to the extent that disclosure would
reveal the identity of a confidential source.

(i1) Investigatory material compiled solely for the purpose of
determining suitability, eligibility, or qualifications for Federal
civilian employment, military service, Federal contracts, or access to



classified information may be exempt pursuant to 5 U.S.C. 552a(k)(5),
but only to the extent that such material would reveal the identity of a
confidential source.

(iii) Portions of this system of records are exempt from the
following subsections of the Privacy Act: (¢)(3) and (d).

(3) Authority: 5 U.S.C. 552a(k)(2) and (k)(5).

(4) Reasons: (i) Exemption is needed in order to encourage persons
having knowledge of abusive or neglectful acts toward children to report
such information, and to protect such sources from embarrassment or
recriminations, as well as to protect their right to privacy. It is
essential that the identities of all individuals who furnish information
under an express promise of confidentiality be protected. Additionally,
granting individuals access to information relating to criminal and
civil law enforcement, as well as the release of certain disclosure
accounting, could interfere with ongoing investigations and the orderly
administration of justice, iIn that it could result in the concealment,
alteration, destruction, or fabrication of information; could hamper the
identification of offenders or alleged offenders and the disposition of
charges; and could jeopardize the safety and well being of parents and
their children.

(ii1) Exempted portions of this system also contain information
considered relevant and necessary to make a determination as to
qualifications, eligibility, or suitability for Federal employment and
Federal contracts, and that was obtained by providing an express or
implied promise to the source that his or her identity would not be
revealed to the subject of the record.

(t) System identifier and name:

(1) N12930-1, Human Resources Group Personnel Records.

(2) Exemptions: (i) Investigatory material compiled solely for the
purpose of determining suitability, eligibility, or qualifications for
Federal civilian employment, military service, Federal contracts, or
access to classified information may be exempt pursuant to 5 U.S.C.
552a(k)(5), but only to the extent that such material would reveal the
identity of a confidential source.

(ii1) Testing or examination material used solely to determine
individual qualifications for appointment or promotion in the Federal
service may be exempt pursuant to 5 U.S.C. 552a(k)(6), if the disclosure
would compromise the objectivity or fairness of the test or examination
process.

(iii) Portions of this system of records are exempt from the
following subsections of the Privacy Act: (d), (e)(4)(G) and (H), and
™.

(3) Authority: 5 U.S.C. 552a(k)(5) and (k)(6).

(4) Reasons: (i) Exempted portions of this system contain
information considered relevant and necessary to make a determination as
to qualifications, eligibility, or suitability for Federal employment,
and was obtained by providing express or implied promise to the source
that his or her identity would not be revealed to the subject of the
record.

(ii) Exempted portions of this system also contain test or
examination material used solely to determine individual qualifications
for appointment or promotion in the Federal Service, the disclosure of
which would comprise the objectivity or fairness of the testing or
examination process.

(u) System identifier and name:

(1) NO5813-4, Trial/Government Counsel Files.

(2) Exemption. Parts of this system may be exempt pursuant to 5



U.S.C. 552a(jJ)(2) if the information is compiled and maintained by a
component of the agency which performs as its principle function any
activity pertaining to the enforcement of criminal laws. Portions of
this system of records that may be exempt pursuant to subsection 5
U.S.C. 552a(J)(2) are (c)(3), (c)(4), (d), (&)(1), (e)(2). (e)(3),
@GB). M), (H)., and (1), (€)(8)., (f)., and (9).

(3) Exemption. Information specifically authorized to be classified
under
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E.O. 12,958, as implemented by DOD 5200.1-R, may be exempt pursuant to 5
U.S.C. 552a(k)(1)-

(4) Exemption. Investigatory material compiled for law enforcement
purposes may be exempt pursuant to 5 U.S.C. 552a(k)(2). However, if an
individual is denied any right, privilege, or benefit for which he would
otherwise be entitled by Federal law or for which he would otherwise be
eligible, as a result of the maintenance of such information, the
individual will be provided access to such information except to the
extent that disclosure would reveal the identity of a confidential
source. Portions of this system of records that may be exempt pursuant
to subsections 5 U.S.C. 552a(k)(1) and (k)(2) are (c)(3), (d), (&),
@M@, (), and (1), and ().

(4) Authority: 5 U.S.C. 552a(jJ)(2), (kK)(), and (k)(2).

(5) Reasons: (i) From subsection (c)(3) because release of
accounting of disclosure could place the subject of an investigation on
notice that he/she is under investigation and provide him/her with
significant information concerning the nature of the investigation,
resulting in a serious impediment to law enforcement investigations.

(ii1) From subsections (¢)(4), (d), (&)@ (), and (e)(@)(H) because
granting individuals access to information collected and maintained for
purposes relating to the enforcement of laws could interfere with proper
investigations and orderly administration of justice. Granting
individuals access to information relating to the preparation and
conduct of criminal prosecution would impair the development and
implementation of legal strategy. Amendment is inappropriate because the
trial/Government counsel Ffiles contain official records including
transcripts, court orders, and investigatory materials such as exhibits,
decisional memorandum and other case-related papers. Disclosure of this
information could result in the concealment, alteration or destruction
of evidence, the identification of offenders or alleged offenders,
nature and disposition of charges; and jeopardize the safety and well-
being of informants, witnesses and their families, and law enforcement
personnel and their families. Disclosure of this information could also
reveal and render ineffective investigation techniques, sources, and
methods used by law enforcement personnel, and could result in the
invasion of privacy of individuals only incidentally related to an
investigation.

(ii1) From subsection (e€)(1) because it is not always possible in
all instances to determine relevancy or necessity of specific
information in the early stages of case development. Information
collected during criminal investigations and prosecutions and not used
during the subject case is often retained to provide leads in other
cases.

(iv) From subsection (e)(2) because in criminal or other law
enforcement investigations, the requirement that information be
collected to the greatest extent practicable from the subject individual



would alert the subject as to the nature or existence of an
investigation, presenting a serious impediment to law enforcement
investigations.

(v) From subsection (e)(3) because compliance would constitute a
serious impediment to law enforcement in that it could compromise the
existence of a confidential investigation or reveal the identity of
witnesses or confidential informants.

(vi) From subsection (e)(4)(l) because the identity of specific
sources must be withheld in order to protect the confidentiality of the
sources of criminal and other law enforcement information. This
exemption is further necessary to protect the privacy and physical
safety of witnesses and informants.

(vii) From subsection (e)(5) because in the collection of
information for law enforcement purposes it is impossible to determine
in advance what information is accurate, relevant, timely, and complete.
With the passage of time, seemingly irrelevant or untimely information
may acquire new significance as further investigation brings new details
to light and the accuracy of such information can only be determined in
a court of law. The restrictions of subsection (e)(5) would restrict the
ability of trained investigators and intelligence analysts to exercise
their judgment in reporting on investigations and impede the development
of intelligence necessary for effective law enforcement.
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(viiil) From subsection (e)(8) because compliance would provide an
impediment to law enforcement by interfering with the ability to issue
warrants or subpoenas and by revealing investigative techniques,
procedures, or evidence.

(ix) From subsection (F) and (g) because this record system is
exempt from the individual access provisions of subsection (d).

(x) Consistent with the legislative purpose of the Privacy Act of
1974, the DON will grant access to nonexempt material in the records
being maintained. Disclosure will be governed by the DON"s Privacy
Regulation, but will be limited to the extent that the identity of
confidential sources will not be compromised; subjects of an
investigation of an actual or potential criminal violation will not be
alerted to the investigation; the physical safety of witnesses,
informants and law enforcement personnel will not be endangered, the
privacy of third parties will not be violated; and that the disclosure
would not otherwise impede effective law enforcement. Whenever possible,
information of the above nature will be deleted from the requested
documents and the balance made available. The controlling principle
behind this limited access is to allow disclosures except those
indicated above. The decisions to release information from these systems
will be made on a case-by-case basis.

(v) System identifier and name:

(1) NM05211-1, Privacy Act Request Files and Tracking System.

(2) Exemption: During the processing of a Privacy Act request (which
may include access requests, amendment requests, and requests for review
for initial denials of such requests), exempt materials from other
systems of records may in turn become part of the case record in this
system. To the extent that copies of exempt records from those ~~other"*
systems of records are entered into this system, the DON hereby claims
the same exemptions for the records from those ~“other®" systems that
are entered into this system, as claimed for the original primary system
of which they are a part.



(3) Authority: 5 U.S.C. 552a(j)(2), (K)(1), (K)(2), (K(3), (K4,
&kDGB), (K(6), and (K)(7)-

(4) Records are only exempt from pertinent provisions of 5 U.S.C.
552a to the extent such provisions have been identified and an exemption
claimed for the original record and the purposes underlying the
exemption for the original record still pertain to the record which is
now contained in this system of records. In general, the exemptions were
claimed in order to protect properly classified information relating to
national defense and foreign policy, to avoid interference during the
conduct of criminal, civil, or administrative actions or investigations,
to ensure protective services provided the President and others are not
compromised, to protect the identity of confidential sources incident to
Federal employment, military service, contract, and security clearance
determinations, and to preserve the confidentiality and integrity of
Federal evaluation materials. The exemption rule for the original
records will identify the specific reasons why the records are exempt
from specific provisions of 5 U.S.C. 552a.

(w) System identifier and name:

(1) NMO5720-1, FOIA Request/Appeal Files and Tracking System.

(2) Exemption: During the processing of a Freedom of Information Act
request, exempt materials from other systems of records may in turn
become part of the case record in this system. To the extent that copies
of exempt records from those ~“other® systems of records are entered into
this system, the DON hereby claims the same exemptions for the records
from those “other® systems that are entered into this system, as claimed
for the original primary system of which they are a part.

(3) Authority: 5 U.S.C. 552a(j)(2), (K)(1), (K)(2), (K)(3), (K)(4),
kB, (K(6), and (K)(7).

(4) Records are only exempt from pertinent provisions of 5 U.S.C.
552a to the extent such provisions have been identified and an exemption
claimed for the original record and the purposes underlying the
exemption for the original record still pertain to the record which is
now contained in this system of records. In general, the exemptions were
claimed in order to protect properly classified information relating to
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national defense and foreign policy, to avoid interference during the
conduct of criminal, civil, or administrative actions or investigations,
to ensure protective services provided the President and others are not
compromised, to protect the identity of confidential sources incident to
Federal employment, military service, contract, and security clearance
determinations, and to preserve the confidentiality and integrity of
Federal evaluation materials. The exemption rule for the original
records will identify the specific reasons why the records are exempt
from specific provisions of 5 U.S.C. 552a.



