DEPARTMENT OF THE NAVY
CHIEF INFORMATION OFFICER
1000 NAVY PENTAGON
WASHINGTON, DC 20350-1000

19 March 2014

MEMORANDUM FOR DISTRIBUTION

‘Subj: DEPARTMENT OF THE NAVY (DON) ADOPTION OF THE DOD MOBILE
CLASSIFIED CAPABILITY (DMCC)

Encl: (1) DMCC Cost, Schedule and Capabilities

The Secure Mobile Environment Portable Electronic Device (SME PED) capability will reach its
end of life in 2014. The DON will use the DoD Mobile Classified Capability (DMCC), which reached
initial operating capability in January 2014, to replace the SME PED capability. The DON will
transition to DMCC once Defense Information Systems Agency (DISA) has fielded DMCC phones, and
DMCC access to NMCI Secret Internet Protocol Router Network (SIPRNET) Outlook Web Access
(OWA) email has been enabled.

As currently configured, DMCC phones may be used for Secret voice and SIPRNET DoD
Enterprise OWA email. A Data at Rest encryption solution that will enable more sensitive email and
SIPR access from DMCC devices is under development. Enclosure (1) provides additional details
regarding DMCC cost, schedule, and capabilities.

My point of contact for this issue is Mr. Peter Ziomek, peter.ziomek@navy.mil, (703) 695-1944.
The DISA point of contact for user transition is Mr. Neil Mazuranic, neil.a.mazuranic.civ@mail.mil.
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DOD MOBILE CLASSIFIED CAPABILITY (DMCC) COST, SCHEDULE AND CAPABILITIES

1. Military Departments will reimburse DISA for DMCC phones via Defense Working Capital Fund
(DWCEF) charges.

2. DMCC Secret

a. DISA plans to transition from the pilot to an operational system in January 2014, when users
will begin being billed for DMCC phones, including DMCC pilot phones still in use by the
Navy and Marine Corps.

b. Currently DISA procures all DMCC phones and service; however, in the future responsibility
for purchasing phones and service plans will be transitioned to the Services. Until the
transition, DWCF fees will include devices, service plans, and all support (except Tier 1
support desk, which will be a separate responsibility for each Service).

¢. FY 14 DWCF monthly fees are $126.63 per device. The monthly fee does not include the
device service plan. FY 15-18 monthly fees are expected to begin at $11.50 per device in FY
15, decreasing to $7.07 by FY 18. This estimate is predicated on the assumed number of
devices that will be in service.

3. DMCC Top Secret ‘

a. A Top Secret, voice only, DMCC pilot is to begin in February 2014. Navy and Marine Corps
participants were identified in response to JSAP J6A-00259-13. The pilot is expected to
conclude in June 2014, after which users will be billed for DMCC Top Secret phones in use.

b. DWCEF fees will initially cover all support except for Tier 1 support desk. As with Secret-
level phones, it is expected that responsibility for device and service plan purchase will be
transitioned to the owning Services.

c. FY 14 DWCF monthly fees for Top Secret phones will be $278.05 per device. FY15-18
monthly fees are expected to begin at $45.64 per device in FY 15, decreasing to $19.94 in FY
18; based on projected devices in service in FY 18. -

4. Devices

a. The 4G Razr Maxx is the current DMCC device, and 120 of these phones have been reserved
for the TS pilot. The Samsung Galaxy S4 is approved for DMCC (Secret) use, with issuance
expected to begin by the third quarter of FY14.

b. Due to security requirements, many typical smartphone functions will not be available on
DMCC phones. For example, camera, GPS, bluetooth, SD card, texting and NFC (Near Field -
Communication) functions will be disabled. Unclassified voice and data capabilities will
also be disabled with the exception of the ability to make 911 emergency calls. An
emergency call, if performed, will require a phone to be returned to DISA for restoration of
classified capabilities.

5. Additional information can be found in the DoD Mobility User Library at: :
https://east].deps.mil/disa/cop/dod mobility/DoD%20Mobility%20User%20Library/Forms/Allltems
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Enclosure (1)



