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COMSPAWARSYSCOM SAN DIEGO CA// 
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NAVHISTHERITAGECOM  
COMMARCORSYSCOM QUANTICO VA// 
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TEXT: 
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UNCLASSIFIED// 
 
MSGID/GENADMIN/DON CIO WASHINGTON DC// 
 
SUBJ: PUBLIC KEY ENABLEMENT OF DEPARTMENT OF NAVY UNCLASSIFIED PRIVATE 
WEB SERVERS AND APPLICATIONS 
 
MSGID/GENADMIN/DON CIO WASHINGTON DC// 
 
REF/A/ DOC/DOD/01APR04// 
REF/B/DOC/SECNAV/17JUN09 
REF/C/ DOC/JTF-GNO/07APR08// 
REF/D/ MSG/DON CIO WASHINGTON DC/262302ZSEP09// REF/E/DOC/DOD/24JAN07// 
REF/F/DOC/DOD/22JUL08// 
 
NARR/ REF A IS DODINST 8520.2, PUBLIC KEY INFRASTRUCTURE (PKI) AND 
PUBLIC KEY ENABLING (PKE).  REF B IS SECNAVINST 5239.3B, DEPARTMENT OF 
NAVY (DON) INFORMATION ASSURANCE (IA).  REF C IS JOINT TASK FORCE 
GLOBAL NETWORK OPERATIONS COMMUNICATIONS TASKING ORDER 07-015, PUBLIC 
KEY INFRASTRUCTURE (PKI) IMPLEMENTATION, REV 1.  REF D IDENTIFIES THE 
DON NIPRNET PKE WAIVER PROCESS.  REF E IS DOD CIO MEMO, COMPLIANCE AND 
REVIEW OF LOGICAL ACCESS CONTROL IN DEPARTMENT OF DEFENSE PROCESSES.  
REF F IS DOD CIO MEMO, APPROVAL OF EXTERNAL PUBLIC KEY INFRASTRUCTURES.  
  
POCS/SONYA SMITH/CIV/DONCIO/LOC:ARLINGTON, VA/TEL: 703-602-4412/E-MAIL: 
SONYA.R.SMITH1@NAVY.MIL/ 
 
JAMES MAUCK/CTR/DONCIO/LOC:ARLINGTON, VA/TEL: 703-601-0120/E-MAIL: 
JAMES.MAUCK.CTR@NAVY.MIL/  
 
PASSING INSTRUCTIONS: 
CNO:  PLEASE PASS TO N2/N6 
 
NAVY ECHELON II COMMANDS:  PLEASE PASS TO COMMAND INFORMATION OFFICER 
(IO), N6 AND OTHERS DEEMED APPROPRIATE// 
 
USMC MAJOR SUBORDINATE COMMANDS:  PLEASE PASS TO COMMAND INFORMATION 
OFFICER (IO), G1, G6 AND OTHERS DEEMED APPROPRIATE// 
 
RMKS/1.  BACKGROUND.  THE DEPARTMENT OF THE NAVY?S (DON) RELIANCE ON 
PUBLIC KEY INFRASTRUCTURE (PKI) CERTIFICATE-BASED AUTHENTICATION FOR 
UNCLASSIFIED PRIVATE WEB SERVERS, NETWORKS, APPLICATIONS, AND PORTALS 
IS INCREASING.  REFS A, B, AND C REQUIRE ALL DON UNCLASSIFIED PRIVATE 
WEB SERVERS, NETWORKS, APPLICATIONS, AND PORTALS TO BE ENABLED TO 
AUTHENTICATE USERS VIA CERTIFICATES ISSUED BY THE DEPARTMENT OF DEFENSE 
(DOD) PKI OR DOD-APPROVED EXTERNAL PKIS.  REF A DEFINES A PRIVATE WEB 
SERVER AS ANY DOD-OWNED, OPERATED, OR CONTROLLED WEB SERVER THAT 
PROVIDES ACCESS TO SENSITIVE INFORMATION THAT HAS NOT BEEN REVIEWED AND 
APPROVED FOR PUBLIC RELEASE.  REF C, TASK 10, REQUIRED ALL DOD 
ORGANIZATIONS OPERATING UNCLASSIFIED PRIVATE WEB SERVERS TO EITHER 
IMPLEMENT PKI CERTIFICATE-BASED CLIENT AUTHENTICATION BY 9 JUNE 2008, 
OR APPLY FOR A WAIVER.  THE DON'S WAIVER PROCESS IS OUTLINED IN REF D.  
ADDITIONALLY, PER REFS B, C, AND E, ALL DON UNCLASSIFIED PRIVATE WEB 
SERVERS, NETWORKS, APPLICATIONS, AND PORTALS SHALL IMPLEMENT AND 
CONFIGURE ACCESS CONTROLS, AS NECESSARY, TO ENFORCE NEED-TO-KNOW 
REQUIREMENTS.  IMPROPER USE OF PKI AS AN ACCESS CONTROL MECHANISM MAY 
INADVERTENTLY ALLOW UNINTENDED USERS TO GAIN ACCESS TO SYSTEMS AND 



INFORMATION FOR WHICH THEY ARE NOT AUTHORIZED. PKI PROVIDES 
AUTHENTICATED IDENTITIES ON WHICH ACCESS CONTROL AND AUTHORIZATION 
DECISIONS MAY BE MADE.   
 
2.  REF F AUTHORIZES THE USE OF DOD EXTERNAL CERTIFICATE AUTHORITY 
(ECA) CERTIFICATES ISSUED AS PART OF THE DOD ECA PROGRAM.  REF F ALSO 
AUTHORIZES THE USE OF PKI CERTIFICATES ISSUED BY DOD-APPROVED NON-DOD 
ORGANIZATIONS INCLUDING U.S. FEDERAL AGENCIES, STATE/LOCAL/ TRIBAL 
GOVERNMENT ORGANIZATIONS, AND EXTERNAL DOD BUSINESS PARTNERS. DON 
ORGANIZATIONS SHALL ACCEPT CERTIFICATES ISSUED BY DOD-APPROVED EXTERNAL 
PKIS WHEN AVAILABLE AND APPROPRIATE TO SUPPORT A PORTION OF THE 
SYSTEM'S OR APPLICATION'S USER POPULATION.  A FULL LIST OF DOD-APPROVED 
EXTERNAL PKIS IS AVAILABLE AT: 
HTTP://JITC.FHU.DISA.MIL/PKI/PKE_LAB/PARTNER_PKI_TESTING/PARTNER_PKI_ST
ATUS.HTML 
 
3.  ACTION.  DON DEPUTY CHIEF INFORMATION OFFICERS (NAVY AND MARINE 
CORPS) SHALL:   
 
 A.  PROMULGATE SERVICE-SPECIFIC GUIDELINES FOR USE OF 
CERTIFICATES ISSUED BY DOD AND DOD-APPROVED EXTERNAL PKIS. 
 
 B.  ENSURE THAT ANY RISK ASSOCIATED WITH ACCEPTANCE OF EXTERNAL 
PKIS IS EVALUATED BY THE APPROPRIATE SERVICE DESIGNATED ACCREDITING 
AUTHORITY (DAA) PRIOR TO CERTIFICATE ACCEPTANCE. 
 
 C.  VERIFY THAT ALL UNCLASSIFIED PRIVATE WEB SERVERS, NETWORKS, 
APPLICATIONS, AND PORTALS ARE PROPERLY CONFIGURED BY: 
 
  1.  TRUSTING ONLY THE MINIMUM SET OF APPROVED PKI ROOT AND 
INTERMEDIATE CERTIFICATION AUTHORITY CERTIFICATES REQUIRED FOR PROPER 
OPERATION.  
 
  2.  VALIDATING  ALL CERTIFICATES USED FOR AUTHENTICATION. 
 
  3.  IMPLEMENTING ACCESS CONTROL MEASURES (E.G. ACCESS 
CONTROL LISTS (ACLS) OR PKI CERTIFICATE MAPPING) TO ENABLE ENFORCEMENT 
OF NEED-TO-KNOW REQUIREMENTS. 
 
  4.  IMPLEMENTING ONLY FIPS VALIDATED ALGORITHMS FOR SSL/TLS 
SESSIONS. 
 
 D.  BY 31 JANUARY 2010, PROVIDE A SERVICE-SPECIFIC PLAN OF 
ACTIONS AND MILESTONES FOR COMPLETION OF ACTION 3.C ABOVE. 
 
4.  WAIVERS. THE WAIVER PROCESS FOR PUBLIC KEY ENABLEMENT OF DON 
UNCLASSIFIED PRIVATE WEB SERVERS IS OUTLINED IN REF D.  PER REF D, ANY 
DON UNCLASSIFIED PRIVATE WEB SERVER THAT IS NON-COMPLIANT WITH REF C, 
TASK 10 ON 31 MARCH 2010 WILL BE REPORTED TO CYBERCOM AS UNAUTHORIZED, 
UNLESS A WAIVER HAS BEEN APPROVED BY THE DON CIO. 
 
5.  REQUEST WIDEST DISSEMINATION OF THIS MESSAGE.  
 
6.  RELEASED BY ROBERT J. CAREY, DEPARTMENT OF THE NAVY CHIEF 
INFORMATION OFFICER.   
 
=============================================================== 

http://jitc.fhu.disa.mil/PKI/PKE_LAB/PARTNER_PKI_TESTING/PARTNER_PKI_STATUS.HTML
http://jitc.fhu.disa.mil/PKI/PKE_LAB/PARTNER_PKI_TESTING/PARTNER_PKI_STATUS.HTML
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C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:DISTRICT OF COLUMBIA,L:WASHINGTON,OU:CNO WASHINGTON DC(UC) 
   [CNO WASHINGTON DC] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:USMC,OU:ORGANIZATIONS,L:HQMC  
   WASHINGTON DC,OU:CMC WASHINGTON DC(UC),OU:CMC WASHINGTON DC C4(UC) 
   [CMC WASHINGTON DC] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:DISTRICT OF COLUMBIA,L:WASHINGTON,OU:BUMED WASHINGTON DC(UC) 
   [BUMED WASHINGTON DC] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:TENNESSEE,L:MILLINGTON,OU:BUPERS MILLINGTON TN(UC) 
   [BUPERS MILLINGTON TN] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:MARYLAND,L:PATUXENT RIVER,OU:COMNAVAIRSYSCOM PATUXENT RIVER  
   MD(UC) 
   [COMNAVAIRSYSCOM PATUXENT RIVER MD] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:DISTRICT OF COLUMBIA,L:WASHINGTON,OU:COMNAVDIST WASHINGTON  
   DC(UC) 
   [COMNAVDIST WASHINGTON DC] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:DISTRICT OF COLUMBIA,L:WASHINGTON,OU:COMNAVFACENGCOM WASHINGTON  
   DC(UC) 
   [COMNAVFACENGCOM WASHINGTON DC] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:DISTRICT OF COLUMBIA,L:WASHINGTON,OU:COMNAVLEGSVCCOM WASHINGTON  
   DC(UC) 
   [COMNAVLEGSVCCOM WASHINGTON DC] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:VIRGINIA,L:NORFOLK,OU:COMNAVNETWARCOM NORFOLK VA(UC) 
   [COMNAVNETWARCOM NORFOLK VA] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:VIRGINIA,L:NORFOLK,OU:COMNAVSAFECEN NORFOLK VA(UC) 
   [COMNAVSAFECEN NORFOLK VA] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:DISTRICT OF COLUMBIA,L:WASHINGTON,OU:COMNAVSEASYSCOM WASHINGTON  
   DC(UC) 
   [COMNAVSEASYSCOM WASHINGTON DC] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(MC), 
   L:CALIFORNIA,L:CORONADO,OU:COMNAVSPECWARCOM CORONADO CA(MC) 
   [COMNAVSPECWARCOM CORONADO CA] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:PENNSYLVANIA,L:MECHANICSBURG,OU:COMNAVSUPSYSCOM MECHANICSBURG  
   PA(UC) 
   [COMNAVSUPSYSCOM MECHANICSBURG PA] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:AUTODIN PLAS,OU:CE-CS,OU:COMPACFLT  
   PEARL HARBOR HI 
   [COMPACFLT PEARL HARBOR HI] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:CALIFORNIA,L:SAN DIEGO,OU:COMSPAWARSYSCOM SAN DIEGO CA(UC) 
   [COMSPAWARSYSCOM SAN DIEGO CA] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:AUTODIN PLAS,OU:CE-CS, 
   OU:COMUSFLTFORCOM NORFOLK VA 
   [COMUSFLTFORCOM NORFOLK VA] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:AUTODIN PLAS,OU:CE-CS, 
   OU:COMUSNAVCENT 



   [COMUSNAVCENT] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC),L:ITALY, 
   L:NAPLES,OU:COMUSNAVEUR NAPLES IT(UC) 
   [COMUSNAVEUR NAPLES] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   OU:MOBILES,OU:COMUSNAVSO(UC) 
   [COMUSNAVSO] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:DISTRICT OF COLUMBIA,L:WASHINGTON,OU:DIRSSP WASHINGTON DC(UC) 
   [DIRSSP WASHINGTON DC] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:DISTRICT OF COLUMBIA,L:WASHINGTON,OU:FLDSUPPACT WASHINGTON  
   DC(UC) 
   [FLDSUPPACT WASHINGTON DC] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC),L:RHODE  
   ISLAND,L:NEWPORT,OU:NAVWARCOL NEWPORT RI(UC) 
   [NAVWARCOL NEWPORT RI] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC),L:FLORIDA, 
   L:PENSACOLA,OU:NETC PENSACOLA FL(UC) 
   [NETC PENSACOLA FL] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:AUTODIN PLAS,OU:O-Q,OU:ONI  
   WASHINGTON DC 
   [ONI WASHINGTON DC] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:MARYLAND,L:ANNAPOLIS,OU:USNA ANNAPOLIS MD(UC) 
   [USNA ANNAPOLIS MD] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:USMC,OU:ORGANIZATIONS,L:MCB  
   QUANTICO VA,OU:MCCDC,OU:CG MCCDC QUANTICO VA(UC) 
   [CG MCCDC QUANTICO VA] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:USMC,OU:ORGANIZATIONS,L:MCB  
   QUANTICO VA,OU:COMMARCORSYSCOM,OU:COMMARCORSYSCOM QUANTICO VA(UC) 
   [COMMARCORSYSCOM QUANTICO VA] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:USMC,OU:ORGANIZATIONS,L:MARFORCOM  
   VA,OU:COMMARFORCOM(UC) 
   [COMMARFORCOM] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:ARMY,OU:ORGANIZATIONS,L:EUROPE, 
   OU:OTHER,OU:COMMARFOREUR(MC) 
   [COMMARFOREUR] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:USMC,OU:ORGANIZATIONS,L:MARFORPAC, 
   OU:COMMARFORPAC(UC) 
   [COMMARFORPAC] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:USMC,OU:ORGANIZATIONS,L:MARFORRES, 
   OU:COMMARFORRES(UC) 
   [COMMARFORRES] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:USMC,OU:ORGANIZATIONS,L:MARFORSOUTH, 
   OU:COMMARFORSOUTH(UC) 
   [COMMARFORSOUTH] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:USMC,OU:ORGANIZATIONS,L:MCB CAMP  
   LEJEUNE NC,OU:COMMARFORSOC,OU:COMMARFORSOC(UC) 
   [COMMARFORSOC] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:USMC,OU:ORGANIZATIONS,OU:RECRUITING, 
   OU:CG MCRC QUANTICO VA(UC) 
   [CG MCRC QUANTICO VA] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:USMC,OU:ORGANIZATIONS,L:MCB  
   QUANTICO VA,OU:TECOM,OU:CG TECOM QUANTICO VA(UC) 
   [CG TECOM QUANTICO VA] 
ORIGINAL CC RECIPIENTS: 



C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:VIRGINIA,L:NORFOLK,OU:COMOPTEVFOR NORFOLK VA(UC) 
   [COMOPTEVFOR NORFOLK VA] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:DISTRICT OF COLUMBIA,L:WASHINGTON,OU:DON CIO WASHINGTON DC(UC) 
   [DON CIO WASHINGTON DC] 
C:US,O:U.S. GOVERNMENT,OU:DOD,OU:NAVY,OU:ORGANIZATIONS(UC), 
   L:VIRGINIA,L:ARLINGTON,OU:PM NMCI ARLINGTON VA(UC) 
   [PM NMCI ARLINGTON VA] 
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DMSFORDEC29@PTSC.PENTAGON.MIL (CC) 
NAVY-HQ-NAVSTAT@NAVY.MIL (CC) 
FSA_MDS@NAVY.MIL (CC) 
M09B172-MSGS@MED.NAVY.MIL (CC) 
M09BB13.MSGS@MED.NAVY.MIL (CC) 
N310MSG@NAVY.MIL (CC) 
NAVY-HQ-ASNMRA@AJCC.NAVY.MIL (CC) 
NAVY-HQ-ASNMRA@NAVY.MIL (CC) 
NAVY-HQ-BUMEDN93@NAVY.MIL (CC) 
NAVY-HQ-CNON09N2MESSAGES@NAVY.MIL (CC) 
NAVY-HQ-DONCIOMESSAGES@AJCC.NAVY.MIL (CC) NAVY-HQ-
DONCIOMESSAGES@NAVY.MIL (CC) NAVY-HQ-N09BCMESSAGES@AJCC.NAVY.MIL (CC) 
NAVY-HQ-N09BCMESSAGES@NAVY.MIL (CC) NAVY-HQ-N09BFTRAFFIC@NAVY.MIL (CC) 
NAVY-HQ-N09WACTION@AJCC.NAVY.MIL (CC) NAVY-HQ-N09WACTION@NAVY.MIL (CC) 
NAVY-HQ-N12MESSAGES@AJCC.NAVY.MIL (CC) NAVY-HQ-N12MESSAGES@NAVY.MIL 
(CC) NAVY-HQ-N3N5MDAMESSAGES@NAVY.MIL (CC) NAVY-HQ-
N3N5NCCINFO@AJCC.NAVY.MIL (CC) NAVY-HQ-N3N5NCCINFO@NAVY.MIL (CC) NAVY-
HQ-N61/N62MESSAGES@NAVY.MIL (CC) NAVY-HQ-N61ACTION@NAVY.MIL (CC) NAVY-
HQ-N61GACTION@AJCC.NAVY.MIL (CC) NAVY-HQ-N61GACTION@NAVY.MIL (CC) NAVY-
HQ-N61MESSAGES@NAVY.MIL (CC) NAVY-HQ-N62MESSAGES@NAVY.MIL (CC) NAVY-HQ-
N6MESSAGES@NAVY.MIL (CC) NAVY-HQ-N71INFO@AJCC.NAVY.MIL (CC) NAVY-HQ-
N71INFO@NAVY.MIL (CC) NAVY-HQ-N751MESSAGES@AJCC.NAVY.MIL (CC) NAVY-HQ-
N851MESSAGES@NAVY.MIL (CC) NAVY-HQ-N931ACT@NAVY.MIL (CC) NAVY-HQ-
N931INFO@NAVY.MIL (CC) DA ID: 5782101 
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